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The Linux Storage Stack Diagram (Linux Kernel 6.2)

(version 6.2 2023-03-09, outlines the Linux storage stack as of Linux Kernel version 6.1 and 6.2)
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4.2 biolatency

root@jiale-virtual-machine: fusr/share/bcc/tools# ./blolatency
Tracing block device If0... Hit Ctrl-C to end.
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if args.queued:
if BPF.get_kprobe functions{b'_blk_account_io_start’}:
b.attach_kprobe(event="__ blk account_ioc start™, fn_name="trace req _start")
else:
b.attach_kprobe(event="blk_account_io_start”, fn_name="trace_req_start™)
else:
if BPF.get kprobe functions{b'blk_start request'):
b.attach_kprobe(event="blk_start_request”, fn_name="trace req start")
b.attach_kprobe(event="blk_mgq_start_request”, fn_name="trace_reg_start")
if BPF.get_kprobe functions(b’__ blk_account_io_done'):
b.attach_kprobe(event="__blk _account_io_done", fn_name="trace_req_done")
else:

b.attach kprobe(event="blk_account_io done", fn_name="trace_req_done")
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ACroot@jiale-virtual-machine: fusr/share/bcc/tools# . /biolatency -Q
Tracing block device I/f0... Hit Ctrl-C to end.
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4.3 extd4slower

‘Croot@jiale-virtual-machine: fusr/share/bcc/tools# ./ext4slower 1

racing ext4 operations slower
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read_file
read_file
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read file
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read_file
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read_file
6 read_file
read file
read_file
read_file
read_file

PID
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4096
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4096
0
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4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

OFF_|

60
92
116
100
104
0
24
24
40
84
44

KB LAT(ms)

2.
.58
.10
.14
.48
33
.04
.78

i
1
<
1
4
2
1
1.
3
4
1
2.
1
24
2
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25

50

.24
.09
25

19

18
.56
.11
.24
.41
.46
74
.09
.02
.18
«33
.34

FILENAME

example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
example.txt
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15 # Common file functions.

See

earlier

316 if BPF.get kprobe functions(b'ext4 file read iter'):

comment about generic_+

B WE. A4 PR

317 b.attach_kprobe({event="ext4_file read_iter", fn_name="trace_read entry")

318 else:

b.attach_kprobe(event="generic_file read_iter",

323  if BPF.get_kprobe_functions(b'extd4_file_read_iter'):

32¢

2

32

324 b.attach_kretprobe(event="
325 else:

326 b.attach_kretprobe(event="

W
]
e~
o o

.attach_kretprobe

329 b.attach_kretprobe

PELF I ikl

fn_name="trace_read_entry")
e b.attach_kprobe(event="ext4_file write_iter", fn_name="trace_write_entry")

321 b.attach_kprobe(event="ext4_file_open”, fn_name="trace_open_entry")
2

.attach_kprobe(event="ext4 sync_file", fn_name="trace_fsync_entry”)
extd file read_iter™, fn_name="trace_read_return™)

generic_file read_iter", fn_name="trace_read_return”)

.attach_kretprobe(event="extd_file write_iter"”, fn_name="trace_write_return™)

(event="ext4_file_open”, fn_name="trace_open_return")

(event="extd_sync_file", fn_name="trace_ fsync_return")

1] Y A% SR it — LA SR R SEI SR T 1] o DASERAE 9, 4

PR e 2 WSO R s B I, A RORE T I SO 3R G read _iter 452 4F R
ext4_file read_iter & extd SCAF R G H LI read_iter BREL.

ext4_file read iter [ 3= ZEAF FI AR 7 2
ARG EE . NS RGP R IR B AN A R b X . %R

A 22 X BRI VKR H extd



EACFRE AN SO BRI AR . SO BUPR A B 55 5 O R B R A
kretprobe A1 ¥ 4= F2 N kernel return probe, Fz~iR [BIEF ) “#F 7, RIS
SE N B N R N i % eBPF F2 17

5. Write a BCC Program by Yourself

—RAEOR, A BCC REFP > C AR AT A Python FEF M, C AR/
7 FLARIY BPF AChS, 5] BPF R /3w i i BN F45 , 5 C B2/ PR Python
FEFP A, Python F2 /7 MG STRE R AL HAR I “#57 gR5Eileok, IR C R
A% B (V0 B AT 3 A B2 10 5 U s oK

51CERF

#include <uapi/linux/ptrace.h>
#include <linux/blk_types.h>
#include <linux/bio.h>

/1 JE X event_data_t&5HI{E, JIFAriEdrHHHCEIE
struct event_data_t {
uéd ts; [/ WHAIEE, By
u32 pid; // HFEID
char comm[TASK_COMM_LEN];  // #Fi#
1
/1 € X BPF_HASHMLSS, HIF {76l &~ HEFE B FF s i (1)
BPF_HASH(start, u32);
// SE S BPF_PERF_OUTPUT, HI T {3 fLish H hasia)

BPF_PERF_QUTPUT(events);

/1 € L kprobeAbFL k%, H]TF7Esubmit_biosErTFAGHT MY AT REFE (M IOAAS IRK, JFH BN 47 & /EBPF_HASHMR I
int trace_submit_bio_entry(struct pt_regs *ctx, struct bio *bio) {

u32 pid = bpf_get_current_pid_tgid();

ubd ts = bpf_ktime_get_ns();

start.update(&pid, &ts);
return @;



// E X kretprobedb TR %, FlT7Esubmit_bioph iR (it il 5 R AT LR, Hofs dre- i Rk 2T P s
int trace_submit_bio_return(struct pt_regs *ctx, struct bio *bio) {

u32 pid = bpf_get_current_pid_tgid();

u64 *tsp = start.lookup(&pid);

/1 RBB] 7R R AR IO T A ]
if (tsp 1= 0) {
struct event_data_t event = {};
// i Esubmit_biopf F AT ALIR
u64 delta = bpf_ktime_get_ns() - *tsp;
event.ts = delta;
event.pid = pid;
/1 BEHUCYET R A RS
bpf_get_current_comm(&event.comm, sizeof(event.comm));

[/ SR RE D PR
events.perf_submit(ctx, &event, sizeof(event));
// WIFE AP HFEID
start.delete(&pid);

}

return @;

}

an ESREATEHF8) C AR, ER O AR H Ve, ALK B4 — N A
PO ol WA R B A B, 4 il & trace submit bio entry Al
trace_submit_bio_return, W KR ThREFEREH C&EPrH . /£5 BPF XL,
i B R AR E L, BT 3 7 S 7 R B e b il — S S5 H A
SR R IR e BN A%/ P 2 TB) AR B, AR NS R AR, R IE TS S event
W Hdls % B a5 1) . FENCEERT R BPF_HASH MRS, SRSZElASANKIE (n
BEFE . AR MIICEL TAE (R —Fmido .

5.2 Python 2%

N EBAVELF R Python A2y, Wn] AERMEO A AR, TERERIRE 01
. HEBAN CRERF, 53— bpf MG, RIS RZR GAEERIR N B AR/
RIS e B R, R A R oA Bl (R e A7 ke ok, A LA O 2 i



# trace_bio.py

# 5 Abcc (BPF Compiler Collection) FEIAHIZSH)T H ¥
from bee import BPF

from bcc.utils import printb

# T ActypesfE, M T FcHdEZEA FPythondds 25 A i ALER1F
import ctypes

# GIEBPFAf %, MAIE(E L "trace_bio.c"
bpf = BPF(src_file="trace_bio.c")

# NN %K Esubmit_biofff likprobe C(fL ek ¥rTFAGHTfif) Fkretprobe C({LpREUR (AN filA) . 45 BIFE & KPR oy ¥
trace_submit_bio_entryflltrace_submit_bio_return
bpf.attach_kprobe(event="submit_bio", fn_name="trace_submit_bio_entry")

bpf.attach_kretprobe(event="submit_bio", fn_name="trace_submit_bioc_return")

# & X —/ % NEventDatalictypes&itafd, HIT{rfi MBPFFET i itk i £idie

class EventData(ctypes.Structure):

_fields_ = [
("ts", ctypes.c_ulonglong), # HHAEL, SHirghfs
("pid", ctypes.c_uint), # HFID

("comm", ctypes.c_char * 16), # Hfi#

# e LIRS R R R, I AL FRABPRRE T A e B4
def print_event(cpu, data, size):
# Je R R AR e EventDataki i 1h R
event = ctypes.cast(data, ctypes.POINTER(EventData)).contents
# fTENHEREG . R IDAMERIEEE ()
printb(b"[%-16s] PID: %-5d Latency: %-8d ns" % (

event.comm, event.pid, event.ts))

# 14 4" events"HIBPF & Sprint_event[lIH 42, H6IE— T perf buffer
bpf["events"].open_perf_buffer(print_event)

# BEENER, TFRiGEbioft L4

print("Tracing bio submissions... Ctrl-C to stop.")

# {EHTEA
while True:
bpf.perf_buffer_poll()

HHilipert buffer, RLELMAEIRIT AR SR



}

5.3 R

iy
S

=

root@jiale-virtual-machine: /home/jiale/Desktop/ebpf# python3 trace bio.py
racing bio submissions... Ctrl-C to stop.

[gnome-terminal- ] PID: 159177 Latency: 11161

[gnome-terminal- PID: 159177 Latency: 27622

[gnome-terminal- PID: 159177 Latency: 18410

[gnome-terminal- PID: 159177 Latency: 9654

[gnome-terminal- PID: 159177 Latency: 8738

[gnome-terminal- PID: 159177 Latency: 92179

[vmware-namespac ] PID: 161954 Latency: 10233

[gnome-terminal- PID: 159177 Latency: 9979

[gnome-terminal- PID: 159177 Latency: 8601

[gnome-terminal- PID: 159177 Latency: 9565

[gnome-terminal- PID: 159177 Latency: 8631
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-
[gnome-terminal-

PID: 159177 Latency: 9612
PID: 159177 Latency: 10410
PID: 159177 Latency: 8382
PID: 159177 Latency: 11318
PID: 159177 Latency: B383
PID: 159177 Latency: 8258
PID: 159177 Latency: 11371
PID: 159177 Latency: 8423
PID: 159177 Latency: 9743
PID: 159177 Latency: 9146
PID: 159177 Latency: 10986

]
]
]
]
]
]
]
]
%
[gnome-terminal- ] PID: 159177 Latency: 8812
]
]
]
]
]
]
]
]
]
]
]

6. JHBEWNZ: eBPF 7E Anolis OS RN F: SysAK T H&

el Ak XX SysAK IE 7 R R : SysAK (System Analyse Kit) #2& B
XRG4 SIG, WX E RS ais gL AT R4, iRt
—NAEFMRGIeE T HE, nUBER RSN H IR, 2 LR R4
WEAS 2 5 Wig i s, THRMEARE B, JELEE4E TAERDE/$, 1R
s N IS TELRN T A PR e H 1) R BT A

SysAK TH (P& &HH) HIMERRMEPHERZ: ZLAR—1E
Rk b % Ihf# ] eBPF £ AR Tracing (FZEA1E Tracing) HIZRE], A LIS
SMARMEREE. Z THIRRZ, G (detect) . Wi (monitor) . XH5
N Ginject) &5, ¥ ARKIWZE WA 2. GFHNAF. MZ. VO, cgroup
&, AT BRI VO UM T EIEITAA:

6.1 iofsstat

iofsstat SCHLMBERERISCAF o0 Si it VO 15 B 441 /O giit TRAEW T



R NSBEAEAL:

(1) {ERB VO BATWIIEHL T, i B SR WA B otk 1 L Z 1 1O,
4 i) T B B WAL A E 400 VO (58, i #8410 iops. bps, {H
ANRegtit EAN AR BT DTHR Y iops. bps.

(2)  RG EGFRIENHRRTTRR 7 ORER 10, A RS FIXLE 10 HA -2
WAL 20T B, B IR L TO ALV M WA SO, AR AN kR 2ok 5 A
e, A IR AT LASRET 1] B SO DL L FE R BT AE R 25 i

T Anolis 0S FigfTI4,

sysak iofsstat

w_rqgm r_iops w_iops r_bps v_bps r_wait w_wait util%
0 120 0 8.0MB/s 0 3.2 3.23 0 8.1

0 0 0 0 0 i i

0 57 6.3MB/s - 5.25 0

0 0 0 0 0

0 74 0 3.0MB/s 0 1.22 0

iops_rd s_rd iops_wr

66 ]
0
]
(]
0
(]
0
0
0
0
0
0
0

FEARARIRAT “ X
r_rqm Read: Request Queue Length/Magnitude
w_rqm Write: Request Queue Length/Magnitude
r_iops Read: I/O Operations Per Second
w_iops Write: 1/0 Operations Per Second
r_bps Read: Bytes Per Second
w_bps Write: Bytes Per Second
wait(ms) I/O Wait Time Per Second
r_wait(ms) Read: Wait Time Per Second
w_wait(ms) Write: Wait Time Per Second
util(%) Disk Utilization

6.2 iowaitstat

jowaitstat T2 0] LI 1/O 2545354, 24 /O Z45t 8] Eit, Fiit 3 phmpt




BERETTHR -

waitio(ms) ) r
0.189 acktrace _for_common_io 2+0x 160 -> io_schedule_timeout)]

/05/15 01:
waitio(ms)

15 01
waitio(m iowait(%)
0.0 Unk _for_common_io rop.2+0xf4/0x160 -> i e_timeout)]

0.0
pid waitio(m iowait(%)

0.0
pid waitio(ms)
3198 0.194 0. u acktrace: (wait_for_common_io.constprop. o= 5 edule_timeout)]

0.0
pid waitio(m

0
pid
3584

3198 0.248 unk a 2 ommon_ r 0 io_schedule_timeout)]

iowait%: 0.0
tgid pid waitio(ms)

iowaitstat NMYBEW ST RE N /O ZEfpmf ], drf heg R A, FEARE
IR, o EEHS BRp:

2022/09/15 16:29:15 -> global jowait¥%: 5.71

comm tgid pid waitio(ms) iowait(%) reasons

kworker/u8:3 51242 51242 804.93 3.74 Device queue full
java 57284 57300 143.236 0.67 Device queue full
argusagent 110584 110644 133.787 0.62 Device queue full
kworker/ug:4 35568 35568 63.847 0.3 Device queue full

R DA HY L T/O S84 (10 i R 2 1 46 BA B EL906

6.3 fcachetop

fcachetop 7] UL T4 1 R4 200 C 4T SCA4 1Y) page cache &5 1% 4L BA %
cache iy &,

.83MB
18%4

bigram.c

00KB
00KB
00KB

Name: CAFAHK
Cached pages/size: SCFHTT &5 ) page T/ K/
Total pages: 4 CfF4 i+ cache B, 7F2EH) page &5



Hit percent: page cache iy H1 %
Comm:Pid: HFELFR: HREARIART

2% Wk

[1] {BPF Performance Tools) chapter 1/2/3/4/9
[2] https://github.com/iovisor/bcc
[3] Linux Storage Stack Diagram - Thomas-Krenn-Wiki-en
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