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What does eBPF do ?

extend Berkeley Packet Filter

eBPF can run sandboxed programs in the operating system
kernel. It is used to safely and efficiently extend the
capabilities of the kernel without requiring to change

kernel source code or load kernel modules.



P”— Strengths of eBPF

Compared with changing kernel source code & loading kernel modules.

The answer to the question why we use eBPF to trace Linux |/0 Stack.
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Linux bce/BPF Tracing Tools
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The Linux Storage Stack Diagram (Linux Kernel 6.2)

(version 6.2 2023-03-09, outlines the Linux storage stack as of Linux Kernel version 6.1 and 6.2) mmap (anonym
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Tracing

Linux bce/BPF Tracing Tools
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What is Tracing ?

Tracing is event-based recording.

A hallmark of a tracer is its ability to record

raw events and event metadata.



biolatency

_ ] ] ] root@jiale-virtual-machine: fusr/share/bcc/tools# ./biolatency
root@jiale-virtual-machine: /fusr/share/bcc/tools# ./biolatency -D Tracing block device I/0... Hit Ctrl-C to end.

Tracing block device I/0... Hit Ctrl-C to end.

usecs : count distribution

(5] X | |

2 : I |
distribution 4 . |

8 . | |

16 X | |

32 A | |

64 z = |

H |

H |

: |

H |

: |
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|*****‘****

|***********************************‘*****

|**')¢* |*************

AR I IR
| |*****

|‘**‘**‘**‘**‘**‘**‘**‘**‘**‘**‘**‘****‘********‘******

|***

ACroot@jiale-virtual-machine: fusrfshare/bcc/tools# . /biolatency -Q
Tracing block device I/0... Hit Ctrl-C to end.
~C
usecs count distribution
0 |
2 |
4 |
8 |
16 |
32 |
64 |
|-*
|****************************************
|*********************
|*****************
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biolatency

* __blk_account_io_start FI-TFIRERBIGEMN /M
(1/0) HAEBFFIRETIE, HEHF 1/0 HIHER. E
RH Linux RZPRSRIEEIRRNIEFARMN.

« 5H3IM, _ blk_account_io_done FITERIZRIG&E
MN/Hi (1/70) BAERFE R AT E).

* blk_start_request RATIFRIZE 1/0 EKRFME
PG &iERBATIhH BTN 1/0 #BR{E.

285
286
287
288
289
218
211
212
213
214
215
216
217

if args.queued:
if BPF.get kprobe functions(b' blk account io start’):
b.attach_kprobe(event="__ blk account_io start", fn_name="trace req_start")
else:
b.attach kprobe(event="blk account io start”, fn name="trace reg_start")
else:
if BPF.get kprobe functions(b'blk start request'):
b.attach_kprobe(event="blk start request”, fn_name="trace req start")
b.attach_kprobe(event="blk mg start request”, fn_name="trace req start")
if BPF.get kprobe functions(b® blk account io done'):
b.attach _kprobe(event="__ blk account_io done", fn_name="trace req_done")
else:

b.attach_kprobe{event="blk account_io done”, fn name="trace req done™)
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P— extdslower

Croot@jiale-virtual-machine: fusrfshare/bcc/tools# . fextdslower 1
racing ext4 operations slower than 1 ms

root@jiale-virtual-machine: fusr/share/bccftools# ./extd4slower -j 1 COMM PID T BYTES

ENDTIME_us,TASK,PID,TYPE,BYTES,OFFSET_b,LATENCY us,FILE OFF £8

LAT(ms) FILENAME

485071784,read file,40890,R,4096,90112,3466,example. txt
487058908 ,read file,40890,R,4096,28672,1288,example. txt
1492469291, read file,40890,R,4096,20480,28490,example. txt
1509878951, read file,40890,R,4096,61440,3544 ,example. txt
509949258, read file,40898,R,4096,77824,1859,example. txt
509965368, read file,40898,R,4096,36864,2222 ,example. txt
1512002198 ,NetworkManager ,865,5,0,0,1274, timestamps.7CJ831
1512004219,NetworkManager ,865,5,0,0,1845,NetworkManager
512622983, journal-offline,434,5,0,0,11677,user-1000. journal
512624448, journal-offline,434,5,0,0,1416,user-1000. journal
1513864236,systemd- journal ,434,5,0,0,1247 ,user-1000. journal
1526554977, read_file,40890,R,4096,98304,1963,example. txt
526684429 ,read file,40890,R,4096,102400,1896,example. txt
526694981,read file,40898,R,4096,61440,1395,example. txt
1526705191, read file,40890,R,4096,110592,9053,example. txt
1527442364, read_file,40890,R,4096,40960,1554,example. txt
527517710, read file,40890,R,4096,94208,1082,example. txt

~Croot@jiale-virtual-machine: fusr/share/bcc/tools# . fextd4slower -p 40890 1

Tracing ext4 operations slower than 1 ms

TIME COMM PID T BYTES OFF_KB LAT(ms) FILENAME
:31:59 read file 40890 4096 108 1.59 example.txt
:31:59 read _file 40890 (c] 0 .50 example.txt
:31:59 read_file 40890 4096 48 .03 example.txt
:31:59 read_file 40890 4096 72 .95 example.txt
:31:59 read_file 40890 4096 24 .05 example.txt
:31:59 read file 40890 4096 96 .17 example.txt
:31:59 read file 40890 4096 76 .13 example.txt
:31:59 read file 40890 4096 88 .34 example.txt
:31:59 read _file 40890 4096 60 .33 example.txt
:32:00 read_file 40890 4096 .64 example.txt
:32:00 read_file 40890 4096 .61 example.txt
:32:01 read_file 40890 4096 .01 example.txt
:32:02 read_file 40890 4096 .78 example.txt
:32:02 read_file 40890 4096 .19 example.txt
:32:02 read_file 40890 4096 .18 example.txt
:32:04 read_file 40890 4096 .50 example.txt
:32:05 read_file 40890 4096 .34 example.txt
:32:06 read_file 40890 4096 .14 example.txt
:32:06 read_file 40890 4096 .44 example.txt
:32:06 read_file 40890 4096 .22 example.txt
:32:06 read_file 40890 4096 .81 example.txt
:32:06 read _file 40890 4096 .15 example.txt
:32:07 read_file 40890 4096 .64 example.txt
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# Common file functions. See earlier comment about generic file read iter().
if BPF.get kprobe functions{b'extd4d file read iter'):

b.attach kprobe{event="extd file read iter™, fn_name="trace read entry")
else:

b.attach _kprobe(event="generic_file read iter", fn_name="trace_read _entry")
b.attach kprobe(event="ext4d file write iter”, fn name="trace write entry")
b.attach kprobe(event="extd file open”, fn_name="trace open_entry”)
b.attach kprobe{event="extd sync file", fn name="trace fsync_entry")
if BPF.get kprobe functions{b'extd4 file read iter'):

b.attach _kretprobe(event="extd file read iter™, fn_name="trace read return")
else:

b.attach_kretprobe(event="generic file read iter"”, fn_name="trace read return")
b.attach kretprobe(event="extd file write iter™, fn_name="trace write return™)
b.attach _kretprobe(event="extd file open”™, fn_name="trace open_return”)

b.attach kretprobe(event="extd sync file", fn_name="trace fsync_return”)
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How to write a BCC program
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»— trace bio.c

#include <uapi/linux/ptrace.h>
#include <linux/blk_types.h>
#include <linux/bio.h>

// JE Xevent_data_t&iHyiEk, T {7 EE

struct event_data_t {
ué4 ts; // BFAER, Efrghfb
u32 pid; // HFEID
char comm[TASK_COMM_LEN]; // #Hii%&

3

// € X BPF_HASHERLGY, HF At Nt gy Iraa s (a)

BPF_HASH(start, u32);
// E X BPF_PERF_OUTPUT, M| T ¥tttz ] 23/l
BPF_PERF_OUTPUT (events);

/1 E X kprobefhHRpkHL, H] T {/Esubmit_biopk T 4G 0 38 H Y g EFE AV IDFIRT (R BE, JF¥e © 147 (& (EBPF_HASHE i o
int trace_submit_bio_entry(struct pt_regs *ctx, struct bio *bio) {

u32 pid = bpf_get_current_pid_tgid();

ue4 ts = bpf_ktime_get ns();

start.update(&pid, &ts);
return ©;



trace bio.c

// JE L kretprobeihbFRpf ¥y, H T {bsubmit_biopkHR Bl 11 F e EIAT HIZEIR, Ffs S 2 i iE R/ P =5 (A

int trace_submit_bio_return(struct pt_regs *ctx, struct bio *bio) {

u32 pid = bpf_get_current_pid tgid();
u4 *tsp = start.lookup(&pid);

o SRR B T B FE IO T 46 B[R]
if (tsp = @) {
struct event_data_t event = {};
// it E submit_biopf AT AU LEIR
u4 delta = bpf_ktime_get ns() - *tsp;
event.ts = delta;
event.pid = pid;
11 IR

bpf_get_current_comm(&event.comm, sizeof(event.comm));

/) HSE R R B P 23 )
events.perf_submit(ctx, &event, sizeof(event));
// Wik EALELA R ID

start.delete(&pid);

return o;



____——::: trace bio. py

# trace_bio.py

# S Abcc (BPF Compiler Collection) FEFIAHI<H) T H pk %1
from bcc import BPF

from bee.utils import printb

# T ActypesfE, HTHECEHE SR MPython¥ 4 SR A 1E
import ctypes

# AIEBPFA G, &R 3 4 "trace_bio.c"
bpf = BPF(src_file="trace_bio.c")

# NN E Eisubmit_biolff filkprobe ({EpREITARM fik’Z) Fkretprobe ({Ep& ¥R [AlHf fid 42 )

trace_submit_bio_entryflltrace_submit_bio_return
bpf.attach_kprobe(event="submit_bio", fn_name="trace_submit_bio_entry")

bpf.attach_kretprobe(event="submit_bio", fn_name="trace_submit_bio_return")

# & L —/ % NEventDatafctypesZitfk, HT17-i&MBPFFET i KAV EdE
class EventData(ctypes.Structure):
_fields_ = [
("ts", ctypes.c_ulonglong), i (Al k., BA7aNED
("pid", ctypes.c_uint), % :ifﬂID

("comm", ctypes.c_char * 16), # 4

o8

I| 5 1 b FR pR



____——::: trace bio. py

# GESCAEFRTERE SRR R R EL, T AL PR AABPFFE 3 f i i 2K i) 5 B 4w
def print_event(cpu, data, size):
# 150 1 e 1) 2R B i JyEventData i f {A 757
event = ctypes.cast(data, ctypes.POINTER(EventData)).contents
# fICPHFEE. HIFIDAERIER ZEIR (g FL)
printb(b"[%-16s] PID: %-5d Latency: %-8d ns" % (

event.comm, event.pid, event.ts))

# 144 N"events"HIBPFE Hprint_event[nl i R #1402, JHFEIE— 1 perf buffer
bpf["events"].open_perf_buffer(print_event)

# MR EE, TRIEEFbiolR T HF

print("Tracing bio submissions... Ctrl-C to stop.")

# (T HESFAFFE flpert buffer, ACFRfEifIT e Si(F %
while True:
bpf.perf_buffer_poll()



____——::: run trace bio. py

root@jiale-virtual-machine: fhome/jiale/Desktop/ebpf# python3 trace bio.py
racing bio submissions... Ctrl-C to stop.
[gnome-terminal- ] PID: 159177 Latency: 11161
[gnome-terminal- PID: 159177 Latency: 27622
[gnome-terminal- PID: 159177 Latency: 10410
[gnome-terminal- PID: 159177 Latency: 9654
[gnome-terminal- PID: 159177 Latency: 8730
[gnome-terminal- PID: 159177 Latency: 9179
[vmware-namespac PID: 161954 Latency: 10233
[gnome-terminal- PID: 159177 Latency: 9979
[gnome-terminal- PID: 159177 Latency: 8601
[gnome-terminal- PID: 159177 Latency: 9565
[gnome-terminal- PID: 159177 Latency: 8631
[gnome-terminal- PID: 159177 Latency: 8812
[gnome-terminal- PID: 159177 Latency: 9612
[gnome-terminal- PID: 159177 Latency: 10416
[gnome-terminal- PID: 159177 Latency: 8382
[gnome-terminal- PID: 159177 Latency: 11318
[gnome-terminal- PID: 159177 Latency: 8383
[gnome-terminal- PID: 159177 Latency: 8258
[gnome-terminal- PID: 159177 Latency: 11371
[gnome-terminal- PID: 159177 Latency: 8423
[gnome-terminal- PID: 159177 Latency: 9743
[gnome-terminal- PID: 159177 Latency: 9146
[gnome-terminal- PID: 159177 Latency: 10986

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
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Summary

eBPF & BCC

Develop your own BCC Tools by yourself

Tracing by BCC Tools
Linux (Block) 1/0 Stack



Thank you for your listening!

(CHA: BRE )




