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Linux 5 RTOS 4T R4, AKX ROSIEG KBRS, R ZULH T RGE M SLHHE

x.

2.1 ARM Hypervisor
2.1.1 Type-1 Hypervisor

Type-1 21 Hypervisor (W& 8) , BAFCHRAL (bare-metal) Hypervisor, J&—7f
HiZs Ay PR F L B 4k 84 . 5 Type-2 B4 Hypervisor A[f], Type-1 %4
Hypervisor MKIEAERSE, MRAENRIKZMPISITTEY IR 4 b, Rl
RECEBEIR A B SR LB L IR 55 . BB T — D RIMLZ, BRI B2
MDA (VM) |, BDEUHEA B CRIERGEMV IR . X 1S
Hypervisor ] DA RO PR (5005, It R pOtE RERN 22 4

VM1 VM2
[ UserAppJ [ UserAppJ
VM1 VM2
{UserAppq [UserAppZ} [UserApp‘]} [UserApp2] ‘ GuestOS \ ’ GuestOS ’
User Application
‘ GuestOS ‘ ‘ GuestOS ‘ [ Hypervisor ]
Hypervisor [ Host OS ‘
[ Bootloader/Firmware ] [ Bootloader/Firmware }
[ Hardware ] [ Hardware }
Type-1 Hypervisor Type-2 Hypervisor

K 8. Type-1 Hypervisor

2.1.2 ARMVS R R ZRM K B L R IR

FEREAR A ZR G M AE REAUAL 7 TR 2 A X B REAUAL S e AR B s P RE .
Za, HimIRERY R RML BT, EARTH PR A R A ARMVS,  ARMVS £
SR EEEA LA LA
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® RIEHH: ARMVS 5| AT A RH A (ELO F| EL3) , ELO ] P
(User mode) , M Tz HFE/7; EL1 8 AR (Kernel mode) , HI T
BATEERGNE; EL2 8B ML (Hypervisor mode) , FTi21TH
PHEHR Y EL3 f8 &2 liiEfX (Secure Monitor mode) , H TAbHZ 4
FH R BRIE,

® FWMREHFAE: BEMLABERETF A4 VMPIDR EL2 FEHAb 5 27
F7#% HCR_EL2 %

® HMF L FRAY bbb bk A% HE Stage2 TLB. #iEJ57 VMID FRic 7Ry
W, THUTERMIENEAL %S VITBR_EL2

® ML IR ARMYS 1 B IIML Y S Vr HE AL A R 3 K 404k o 4
#r, AR LT DAY S i W d 2SR [ ARMVS 2244 11
o T R DA T 538 3] UL AS R e sl e 2 A 45 R AL

® AL ARMVS 3K S HF TrustZone $2 AR, 1RG40 N 24 tit A
(Secure World) FlEZ4x1it 5 (Non-Secure World) , I et B LA PEAE 7
LM R BT, REFESNEEE BeRERH (Secure EL2) : FA
TR T LR S HEI, FE—BR T44aM; akn MPU
L MMU: 358 T X AR R B SCe, SR AL s A0RLBE 1Y) PN A7 ) 4 o
IS 2 38 AP A L)

2.1.3 ARMv8 NTFEHIL

AR SCHYAE RE AL 5 T AH ¢ DA F 2 h e NAFRE ML, 76 ARMVS INT7RE UL
N, FEEARELARILA
® i ZHihE AL
B - JZHuhbE4 (Stage 1 Address Translation)
& BERS (0S) HHlL: B ZHlb R E RS G, KB IR
(Virtual Address, VA) %54y o [ 4 B dik  (Intermediate Physical
Address, IPA) .
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& (% (Page Tables) : #ARERGE IR LRk 2] 5] 9 B
HERIWRSS . SURAARHENAET, JFRNFEREEST (MMU) A,
B Rk GdR  (Stage 2 Address Translation)
& BUNE TR (Hypervisor) R 55 Rk 40 th i 0L REAE
JPE, KR b (IPA) 30 SC bRy #i bl (Physical
Address, PA)
€ 3 (Stage 2 Page Tables) : FEAUMUE BLAR 7 (i ] — R iR
P ]y B B Y P B LS. X — B T — B g, iR
SUBLAE BRAR 45 R ALY N AU T
® il LT (Translation Lookaside Buffer, TLB)
B P2 TLB: ARMVS ZEHSCHFW L TLB, 33l Sefiih— 2 M )= k4%
B, TR N AT R RER
® TLB il (TLB Flush) : TERRMLUIE, FEMF TLB, PAFHIRAE
RESUBLE NAF TR A 2 JAH L.
® RN EREIT (MMU)
B §JE MMU Jifig: ARMVS ) MMU ¥ J& T X Rb I S0 8, fefgab 2w
JEHBIERE . MMU $ 500 g S btk 38 3 9 )2 T et ek o B bt
B N, (Memory Domains) FITFIRIALER: MMU ib S5 AT 7 B AL R
P, SRR AP DA R R AR, 3858 T AR 4k,
® Hidil s H] 4 il
B BB HLHE S A AR IRAF (Virtual Address Space Identifier, ASID) - 44 JEFE
a HEAUAL T DASTBC— A ME—1Y ASID, HITARHH Nk 23 [H] . ASID 75
[7i]— K2 P01 btk 2 AN ) %) R FULATL B R v T DAB S S A ) ) i B, AT
SCHRPPRE bR SCYe.
B Y HLHE 23 (A AR 4F  (Physical Address Space Identifier, PASID) : XM T
ASID, {HHTHyFiibhl 25 ([ X4y
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MMIO MMIO
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WTEBREE
MVM MVM
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MVM/GVM g8 T
SR AE e OvM
GVM
7 A 3¢
CPU Wy
WG EL '\ CPURA A $cdis
L AT R ]
A B |cPumrean
B & [ERGiR e S IO fERGiRyE S
MMIO MMIO FLE A MMIO
o Hypervisor .
HP L : THEHL
KL hE
Ll (e (T ) YRR bL:

K 9. Shyper Hidik W5 % 11

2.2 Linux Kernel
2.2.1 Linux Kernel and Kernel Module

Linux Kernel (Linux N1%) 2%A> Linux #ERGEMZ LRSS, ATTE RS
W SRALRIZMSS, MM P AR P B 26 4 iz 7. Kernel Module (Y RZARHR )
s 1] AZh A B W AZ DAY T D RE R M AR B, WA — i S NI R,
AR ARG EA AR, T AAZR SRV B A TS IR S RE B RS AR Y, TR g
B E N,

A NAZBEOS Linux WA T A2 — 3R m i BERER 7, Linux P
Y] ME R GEBA TR SIS B E 2 (&l 10) | X240 TR0 RIEHIHTE NAFE,
A I N AZERBE TR 2 B DAL APT, (ENAZREERIE ], AT BEAS 5 N R B AR 2 AL
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A
NGRS

H. 7E Linux A WEBHSRHER A H I T, AR TT LA 2 —Bom s i AL
By, ATUABSZ G, MR, (eI AR ST REAT APL, 5285 4]
BT N IRAER, S B 2 128 AR B 4 T 46 22 08 A BRH B AR AR A G RS H 53¢
FHEF T

Module Kernel Proper
insmod #| init_module() g=--=-=r-s=ce=eap| register_capability!) ]
| l i i

+5 capabilities|)

=

I __ 5 printk() |

mmad -----== | cleanup_madule) ] === unregister_capability() l
Lol (13 function EEEEN, Ot Functian cal ——f [t pointar
j Mulriple funciions Funcion poinker - *  Assignment fe daia

Kl 10. Linux Kernel Module 3528 15372

2.2.2 Linux & & & A

Linux A A2 NAZ o T BRI R s O RE SR . B4R Bt T —MiRiEtb i J7
ERFR AR RGP RORE e, (A5 N AURS ol DASE B AL L ) T4 4. 7
Linux % T 316 WA P ILA 2404

® %7 (Device): FNLPRAHE(FA, HCUREA . WK%

® 1Kz (Driver): #AFAEHIRAAHA, SCH T R&ARIEEBRIELE

® U4k (Bus): JEFLAAFIKZNAYMEE, Han PCI, USB 4

® K (Class): M T/rdlMMIZhRERI AT, BINBA . FAFRE . MISC &%
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® & (Device File): P& SIA A HIHEE N, @HAT/dev HR N

MISC ¥ # (Miscellaneous Devices) J&—FFfFi s, L1 TIRLERA L1]K
)/ N . MISC A — A a7 FR A AL R 43 B iR 45 AR X, 3 TR B
T RBCE RS . [AIN MISC W8N R TG, TE Linux RGN, Frfi MISC &
JhEr A RS 10, RIEFESTE MISC #445 misc register S H PIA% [ 3

P
=

MISC &AL 25 misc_register Al misc_deregister P~ ERECESERL, KT
MISC et 18 LR ZE W — MR S0 L . A 24 RSO, SCEF R AERIX I
SRR TF R BENEE SR, 78 MISC A EY) register 5 o] A id/dev HE R
R85 ST 38 A A o SO )42 1 Sk 37 1) MISC #5645 (W read, write, mmap, ioctl
), X IPRAEERAERD 8 E MISC %45 % X file_operations 1) B i & 0f b1 H
S8 LB TE SR AL PR

23 RAXBRE
23.1 RAXBRGLRE

RAREARG (Mixed CriticalitySystems) 2 —FHiR AXNRGEBRIES], BFIERFA
(7] 2 PRI SE I TR AR AL R & B ) —RE R 5 . AR ARG, AF4L0F
B 7> A RGO, DB SRR A A AR R 25K . MCS B H br
S TE Al — B -5 _EA RO A BRI X LU R PO TR oK, ARRARISA I v R 4t
e

MCS FJA%L AR R S5 6 e A PEAN 8 SE IR R SR Y AL 5 D08, 140 Linux /) 3
= IR SE I VR R G = SE R RE ). XM AR GEE R ] — UL PR #5847 Linux K
QeI IR IR, TR IE AT SE 3 A AR GE R AL B S PR ZOR BRI AL 55, A S %
WS AL B, W VO, MZE s AhEZal s, SEBIIIRERI M E TAE.
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&

1560 el

e ' | 6
ﬁWJﬁ\ 6 22

EERSHS

b 7

ROEEIER
RGP

K13 RARERGURER
MCS & &3zt TR BRI EL, Al AR R4 TH. AR 2 Ak
PR I CA S AU BRI A e, IR SRR MAFAE R — D ERGE (SoC) HEEZ
NEAERG RN ATRE. R, MWHFE R, myier . Fee e fige L a5, W
ST MCS [k fe, PO — AR R G EMELAT 2 T 755K

2.3.2ROS

ROS, 4FKN Robot Operating System, J&— R {GHWHEZA T AL, HTHEBL
AN Ry, REARREA “BAERS , A ROS HARESGE L FAIEERSE,
M@ —MEAG, T —RIVEMTR, HTHRBIIT A& GBI N,

ROS B S @A 0, B AT A8 LR N 2 5043 Al BURH Bl
SERRREE, BRI, SR R AR RIS B AT, S A I T
XA ROS JEHE A TEMMIER ARG, W AR R e, $e
HH R

HHl ROS %45 ROS1 5 ROS2 WiEMESE, TEMLAF NS Z M, HEA
2 B AR R SR 137 5

ROS1 HHMBARFZ S ABH i, BT O 2y I HA KERHT
X% #F. ROS1 & T C++A1 Python ZifEit, KA T HEFEIEE ROS Master K45
AT U IR, SR, ROSI E—LU 5 THAFAE—SE R, B RS SE PP ) SCRPRE 22,
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EAFHUHIFE R N e 5555

ROS2 /2 ROS N —fURA, BTEMe ROSIAFAEM—LEE, HEIATHZH
Fete. ROS2 R T N RIEM AT FERYEFE LA, 140 DDS (Data Distribution
Service) , AL T HAFASLHMEM L 2. AN, ROS2 ARG AT — Al IhAE, %
B, A AL, B QoS (Quality of Service) HFEE. Tk LRk,
ROS2 ZWitE— L0 H ARSI 1, FRBEXT 175 S0 m Stk . Wl SR A
W . ASTH REZAT ROST AR A 2 SRR I AR A AR S I SE Atk b ) s
Mg, (ASCPR AT DANCEE T ROS2, fHiX HL %X ROSI,

—HEEER =
Application
ClientLibrary
i) 2
TCPROS/UDPROS Nodelet API
OS2 Linux

K 14.ROS1 ZEHE
WA 14, £ ROSI [k .

WHZ: ROSLEREE T —RIIM LR . BEFAEE, HTIHFREFIERMHLE AN
oIy, FEG R EERA I . Eahiah. S, HLEs A4,

HiE]Z: ROSI1 a2 F 2 H ROS Master, 54 (Nodes) . i (Topics) .
k% (Services) FZHM45%s (Parameter Server) ZF4A{. ROS Master 113715 5 2 [f]
AOTENP RIS B, 1 OB A AR AT B A T B e i, ad IR 55 AT 3 SR A
WA, [FIIA] DARE ) S 80 55 a7 S 0 B A

BERGZ: ROSI A]LAisATTEZ M fER S L, {U4hF Ubuntu., Debian. Fedora
s SEEMHHAET Linux 19 RITH. ROS1 B OINREMIE T Linux 1) — ek F T
H, Wcir &g, RS, MEEES.
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243 ROS BEEXBRESHHILAE

FE—A> ROS NI IIR A B R 58 P [ N AE SRR SR I (HEf i SN Bkar
FEXFER) R GEH,  SE I 50 8 9 S B R i IR R 2R AT RIAL 55, EEandiL
ar N AL A R R AR AL B2 . X ST 55 5 AR HLE RIS TR N SE 8, A5 T ) i
SRR R AR

N2 ROS JR A K i AR G0 H Y SE A7 SR 1)1

Plag Nl 78 ROS Y, Mlas Al — MR s i, g, —41HE
Mo bt N5 A S I ST ) A% Jed At B Atk M DR S B, AR s B ) B 7
L IR B RE IS

A AR LB V2L ARG AL IRAS (0L L. #Bck.
PRI B BRICAF) ORIBRNIPREE . X LE A% SRRl T LA IR A R, 5 AR L Y I
[ NUEATORERANALEL, BildN, — AR 2SS AR AT SLAM  ([R] I 5 o7 -5 1 A4 )
AGUle — LN S BT

WAEHIPME: 72 ROS H, ANREIRYT mlidd ROS T, e g5 5iA T A 38 5 A o
. FERLE T, X SeEl 5 T RE R AR LRI 5 T 5E i, DA PR S IR A R < 4
FIWENL. BN, FEZHLas ARG, Plas N2 18] 0] BERG BAE LR 2R T IS BAR
BT TS
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E=F ROS BREXBRAFZT

AT g NI DA AR BEPFBETT,  DASIR & o i R GO AR SR A T ]
3.1 HER AN EH RS

LA AR GRECEBROT T PLgs AR IR E NS RGO A T B s PEAE
L, — AL NTESE R 2 AT 55 Y PRA TR SR P BB 2 Y AR R RE ELRATK
H LA NRRE (RS0 F RIS R GE . SNSRI, fediat. Frutiiatas.

FEAE R RIC b, H AT A R EAALATR AL,

o bl w2 i TR I BN HIT S AT RALRSE. Bl A KAt
PRRE S FIE B AR, BN EE AR AAE: BRI . 55 A
SRR ALBR B AL UL A R, U T B SR fit—
AN R NP H A AT A3 584, J7 (E P BV E AL LR AR
H AT EAALERE AN PCIFENL. Tolk PCHL. WiAEIR. Nvidia Jetson 7571
TR A DA S At e RE R AU R SE. I BAEIAMLE N, WRE AL AT REid &
MMz BT, A5 B 2 iz R AL R BRI A A 2R i A

Bl 15, _EAEHILIETRE
® ML A 1T BT ARSI PR R Y A AR A T AR SR AN L, L IMU,
YR SEMERAE, N ARSI TR 2R M RS T R, B0
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MBS EAAL, B FEEIIRE A St E AR EshER, o
XoF SN PR v A A% St A 1 DA S TRV A% SR S B WA AL B ST AL AR Y
FrE LA Nz s e % e LR E R s, W, CAN EZ . DAKK
12C. SPI. Wi F4%, PNZEIA PG RONE, M EAHUER PCIER Z i
AR5 N AN R e, MO B alre B 2 37 55 A R Y i 5 7 SR
2 N AR BERY R B DRI

Hf B p AL E ZAAHE MCU (41 ARM Cortex R51)) . BLRHL (41 AVR,
PIC) . PAMERBzafEHl4s (10 DSP 3 FPGA) .

&l 16. TAHLIEHE

3.1.1 JetRover 5 RK3588

HATTT A RS ROS FFR /NG, LR, Kk, TS B
S AR ST SR T A AT DARRSL, I LR ST 535X T L8 ARSI R A7 45 1
AR —, A T DA A AW ok, B A H T T JetRover
Bl AESE, 0T 17,
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1. Camera calibration 8. Color tracking 15. Human body tracking
2. Web real-time monitoring 9. KCF object tracking 16. ORBSLAMZ mapping S ...,
3. RGB data and point cloud 10, Line following 17. ORBSLAM3 mapping _
visualization 11. MediaPipe development  18. Rtabmap 3D mapping il
of i 4. ARTag pose estimation 12. Fingertip trajectory 19. Yolows + TensorRT object
"“ i 5.AReffect recognition recognition 3D Depth
“’ 6. QR code creating 13. Somatosensory control 20, Autonomous driving Camera
Smart Vision ! 7. QR code recognition 14, Fall detection
Robotic Arm s 2
1. MediaPipe fingertip i 1. Far-field sound pickup, noise i
reduction recognition i mal

trajectory control

2. 3D depth vision 8. Movelt simulation l'.& 2. Changeable voice command

recognition and tracking 9. PC software control10. i 3.50und source localization

3. 3D scene object Inverse kinematic control 4. Voice control car movemnent

grabbing 11. Movelt configuration 5. Vioice control multi-point

4, Voice-control color and control navigation

sorting 12. Movelt random motion : /6. Voice control color 6CH Far-field
'5.Followline toclear  13. Movelt kinematic designing " recognition and tracking Microphone Array

obstacles 14. Movelt Cartesian path . 7-Voice control navigation and

6. Machine Learning 15. Movelt collision detection | handling

Object Sorting 16. Movelt scenario designing | ...... S SR R S R A

7. Fixed-point navigation 17. Movelt trajectory planning | 1. NoMachine and SSH remme
| transporting 18. Action calling and editing cantrol
e e R e o a et o a arL L S A - =1 s i 2. wireless handle control

; i 3. APP image transmission
and control
a - | 4.APP custom driving
5. Action editor control

1 6. Multi-system
communication ROS Controller
7. ROS virtual machine
& configuration
8. YOLOVS madel training
| 9. TensorRT acceleration 11. Linear and angular

Lidar

1. Gmapping mapping

: algorithm

2. Hector mapping algorithm
¢ 3. Karto mapping algorithm
4, Cartographer mapping

algorithm 10. GPU acceleration velocity calibration

5. Frontier autonomous T SN 12. WiFi AP and STA

mapping 12. Lidar multi-point i 1. 4-ch independent motor drive modes canfiguration

6. RRT exploration mapping navigation i i 2. 6-axis IMU pose sensor 13. Serial port

7. Explore_Lite autonomous 13. Lidar obstacle avoidance 3. Support serial bus servo communication

mapping 14. Lidar tracking | 1 4. Provide multiple 14. Customized key

8. ROS APP mapping 15. Lidar guarding | | keys and LEDs tortrol

9. ROS APP Navigation 16. Multi-vehicle navigation ! 5. 4-ch encoder velocity 15. Support IIC

lll}, TEB and DWA path 17. Mult:j-vehicle i gnz;as:rbngaand readling ' communication
annin: surroundin: 1 6. 2-C -to-serial port circuit 5

?‘I. Lida‘?fixed-puim 18. Multi-veghi:le formation i b SDrt-cncmtprDteclizn STM32 Controller 18 EustomizecbED

navigation 19. Multi-vehicle mapping | 8. Overheat protection

& 17. JetRover fifi{4-2H {4 &
JetRover J&Z) /RALER AR — 20 BB A 5=, BEEA—4 6 B HEH

A 3D WEEANL BRSO, —A4> 30m WA REEIMEOLEL, —4 stm32 4
J T 3RS ) il #5 A—BR Jetson Nano FFA AR,

H17F Jetson Nano L4802 2019 AEHEM AU, HEITEIRAX I A5 N &ARn
e AR T %, I HO TN E S A, RATESUE Pk T B
RK3588, RK3588 (#&l 18) J& Rockchip 24 HHE I —3mERER G LLE T (SoC)
ERA 8, fHE 44 Cortex-A76 KAZAIIIA Cortex-AS5 /M, HRAEFRRER
RERME A4, (R E H A& —1 Mali-G610 MP4 GPU Ml—4> NPU, SCffwsithfE
TEACH, SCRF SKAURILAN 8K WoRfiih, SCREZ i 4K MU AR, PA ik
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&

“,
D

6 TOPS 1) Al & J;, I H #5 & ik 32GB [y LPDD4X/LPDDRS N 7¢, I H 3% #
eMMC5.1 Ml UFS 3.1 f#fif; HEfzft 7 EH 1080, W4 USB3.1, PCle3.0,
SATA3.0 5%, ETHHEMAMAHEEE, WA —iR AT, Pldsy R KIE
Qb BRI DA v i AT M A1 22 AR AL P 2 S K

P e
G
- £

.....
|||||

3.12 BESBEROKT

JetRover 7 A WAL HL B E DA 377 3.7V IER B R e, HVREHRE AL, 1
JG 4 W T LI B R 4 2 5V J5H USB Type-C i@ #| Jetson Nano £ i #le - (41 &l
19) , FIRHER 5V, BEKHEFHN 3A, &RUER 15W,
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Product Structure

sy TS

3D Depth Camera

6DOF Vision Robot Arm

Intelligent Servo
Microphone Array

§ P  oCHFarfied
i (optional)
7-inch LCD Screen
Pan-tilt Servo (optional)
Lidar

C Jetson Nano
(optional)

Control System
Speaker

OLED Display Module Anodized Metal Bracket
USB-HUB Hub

ROS Robot Control Board

97mm Mecanum Wheel*4 i X -

111V 6000mAh Lipo Battery
520 Encoder Motor*4

Pendulum Suspension
Structure

& 19. JetRover HLE& E R~ E K
T UG RK3588 IR i TARFE N 12V, RN 3A, HSRUIR

N 36W, TERXFERTAETIRT, HARGERTIEAR 111V R, J5a H A Ay i

HIR R Z HEEIRE] 24W, AR IR RIA RIS RERN 5 T 2 BE#ESE CPU

AR, TRt R AR i & IR A i R EUR 2 1 R G 2 A 3l kL.
BT REEN B IE R R TR R AR IR, 75 2 540 O ey i Y R R O v P L Y

HIRARSE, [FEIN T EREIR, EATH P8 HET RS RYLE TRt THER

ITE.

® JyZE—iid 3S LiPo il (12.6V) JrMigs, —HHE N XT60 HHAEIE A
e b, ZRBEEBEEES 111V 5@ DC2.5mm EH#BEEEI T B—KE
it DC2.5mm FHHEERES] RK3588 (40K 20)
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&

“,
Ve o

Bl 20. J7 5 —HL B AR ]
® yETEIEHIENHIHN 12V SA K DC Wik, —BEEE XT60 i fE b AR
B b, ZPFEAEPEEER 111V 5@ DC 2.5mm BHEEES UL 5—BHE
Fedid DC 2.5mm HEERF] RK3588 (WA 21) .

¥ A
é‘l

Bl 21 i R
32 MBARGRS

PLas AL REIELMAT 1R
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R L BABRERGINER

#*H KA Ji A
Ubuntu BIERG 20.04
ROS Linux [ Noetic
Linux A% BAERG N 5.10.163
O ER IR UK 5 Rplidar Driver Rplidar-a3
TREEAMLIK B Depth-Camera Driver Astra-SDK
RVIZ RHANH RVIZ 1.14
Gazebo mEY& Gazebo 11

3.2.1 Shyper + Linux + Unikernel Z248i& 1t

PLEF NRIER S ROS @ — M THLER NI A RIGHESE, B 2007 48 & 70 DA
Xk, ¥Rl ROSI, BEV&FF Linux P& LA TRKMBMMAER. XA SERE
TREMFEM, WS TS0, &6, B, TESSNm, fFile S
(navigation stack) . WIEALIELD (vision packages) . BEIMLEE A EAL (gazebo) %,
X T E RN THLES A R HERE, JFE @R TR, b
BLs ALY T 0 52 A PEADN T S R A SRR W o, Rl AE ok, By A E 3 2 3 45
G, KR GE Y S IR SR AR RO B B, SCI R FR G AR E A 1 s ] R 1
WSERATSS, PABRRMLES ABRVERY UG, SR, ROSI ¥EARME Linux A% LAGE
AT A T Pk A
® ClESTHFHEE:  ARUERY Linux AWM ATHES (CFS) , EREMMRARS

H R S AR RE A T bk CPU BFIE] F, X T SERHMT 45 R Ui A Y
® PITAbIGEIR:  Linux WAKFFEAIE N SIS TS T, R EEE e RS,

RES MBI TP EEIR SO0 T 75 B e B 1Y SN R G2 A T 2 1Y
® NIZIER: AR Linux WA WNAZSHIH S Z R, DA S —

JESCHMEEVE (MINAEESPE . 1O ALPRSE) FRAHIN RS IR

HEC AW TAEMW Preempt-RT 5 Xenomai3 2% Linux Kernel Patch L= T i 52
PR S AT SR SR AR IES, AN BRIk 3 R S A SBE SRR, R T — S 5 L B [ G
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VAR Z AR S AE Patch BEX T AT LIS B RCR A BR. A S0 Shyper + RTLinux +
Unikernel () 7 ZUM Hypervisor £ BRI 2 H i, HARZEM R 22 fis.

Critical/Real-Time VM

A
T 1

MVM GVM SRTVM HRTVM
( Native Linux ) ( Vanilla Linux / Android ) ( Preempt_RT Linux ) ( RTOS / Bare-metal App )

[ Shyper DM ] [ Shyper Cli } [ Scientific Computation App ] [ Soft Real-Time Tasks ] [ Hard Real-Time Tasks ]

User User User
o | | Shyper
Kernel Kernel Kernel Service Trigger

[Native Device] [Shyper WVIM J [Vinio Front ] [ Shyper ] [Vinio Front ] [ Shyper ] E\Iative Device] [ GIC Driver ]

Driver Service End VM Service End VM Service Driver

IVM EXIT Capture & Handler

: [ Data abort } [ Virtio Back End ] [ HVC ] { SMC ] [ IRQ ]

[LI\-‘e UpﬂateJ [ Migration ] [ RATS ] [ GPPT ]
Context Exception VCPU Emulated - Power
[ Switch ] [ Handler ] [G‘C Ccntrcl!er] [ Scheduler ] [ Device ] [ mer ] [i-.ﬂanagement] [ VG ]

Firmware (ARM Trusted Firmware)

Hardware

[ Shared Device ]

CPUD CPU1 CPU2 CPU3

Kl 22 1B G KRG A

ARG H—1 SRTVM 5—4~ HRTVM 414, VA ROS A4 FR A By vy 3
AL NAEL, FRIEE TP AR A% B Hh W b sl A BEVE Bk, & BEES H
5 VM EFrizafThY ROS = NAFRT A hiME R, Z RGN EAR BT B AR T
®  [RUE AT A5 By S s
® {RiE Linux J5UR {55 ARSI DAIE BT
® {Rilk Linux 5 RTOS [MIZEIEFIEN FAHE MG, H4Eft Linux 5 RTOS A LA

WEN QLN

® °y Linux $2ft—AMERER 7 2R LN P 4488 2] RTOS HiB1T;
® T virtio/RPC 55772 RTOS F2HE3e 7Y Linux &2 ZRi i {445 1 MK S S

[ Exclusive Devices ]

CPU4
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R T BRI R, AR A KRGS THE Shyper E[RIEFiET—A>
MVM (Linux Manager VM) FI HRTVM (Unikernel Hard Real-Time VM) , J th
MVM H T458 Hypervisor $2 L FAEE 11, IFXF HRTVM #A RS %, [l Al DA
M B SR EIKEn, Hil HRTVM 58 SR & 117 s HRTVM ] T4 fH A% 52 i)
SCRE, AT SRR, SCRESEEE EEANE U

BT ARIIE Linux JFEA AL S A RS IE R 21T, ARTH S T a5 A 155
MBI B O, REAH R SRR DA BB A . R liest . Al iea i s ik 4y
MVM,  F & B IE ERH WA W 52 DA DA R R A 26545 21 R SCF

A TARIE Linux 55 RTOS [B] B IEFAE O T ARG 2, HAATE LA R sl
Hil, A Linux 5 RTOS 5 i CPU. WAE. B SF R IRTERIE 4 I, JfE
T MVM 5 HRTVM ¥t Shyper DHPIRES, @i CLIAH A H NAZRY patch, 11 J51H
] Hypercall, F#t4AE Shyper P52 IS Y 7B R Mt

W7 Linux A] DAESEHDEFLF A2 E) Unikernel 3517, FHERATRERIARIE —H7E
Gy . HERCEAIHAL T RS RS FREREE—8G N THRIE RTOS 7] PATS- 3|
Linux Y 3= & BE (182 OOREK SN SCRE, ATHFIH T Shyper #2111 Virtio 5551t /1 1%

BT, HAETBISCRE T virtio-console, virtio-net I /G4, DAEFSIH 15
FIERIBAT. N TRIERGERIEPE, AWUETE Shyper P W53 A IofRE S H T
JESEE . SR ILE R W R T, O eAb PRSI T, FfaEad Shyper SRR
AL, AL RTOS fU9E RT-Thread f3 A EL2 FUBH, @ MVM BHHEBEE, frik
KATF P TROR.

3.2.2 KRS

3.2.2.1 REAULSE IR i e ) 06 12

REAMESEAR R RS i THRA G SR, (AT A AR, R
ML SE PR RE T I BT AT PR AR . X Sk i 3 EAp

CPU fEUfk: N Vb RN — .0, CPU ElfkEid g CPU %
Frands ERUER, SEHUEUMLAY vCPU TR L. SR, T SEmMoR B miy
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HEAUNLRUL, 5 HEAM UMY vCPU — S 5 2 W A BRI TRE.
BIEER 4 Xy vCPU PR BER ., HUXE DAKRE IR B2 A 2R 458 7 S i i S L T 232 138
FEL Y

BB AT BB A UL R AR Virtio, i EINLAES L ZmESS . W%,
YR, BT X SRR A i), TR 25E MMIO #:ERA A Hypervisor 22K
(EL2) , 7E Hypervisor 58l KIG, FHREELPZG (EL1) 4REEPITIES.
X R, RO T4 LA S Hypervisor A& PR BOA 1158 1A 2 52 1 R FUA LA
5 HIPRITRCE.

Bl b bR B W R A 2 AL R — 2 s R R . 2
T R A, CPU U 3] EL2 R AR IAT Hypervisor S ik Ak BHeR 4L,
PR T 43 e AR L. B4k, FERIALEE MMIO [t & b b il bk A5 i i ok
WFAFZ T Hypervisor AbFH, 3k 26 DlAL th W42 i) 25 5 R I R AT, S0 AL
18 S B P BB AR AN 5

WAFEHE: AR GEIH ) 2 IR S5 1) KR AL L2830 35 SR Bl A8 INAE A B SR . 24 iDL
ViR BRI N AEIIE S, il EL2 JRRAER TR, B Hypervisor 58 42 i I
Ao BC- SRS, MR N A BT IRAS R I, Hypervisor T B I 52 % ) it THD B0 BIL Al fgp o
B OTI R, K G AR R AR B E g L AR B AR, ™ 5 5 0 K U BLAT: 55 174 5
W, Ah, BT REPMEZE R, SAFRIESE I M AL. BARIIE B DA
AT DORBE R AR = A7 A h 2, (HIX X580 Hypervisor B N AE4 B2 4R, SRR
HEELENAF S FLA ML
3.2.2.2 TE LSS B R g 7 56

FEEPALIREE T, ML g (hypervisor) WhZBA RUAL PR AR AL A i Y4Bl E
K, AIERAERK. HVC. SMC %, {H4 CPU MEEHIMLYIIEE] Hypervisor 2T,
JEAEE AT S 205, X ATREZ B R SAL ST, o TR DR R A LAY 52
HHPERE, ACRN Hypervisor 385 T VM-Exit-Less $6F5, A MARIHIZL VM-Exit Fl%45 %2
VM-Exit [ A B[] Mg UL SER PSR A P~ 2R B, Rust-Shyper 375 17X —F&, @it
SEHL Rust (9 572D AT S5 AU I BT A% H SRS, DARR PR G B R FUALIY SE TR RE.
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® ML Rust RAAES

BRI BR A S P LR SRR ZFAET, ML IR R AR AL RS 17 i U
BB AT SR B HE A B B IMLITEAZ AR AL B, DISSHRE SR 2 ], A5 551
RIS TE B ML AR KIS, Hypervisor B J5 it i A 23 SR 337 K I T
SRS TR IS . FEESRSERUS, CPU 2R [l L2 B ARSI TR AT 1155
SR, X —d A CPU KIIALT EL2, JoEfAT AU AL S5, ™ 5 5 i AL
ASEI R RE. AT ISR AR, BIWLAERTE KRG, Hypervisor {7 A 24K
SKESLARN. LSS S5 MR, I RSO SR by, SRS R R el 2] EL1 4k8EhA T
AT EALS . HELZN, PG s B AUA SRR T B 1 SR I R S IR A B I
K., 6 VM-Exit-Less ¥ H ¥5.

N T RN i s AL, Rust-Shyper # ] 7 Rust 1Y no_std 5415 5 471,
MR T AR 2P AT 55 R, AL AR AN & 23 Frn . iR BRAS A O SR AL
[ H A LB IR AR B B R Rust (1Y) asyne 52D pR AL, K5 H %2 ly HoAbAZ O EF T8 BE A
7. N T 1AL Rust-Shyper i RURSALEL, FKATEN T MVM WRERIKSIFE T, CATRID
HoA UM oE BURERL T SR . X, 24 MVM FrEZ O8Ik | HAb B LA
IR, Rust-Shyper £l 1 FpIHE AR 720 A MVM B33 K5 E,
F i MVM ] FESSFPRERR R A TR Y R B3 B 4R . X OE A R0 T CPU
Tt Hypervisor 2B AR IS R],  BAR T HE DX FE DAL TS5 B2 MR, A4 1
FESALRY S PERE . [R], Rust i 53 P AE S BEHARAL T 7 20 AE 55 BRI B B 4, 24
55 BB 250, ERALTR 2 MVM &k IPLEFIFME S 1Bk, 0244155 A5 4k
2, WAL SR mBIAS &Ry MVM ST EE AT RIS,

VM IEE VM EZE
LEVirtioE R " HUTEMEVMES ) GEEENE
GVM | ) I ;
VM A VM iEE VM RN  EESElRE
Rust-Shyper (GVM) ) I Y |
FEELH T%m&%

BT i

Rust-Shyper (MVM)

MAEEBFITRRYES BEEREET

niSEk s
Disk *_ |

EEaE
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K 23. Shyper FHAT 55 AT HME K
T Shyper H AT S RIZ I RA BLRSZHAE VM PN, Tt s MVM .0

KoE MMM, HERPTENRSRER, GVM RSk Rk 2T async B, 17
fELEJH B AsyncTask H1, AsyncTask A5 B2 —ANEEIK, (& T RS (15
Fli . ARFIRES . AEFPATREELIR, TRAESWIRATERS], %/F MVM #17
P B AT, SER— R ST S 01, MVM 168 B BA 51 v o 3 AE 45 i), S AR 3
AsyncTask 1R Future £5H (K1Y poll ML, Mk RAALFMPATIRAEE. M5
ARG TERU, MVM 25 1Py 2R S5 45 R R IR AR5 R IR L, T Rk R
DI JH R FUUAL 24 AT 55 8 SE

® TR v I SR

T K AUAL 5 P T BB SR 2 Rust-Shyper B — N E B4R, B SR GICV2 I
P AR 0 BB A AL SRS, O ELRERS AR KA LR AT RS

XFFARSEI REAUMLIN S, AP T il Y RS REAE A S TH B IR T 3, i 2
FEIAHL AL 2 [[]— AN A% L. Rust-Shyper (14 5 40 Wi 4 il 45 75 22 0 FEIPLR AL GICC
M GICD WAL ZFfi#iiims:. H, GICC li% i ARMVS (& R L5 LAY LY
JESZHRE, MM GICD By AL MK T Rust-Shyper (i 2E5R {1 SE 2L,

JUASBAY PR Sl A T AR GIC T & HA S s R, (A4 GIC Y
PEREZLAL TR S A B s 1 25 . O T 3 i vh WAL B SIS PE, - Rust-Shyper 32
Bohsemt AR SE GIC R AR E AL S, AT b e 1 oAb HE SIS S e R AL AL 52
[F] — e D4 5 U

Rust-Shyper () P A BEAR QU 24 FiiR. R 7 SchE EL2 52 58 00 vh BT i 42 8%
ALBE,  Rust-Shyper TER] A LI BLf % B4~ CPU 8 HCR_EL2 ZFA74%1Y IMO i,
Mk AR, BT HCR_EL2IMOEN 1, %W gisE(ts| 2% BL2 f24Lm R
AEFEA T,



Rust-Shyper

SRELERY

A

Elf

a=
=

- HCR_EL2.IMO==0

Fl 24, Wil EIE R R
XF TSI REAUL, Rust-Shyper 2K b2 il ds FLE 45 FEAUPL. AEXMEOLTE,
Wr A4 Rust-Shyper #2800 2, 75 W k2 040 2 00 H BTyt A 2060 BEAUATL Y S i P g ™
AR, B, XTaE TS B AL CPU, Rust-Shyper 22K HCR_EL2.IMO fi i
T, XHE, UOBTTERMAUZHE, TR B R AL A b 2,

33 RFNE

AT FEIE TR AL NS, IR I T IUBR RS BOHE RS, AAE A
BB AR R R B TR R BRI A TIRA RERGWSEE, 51
T TR A O R g0 3 T A S PE R R, 0T DA R SRR A R 2
Hypervisor + RTLinux + RTOS [}y 255 T X W [ it 4.
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FNE EMNENEZEAFSHEEE

52175 NIE1 TR e e 7B 8 =03 W N T /B A S5 M ) Wl 1 B e 4 € g K
AR E R, H A LE G A 2 JLSE AR TR IR A 1 IR 55
SGI7a, HESHM RSN B PMESRIEL R, &5 R0 RIEHEMRCER,

TEATH i A5 Nl % TR A W2 B AL R 2 A B AL S,
EXFRGES SRR, AT RN NS BE S 24 TR S AR AR 2 .
TE Hypervisor F LAY, PIb BEHbhE R SC B R I N AR B VM 4%
R A B SR ipa, B MRS VMY ipa B E) R —
pa . #E—20H, FAKHE VMBI WA RN A, 52 n] ATE
M P SEERAEX — R WA, it b, AFREE X —& VM [ERXHX R X
S ) 7 TE) KLU B AT S P AT RN AR AE . TR ST B AF SEBRAE VM [
BN TN E T A Hypervisor, MG Hypervisor # I/ VM [EEEEHK
HB/N T VM-Exit 44,

4.1 BIEHRE

Shyper "I & A AYE fE AR AL A SR AN 25 B,

T,

& VMO R ¥ VM1
Polling e Polling [——
‘ FAFCLI —/ BRRE /I <,:>‘ FHFCLI ‘
'-\\ ‘ Linux Kernel ‘ PN \‘\ Linux Kernel ‘
HERF
Hypervisor

‘ Bootloader/Firmware

[ Hardware

& 25. Shyper & 52 A7 fF 5L
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e PR PAT AR AT PAZY A Linux 55 RTOS B F'4545 CLI. Linux 5 RTOS #Y
WS Hypervisor., Application iliid 2 Posix BN 0 X EZKIERG A,
s A CLI, i##) CLIFMEEUASsE RS, WEENZA TR IZ VM B3
WAFBLST4Ed, I &% HVC #EA Shyper "¢ B HE N AE WS

Linux-Application | RTOS-Application ]
POSIX-Interface POSIX-Interface
Shyper-Cli Lib-Ch
\Linux-Kernel-Module) | RTOS-Kernel-Pack |
i
Shyper
L ./

&l 26. A5 H 92 POSIX Shared Memory FE&E AR G4 HH Y7 AEARAS
HATEE VM 3750 H A — BN AN FEWLEEE A, AEA SCrpoR e
POSIX W42 11 7 S B UALIAE(S . POSIX MM HE 2453211 (Portable Operating
System Interface of UNIX, #i5 ) POSIX ) SEZPr/E IEEE NHEAERF UNIX #:4E RS
B TR E A — R APTARIERYEFR, POSIX XTI N FERY & SR fd I 7
A AR
® AT T L= NFEXTS int shm open(const char *name, int oflag, mode_t mode),
i /] shm_open pR &L #— L ZNFN RUET I — I E LA ERXTR, Hh
name fCRILZNIF LR, DA CARML/ Sk, Bil4an"/my_shm", oflag fLEAT H AR
&, B O CREAT (f%) #l O RDWR (i£%5) , mode % AN KR AL
(i 0644) , AERIEHILZNTEXT R
® K EILZNFXMLM K/ int firuncate(u64 fd, off t length), firuncate pRZY T JH%X
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NP RN, fd RERILZ AP SR TF, length FIREEHRCE A 3L
LNFFRN (LA R BRA)

® T Py A B HERR A M bk 23 18] void *mmap(void *addr, size t length, int prot,
int flags, u64 fd, off t offset), mmap pEEICH T-KF I 52 P AEXT G2 LI 21 FH AR 174 1
BEZsiE], HH addr FoRBU AR IGHAE, — SRR NULL, XHh R4
P € MARTAL FF IR ST, length o WA KP4 B2, prot 22 WAFOR I AR,
PROT READ (f[i) F1 PROT WRITE (W]'5) |, flags NBgihiz, fEdL=
F SR T 2 &N MAP_SHARED (Jt=2el) | fd & S NAERT R0 S0
TIRTE, offset (AR WA &, FE B HGE A H8 5T B0 SR AR R 10 B — i
k0 BT,

® XILENFHATIGEAE: WG, W DAMRARA Nl N A AR L N A T
H,

® fRIZMLE int munmap(void *addr, size t length), munmap BR % T I N A7 5T
addr FE/RBIL XA dE L, length FER RS XIS K B

® MR IL=p#ENT4:, int shm_unlink(const char *name), shm_unlink B&%5H - 14 3k
LNFEAE, name RERILZNIAWZFR, FIFLACARHL k.

4.2 Shyper CLI. Linux Kernel Module

¥E Shyper H1%f share memory S EL AN Linux i posix K2, FEA S THE
it include [ & XY posix_shmem.h % {f ] Shyper $2fEH#E VM L FEREL. FEH
Bt 5 CLI g LT —& 5 W AT HRGE, Wi shyper dev Z5H 4K 15
HAIE ., read/ioctl IREXA EBLS DA S Shyper 52 H.H) MR 9555 .
XFF shyper_dev Z5#4) 4
® struct cdev cdev: X2 —NFRFR ALK, HTRRTFRHFRR. cdev 5 IKHEE
WS S SR R E R, SR s e 545
® *char cfg_queue: $§ [ —NELE B HREN, I TAMHBAWELE (S B 8454
® *char send_queue: 8 i — PR IEBAFI eSS, HTAEMETR AR B B4
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u64 receive queue[8]: —NEULBAIIELAL, 05 8 4> 64 [ TCAT S5k, T 17z
el e/ R R

u32 receive_idx[4]: —MNMEICRTIEAH, WE 44 32 M5 8EL  H T ORIk
BB R 5 | HOIRAS.

u64 send_idx[4]: —PNRIERGIEH, W5 41 64 (O 5EE, H TICRA KN
HII RS BOIRAS.

u64 usr_pid: J§ TAFMH N PR PID  (BERRARIRAT) |, FRiH SRl Ry A
FERE,

u64 vmid: i TAEAEFEAUMLAY ID,  F T UL EREE AR A ) A R ADLAL

*struct task_struct current_task: g4 HI{E5: (BHERE) AUFEER. task struct & NAZ
PR — G, S TR TIHENIAER.

*char cfg_ptr: 8 [FIECETREHAHEEE, T T4 I EAR R LB F S BN AL,

*struct ring_queue usr_arg_queue: {5 [i] —PNEE S5, LS RE —Fh i
WIBAREEH, SRR A E - AR, T 5 2, AR
PAFIR GG PR K ik signal 2R B IR BRE B SRR ~T 3P ERE ) B B2
[ElIS 2 7 SE R PSS N AE R ), FR 28 Linux gERR A bk 2 (8] 48 th A%

B b fT i G B g, g L — N EB SR file operations, J E X —1
miscdevice, T 5E I N ) mmap K.

static struct file operations shmem_remap pfn_fops = {
.owner = THIS MODULE,
.mmap = remap_pfn_mmap_shmem,
13
file_operations £ {A i) 1 S50 SCPFAR S B pR . LA Brisd B AR -
.owner = THIS_MODULE: /R % XA B E S5 10 (K 1% fir @ #528, THIS_MODULE 52

—ANE, AR TN AR, XA BT R S TR, B AR A
AR I 2K

N3

.mmap = remap_pfn_mmap_shmem F§[1]—> P& %L remap pfn_mmap shmem, 1% pA%L
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ST mmap RGP . mmap TR AERE R FrasTal, ) P e el DA
Vi A NAF.
static struct miscdevice shmem_remap_pfn_misc = {
.minor = MISC_DYNAMIC_MINOR,
.name = "posix_shmem",
fops = &shmem_remap_pfn_fops,
K
miscdevice £ F AT L—N I & (misc device) . FAATEALHIANT:
.minor = MISC_DYNAMIC_MINOR % £ i Ik % %5, MISC_DYNAMIC_MINOR
Mk, MTHEIRRES, AR B ERR RS, KT AR &
e,
name = "posix_shmem" M ZFR. X H A4 "posix_shmem", X FIRE XK
FIFAE /dev H s MR —~44 4 posix_shmem Fis 5 3CIF.
fops = &shmem_remap_pfn_fops #i5[7] file_operations G5 (A1 5. IR HT IR
A8 shmem_remap_pfn_fops 5444 Hh i SR ST MR BOR AR TR 55 ST R HRAE
BT SO R AR R B A J7 3K, shyper IWAZBEER 9 J & it 1 % /dev/shyper HJ
open FI read fJ H WIS LA K /dev/posix_shmem ¥ 75 HY mmap BB AT 5. SEpr
shyper [ N AZRLE TR A G £ 8] 1] 8 /dev/shyper 1345 5/dev/posix_shmem 1345, @i
read 4/ /dev/shyper £ 2 fill & WA BIH P 15 1Y shyper read BR%L, FEXFMENL T,
NARTHL shyper read BREX S KRFAIE NS usr_arg_queue FY AT 7 s 6T 1 £l 5 U1
B sl A A DS AR SO AL S A B . [RINE A joctl bR
YE/devishyper U575 B 2 filt i P AZ BT o LY shyper_ioctl BREX, #E shyper ioctl H1{#
LT AEE 219 handler pREL, FEH FASFLUGEL doctl o) H FAS KR — SR, A
B A 158 ARAESAGIAA doctl SEHLTE LI WIZERE A S K HVC 45, fEdt
ZNAESEEE, A PAE R mmap #:4E/dev/posix_shmem 15 85 2K 52 il 3 S A7 LB
WESAEM ST mmap AYRHEALA remap_pfn_mmap_shmem, F-REUH A
A ERDIRAS DA K vma 254914, W DAGEAL shyper_ioctl PRI A2, 6 PSR

i
B
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A A5 N AZ AR T ASRAS ] AR SR 75 K

FEUE R E AT A LA RS VM B AT, (RTINS
FEHINFTREALE, FBR T#%E VM-Exit Less, A3 H 76 AR TZ 2L =2y f7s2
BTN ST T B BAF 254

struct MessageQueue {

int read_ptr;
struct ShmMessage {
int write_ptr;
spinlock_t mut;
struct Message {
int type;
char mesg[256];
} msg[64];
} *shm_msg;

} mq;

TEX— BN FZ NN shm_msg (& AGHBHE, FEH P ASJEH shyper mmap i)
SAEZAE B NS 2 3 shm msg 5% 3@ 44 1Y share_memory BRI, FH B 1Y
read_ptr FILAA R 21T write_ptr R ASERF, $0IEF] write_ptr KT read_ptr [}
fgt, KFXFR(ZHE shm_msg -> msg[mq.read_ptr + IJF{EECH, MEHH mesg 7B
read_ptr {1 RI5E B —UGH MR FEZ D GHARREOL T, 2 EEREREER IR
B shm_msg 40K B BESE, 15 A FT DA RN B A7 B S AR, 7858 SO A& 1 TH B
Gla, B write ptr 5B RESURL, SRR 27,
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VMO

SharememO0

NedeR Sharemem1
Sharemem?2

\ Sharemem3
Sharemem4

VM1 Sharemem5

Node B Sharemem®6
SharememN-1
F/ SharememN

Bl 27, BT 3 NAE R TETE S BAF S B
4.3 Shyper R 77 5T

Shyper 7£ REAUAL 35 5 H X Lk B 16 18— B Bary WL, BN LA ik A4S
H NN I—A> ipa, PR Shyper KFAHLAY ipa BUGTEISCPREY pa. TERE(CHREMIL
MRS, VM ] A 30 iU LA S VITBR_EL2 2 f7-a il B — 0 3R A Rt
HEFEET 5 BE 1 T DA B R 58 iR A

TEREAUAER) G RN, BB M Ll A 1) MMIO #R 2 AR 21 52 br
AP BE I, i HAB N Shyper B NAF . CPU HYALA e 52 M AE VM R 45y
b5 I — )2 N B e Je B R AE A L Ry B b v T IE N e 28, 2
£ VM LA 224 LA NI — R b R B N A7 DX, S8 BRI - Shyper
eI 3 [ — Sy A AT L
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EaE
MMIo |
| | I =t
| aE |
EHliE T | —
T EEEE |- HEREF e
MMIO : =
GVM1
Er=1rsa |
EEEFE
GVM
GVM2
EiheE
MMIO
,H;P;ﬁt| o -
i
MMIO
= Hypervi s
_ﬁ\:’n !_-L _Lgi;;;fr .TEE:t' !.-L
J:.,_—Aiﬁil.._ L':' -l&.}'- _it_d”:-l %-:1‘.311._

P 28. Shyper {2 VM PN 3L 52 N ARG 7 =X
Shyper S {EHIHE S [B] N T 70 Bl — BN AF, FE Shyper WNIWNFEiE PageFrame 552

FIHE, 76 Shyper N, XT3 NfFRAT Al Shyper Pt B #4514 (448 BAL 22y
1, it PageFrame 25 HITE BT I A/ IVFIS il DRI, B 7 S
pub static SHARE MEM_LIST: Mutex<BTreeMap<String, ShareMem>> =
Mutex::new(BTreeMap::new());
SHARE MEM_LIST Ji TA#17%4/~ Share Memory 5135, T4 Share Memory
Name 55 ShareMem {75
pub struct VmStore {
pub vm_id: usize, / K ILZHFEH vm_id
pub ipa_start: usize, / WKL ZNTER ipa Fihk
pub size: usize, // 53K Z PR/
}
VmStore fAFEILZNAR) VM SR, fREF EERYEAAS VM AT A7 s i
MRS R, AUIRFEENNEZ VM B vm id, #5RIEZNER VM W% A L= g
PSR R/NIZ VM S5 2 1Y ipa Hihl:
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pub struct ShareMem {
pub vm_list: BTreeMap<usize, VmStore>, // F:ZZNAFEH] vm %13
pub mem: Arc<PageFrame>, // 1152 PN Z£1Y EL 52 HE 1 [
pub size: usize, / ELIE L2 IAERT K/
j
ShareMem fUEIL ZNTETE Shyper F&5thy, AT sEBR AR A ShareMem Name
RS ARG DL, AR E R AR vm list, 3L NG R E
SR, DAR LN SE R BT R/

4.4 B HERNEFRETE
44.1 ZRHERTMEL

#£ Shyper MVM JE3iJ5, 5G4 MVM 34T “insmod shyperko” YA PIZASEHE,
X —BrB, FEERN NG TR, WFEEETE Shyper fURS N FiE LEFHY
MVM B SCA2E B H 5 A get_irqno_from_node ZRUZ TS (0x20) , Jf
T request _irq VEMFZ T A misc register, VEM shyper ¥4 H1 posix shmem 5
.

Pt CLI ) ol DA@ ad i A) shyper ®J $h 47 ST $04T “ shyper system daemon
medicate-config.json &~ JF 3 A AR AP #ERE, P R AR B 3 AR b & AR
medicate-config json U E EEIE R M REAE, RIS sig_handler_event pREK
BOR B NS I ES, R doctl s MINAZSEEE daemon sPIPERERY 1D {5
B S HEREE NI IR AL 5E UG 2 E A while 3R, SERUA PR AL BCR B A%
BEHR T

1M Gt CLI#i4T “shyper vim config vinl-config.json” ElE VMI 55550, ™
e . e cpu 2. BHUA . BB LA dtb S(EH, XHEERAE shyper
WESGX— vm, FHATDAGEL “shyper vm list” BIRTEF %] vm HEME B

TEIX — DR W — AL (A0 ssh) P47 “minicom -D /dev/hveO
115200” , FTHF—EIR virtio-console 5 [T AL VM1 1y i, 1 5 BRI HE MVM 4
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1 “shyper vm boot 17 JH2)) VM1, FiJRIAIAE VML L& B jE 2 i
442 EENFEIIIR

XHEPA VMO Y5 VMI i@ id [7]—4~ Share Memory Name Z 7t — F JL N AL R
B, TR AR L N B N A T A
® VMO
1. it shm fd = shyper shm open(SHM_NAME, O CREAT | O RDWR, 0666);}T
FF—AN% R %8 X SHM_NAME ML A SCfE, e i, Hor ik
, IR AR E R 0666, HABBLEIZ AT DA TS
WRATH L), 28 shm_fd 3R [l —ASSCHERFF, A0SR SR [ SO
BT -1, A& User Lib T shyper_shm_open 52 RIEKFTIT shyper i 4,
It doctl &% 0x1302 RGP, F£amiifT SHM_OPEN I RS, 1&
SHM_OPEN Ht Py #% #5 Bt 45 J¢ i i copy_from_user #% DI fi F* 45 4% 2k 9
shm_open §5H1A 24, I copy shm_open S5 AS AP name_buf 2| %S
NGRS, SRJEPAT kshm_open, ZX¥SHI— struct misc_shmem
Ii%| shmem pool H', Jf-¥f shm_fd iR\, FHH NZEHREE shm fd B )5
Fl copy_to_user ¥ DI [n] ] A5,
2. j# 3t shyper ftruncate(shm fd, SHM SIZE)i% & L= N fE A/, shm fd /A FEiE
— IR SO R AT, TENAZ Y shmem pool H1 £ 4E47 0 S AH W 1)
shm_fd, FE@LJFRIAIM @M shm fd, fESFT shyper ftruncate 5 [F#: &
3 T JT shyper % #5 & 2% 0x1303 R G W M, £ ¥ A N )5 [\ B
copy_from_user 75 £ i &5 1A S 405, i shm fd #5% shmem_pool I
REXFR A shmem fd ALY size R A S B AR SHM_SIZE, F-R546 2/ 55T
ARSI AT, -1 ARG, 0 AURMh.
3. jl 4f  shyper mmap(0, SHM SIZE, PROT READ | PROT_WRITE,
MAP_SHARED, shm_fd, 0); th R4tk & — i B oA shm_fd STEFRE R TR Y
SE N B — A8, BRI A R R, R R B AR
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4.

5.

SR, HZ 0w aydt Zmgy, X B A User Lib i RIKAT T
shyper 5 posix_shmem , Jg il if [/ shyper % i5 0x1304 & 4t # I & A
shmem_fd #5iH, B Linux P & # mmap(NULL, length, PROT_READ |
PROT WRITE, MAP SHARED, memfd, ipa offset); Wt Hf 4T FF ¥
/dev/posix_shmem [¥] fd, ¥£ Linux Fillid mmap X5 £ 1 LT 25 X B 278 N
HiE i U file_operations AL f¥.mmap B REEL, FEATIH 6 2
remap pfn mmap shmem, 7 remap pfn mmap shmem H12HHE mmap W
BEI file 5 vma AW start 55 end HHEIF IS MG B, SR EE
hve_call(kva2ipa(shmem->name), ~ shmem->size, cur ipa, 0, 0, 0, O,
HVC_MODE(HVC_SHMEM, HVC_SHMEM INIT));[4 A %] Shyper H!.
1t Shyper "' il shmem name [¥) ipa K copy ‘P73, Filiid size Ml ipa 3k
i1/ pt_map_range BV BRGS KRR, FE VM _EAEE—AWUBHE R AT, 25t
RECUHT VM ISi's, REZ TR VM B854k shmem name,
—2 A i) SHARE MEM_LIST, Fief U AA F4 L Z B, gk
BB R, AIERYET VM B VMStore Z51k, IRHZ L5 1AL
AZ| ShareMem [1) vm_list N, K/~ H[HY ShareMem $fi% VM [HPAZ ipa Ky
EIGK/NH size BINAEARINE] T1Z% ShareMem BB b, FE—20 00 Q0 5R H0 7R
TMEY size KT B LB WG ER size, 255 H PO L 08 Ky i44E
N, RJEHFIEA ShareMem HNZ memepy ZIFTHI N, RISHEIEN
FERETG QRIR SRS [R] 44 (WSS, WErd—4> ShareMem, #EATHUMISML, I
¥51% ShareMem il AF] SHARE MEM LIST #, #XJ5¥#i% ShareMem 5 VM
f ipa @i pt map range # ISR,
1t Shyper #IZL MU IR S, FH remap pfn_mmap_shmem ZkZ: AT 3R Y
AW R Y HE S, AEWEH W WA, @ Linux N EE
remap pfn_range(vma, start, pfn, size, vma->vm_page prot)¥§i% W 1E-5 H -k
FERNFFENZ RS K 2, TS 1] BT T — B N A L s, IR
S NAZZZ B AR IR RS B A FE Bk 1l
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XITE ) P2 RIAT DA% 3R [0 B 341 77, FF AT DATR] S sprintf((char*)ptr,
"Hello, shared memory!"); 3§ [n] % 4 S IAEHIHE 5 A FAF .
TEf ) 52 805 AT PATE 3 ) PSR shyper munmap(ptr, SHM. SIZE), Efxf 1 4
FHOLEA N RN N AFIBOEBSE, fE Linux T shyper munmap £ % H% shyper
WA MITIFRAE, TG ioctl K% 0x1305 WAL IHH, TEHATNEES
copy HI RS N AL R N AZBRVELS /I, i f5 VR A kshm_munmap J/0— IR AE K

SERUR P ORAFR RSN ARSI, MRS A5 D3] 0 iR,

LN T BB N A A A A RS AL

® VMI

1.

2.

3.

76 VM1 FARE S @+ shm fd = shyper shm_open(SHM _NAME, O RDWR,
0); T —AN44 M % Xy SHM_NAME iyt i o, (HIbi B & e F
BAESRRN (XM EEASFEER, EARE POSIX ML) |, WKEH
BRI . RAEWRIT ), 228 shm_fd iR [l —A SCHARAF, AR
JCH) IR (8] SO AR RF -1, #E User Lib T ] shyper_shm_open 54 K HE
shyper %%, i1l struct device 4§5€ “shyper” &4, M5l i oKzl H & LK)
shyper & £ 17 F) #L{, T 4% i& kshm_open(SHM_NAME, O_RDWR, 0,
&shm_fd); #AT RG], 7E kshm_open JAATHF S MI—> struct misc_shmem
%] shmem_pool H, H-F shm_fd W{EZ5 14 AR shm_fd $54t.
it shyper ftruncate(shm fd, SHM SIZE)i% & F: 52N TE K/, shm fd 18358
— B HAFRYSFEARSF,  [RIAEAENAZ Y shmem_pool Hr S 4EJFHT SRAH Y.
1 shm_fd, 7EEVGWEMYED shm fd. FEPAT shyper _ftruncate 5 [F]F
S KRG E B shyper (45, FiEid kshm_ftruncate filt &2 REEVHH, FEHEA N
¥ GiEat shm_fd #% shmem_pool FKF %WV shmem_fd 4L1Y) size HHT S
B A SHM_SIZE, F-RARGZR/BHAARAE R ], -1 R KM, 0 R,
Y Unikernel {5 W] i 3 shyper mmap(0, SHM SIZE, PROT READ |
PROT_WRITE, MAP_SHARED, shm_fd, 0); 1 &4 s € — N &~ shm_fd 3¢
PERRFF XS B W L S NG B — N, RS 2 (67 B R [l (] B 52
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HXBNAE H SRS, H2 0mfenydt . FEiX LAY User Lib H
S REKITIT shyper 5 posix_shmem, Fgilid shyper #EA shm_open RGEYH M
& A shmem fd #7iH, $RXJ5iH1d posix shmem #EA kshm mmap 2G5 H, 3k
— LRIV T hve call(kva2ipa(shmem->name), shmem->size, cur ipa, 0, 0,
0,0, HVC_MODE(HVC_SHMEM, HVC SHMEM _INIT));f A% Shyper 1.

4. 7£ Shyper W VM HHATZARAN], W58 UG 265 2% A R GEE AT i A
HhoE o DATE FHIBE R 7 S0 3 2 A

5. SXEHE AT DAYE PSR R 1B R A U AL N AER N AS T printf("mmap
success: %s\n", (char*)ptr),

6. AEfHISE UGS R A S H S A shyper_munmap(ptr, SHM_SIZE), KfXf M4
L AR B K /INE I AF B S, #E Unikernel Ht shyper munmap 1,45 ¢ EX
shyper W& IS8 E BAE, M5 kshm munmap J /0 — A NAZ Z5 44 1w Ok
FERZIEZ NS, M S HED2 0 iy, LN
JITRE . N A AR AR PRl

MRSy, BT VMIEIRY SISO — DB RE, Linux b i@

PERER PID STk 5| IR J7 ORI A WS R UL B,  {HAE Hypervisor
FIPLA TR PID JFJeskbr i X, M B S N AR B 5 A B T ) 19 55 5K 3 St B %
TR ERE RIS, W22t VA2 48 F PR ORIE,  BRIAEATE WP 2yE shmem_unlink
U PORUEZE T INYR I, e eh B peE i BR 4%, ZEP ] —IR shmem_unlink 2
JEAHR. SHM_NAME #7331 share memory fH £ 7E PN AZ AN S BRI A7 H - RE IR

® VMO

1. 7e¥ ] shyper unlink(SHM_NAME) J5, 4« KEKHEAF] shyper i 4 i, 7
unlink Iy > BRI % P X% SHM_NAME X Wi LS N fE k), I3
hve_call(kva2ipa(arg->name), 0, 0, 0, 0, 0, 0, HVC MODEHVC SHMEM,
HVC_SHMEM_DELETE))[i] Shyper k% HVC.

2. #EA Shyper J5, SSEIREOR. VM, SRR, VM AL FREL SHM_NAME,
TEE MR EAEAE R AR E N, SRR N B i), RO —Be vy, IF
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MER7E SHMEM_MEM_LIST " ERFFRI45H), #RJ5 FLASH TLB; IR A [H
4 B S P R (e 15

4.6 REING

ARG VEMANZE T A HET POSIX #IL A d i — S0 8 VM k=1
B, F454 Linux 5 Unikernel ) CLI 5 Kernel Module H7 761 72 il g 57 B 5 56
FAVEMBOE TAENRAI PASYEF B A LN RS, FFRELIF T Shyper &%
XFF P VM LS AR WS MRS T2 3L A R AT R B, DA B2 B A A 15
VM IR D73, s m DA AR AR BT EA DR 1 VM RS T8 45 I 1 A
FHATITE .
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% H I ROS BERRE

5.1 ROSEEHE
5.1.1 ROS R4S HLH

ROS 28 7 2 T A B AE SRR, @0 TILAY s A IR 5, 3 i
(Topic) . HR55 (Service) MIZIME (Action) , ANIE 29 Fzn. HA IR 2 Pifh
IR =, A B T B R AR A AR B 2, Action T DABEAR ) 2
Xf Service AW BB, TEATIH Y, N TEAERIGEFERECR,
1 Al 553X A A ek 3 175y XA S S B =5 2 H AR £ 030 baseline,

Topicl /
‘( struct § data } (

S nbscribe Topic2 Publizher e
- struct { data } jm L
i Subscriber
Topie

Node C

B
(s

Y

Seivice Action |}
Server Server

L

Service

Kl 29. ROS WHFTERYEF 55X

BN P Sl B A AR P 0B 2 o [E| PR (== W ity < B = A= s < Y & B <3
(Publisher) . 23 (Subscriber) FHih& (Topic) =M. AAE mHE & Tl A
R, T FE VT RS RO M ENES B TR R . — R E AT DA 0
ZARAEM 0 B2 AU . AU E RIS /E T N 30 firas. ROS FJJ Master
TR A AR AR . TR ERRG R BT P E I, ROS 1 JeF A
XML/RPC T iz is 8l Fyy sif5 8, BRI TCP & ki 51T E Z [ E#,
ZJa zATE WA VA TCP [T P AAHE 1, Bl R anial 31 fs.
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Pi‘;gitller Subscriber
nodel

Publisher 7o e me\

node2 e

Publisher Su;z;:;’“

noded -

Bl 30. 3 HEAE ) 376 =
Publisher Info Subscriber Info

Publizher Info

Prepare for TCP connection

*
; Subscriber
TCP connect and Data Transmit
Vo

TCP
K 31.ROS iﬁ“ﬂiﬁ%ﬁﬁP :0E s

R ) 24 S B T A A AL R AFAE P e R B . (1) EEMEERE DL, 1
ARSI, A B AT — A5 S, i TCP i) MZIEE T & &
R E . il EARZITE, HRER R ERE VO k2, 1
KRIBAEEER . (2) FIHMGEEZERRER, REELT, 24 ROS 5 REB1T
TE[R— ML E, X 28 ROS 5 sl M 25015, #RAE RS0 M 45 Phillik & Se R dids b 2
JE I E8 AT, TR I 28 0 3R 25— A READLR) P 28 11 RDER [l 482 11, 3SR 2R [l 2 11 g 1) 2%
PRV AL 25 H AR ROS 7. AMER I, FEF— LA ROS F7 i FIH
WZE AT A B, AEZ REAE, HEEELR.

MR 55 A5 2 —Fh 2R —RY [ 2P BRI A5 0y 30, TERSFE R, ERA MRS A
(Server) . ZJUH L (Client) FMIfR% (Service) =AMl&. — MRSy i ft—Fh
MR55, AICAH ZAN% P s ik AN IR Ss A i ok, g5 v sl koFuh ms, %
P RAE R R G P28 Rl 5. g5 5 s =N an i 32 fios . ST aia

¥
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RESEIIT A, AR ROS Ml 55 a5 tho e A1 9 25 5 b T B P R AN Bt A% i,
&l 33 P,

Server

node

e Service

Kl 32. ROS k45 18 5 ML

Server Info Client Info

Server Info

Fequest Data

Response Data

¥l 33. ROS k55 BB 7 XA TCP _ERYSEEL
BRI EfE 2R —181E, AFEZE TR U F Hh rY B 48 DUR [R5l Y i)
E TR A R A S AR U R BT M 5l 5 S B, AEZ A s e R — LS 5L
T, oo PR SRR AN R AU 2 2 T B AR O A A R, AR e, 1
KT EFRER.
WA al g, BT P25 1Y B AR ROS @ AFHLHIIE i T A B2l F IR,
ARTH BT P A RGN, ¥ ROS BASHLHISCH R T AP, M b -

A,
512 £ZAENBERR

KT AR ROS SEE A L T 5 T M 45 1) ROS il A5 FoA Lk L i . ROS 1%
A, RZEN T SHZA ROS T Ra T e F — P FEPLL, XHF ROS 55 il [l 75 5l
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M ZSELE, Bt o 23 W 28 PO AN B 10000 R A% 8 3 H 17 8, XM &5 2 4
EHETE DU BE A /R, 1 UM IR EES (gl 34 2 . 54h, FER—A
Blnh ZAHWCE I, B R A3 55 40 9 A A OE Sk R R B, AR
BOMNGIHE TR, AESONELEIAEZ A ROS 5 SO T7E [ — LWL, T DAfd I 77
VER T RGO AR . AR, B Ak Dy A IOy WY AR IR 1 1 ) — 15 AL A,
BRI, KRR BE S ANAE, B0 BN . RS, 2L
P iy ORI, SETMAEER AR, RIRED T8 DRI ARk
(e 34 HK) . sk, TEmEAENCE KGR —HdRER, REEEEE RS A
SN, B HECE o IS A P S B R, G T 2 AR IR — B Y
TR 2

User Space ‘ Node A Node B
System call interface ‘ Interrupt
BSD socket BSD socket Node A Node B
Protocol agnostic Protocol agnostic
interface interface
Write Read
Inet socket Inet socket
Translay
share
memory
———| Network Protocol Network Protocol |
Memory
Kernel Space
IP Layer
Lookback interface
Virtual Device

Bl 34, FT AN 4 B4 ROS {5 53 AL N FER) ROS 1%

TEXF ROS R AEALH] i H T W25 2T AR E R, 2B —sseil By
WME. AT A EHNE R E T NAARY ROS G55 1 e LA A7 ROS 1.
FI AP A5 A QRS B ARZORIEAE ROS Gl #E MBI F R, SU5 1S 585 1Ay
IBATIAT A R — B, e, R (1) SEBIERRYFEAEALE], RUEAS T s 3t
LN BASE.  (2) FETRENLH T, BT RE RN S, %I



2024 £EXFENENRZRENKAETRERZR G HF-ERBLBFRESE 450 0

ROGWIATEE.  (3) TEMRSHLEI, % P AR IE s S 5 3 Okt iy

SROGE IS BRI RS2, 2 A3 o . i FEL 2
AR LIPS ROS WA5HHEAE ros_shmem.h, FEA—4> C++3K,

ros_shmem, M TFFTA R ROS HAZHAFR B NG &, FEAHE nit, HAEH

WL R RS, log 559k, spin B4 [RIRATAN KA 1T IR IS DA BIR 55 S

PR, SHAH R S 2B/ [ A AR T, BARTT 4 DR =05 T LA

® ROS HAHAEE:

W init 5 command line: LAy SATSEMAR A EAFL A init €7 AL,
XA FEESLEL 2 ROS 3 8 i1 s B, ELAR ) e 2 [ R
A RS I AEBETR I ros_shmem.h FHSCEAY init BE%K, FESEERAY init
PAT RS RS T— IEfE ERERG A while J52R, JFPNE T —4 node list, H
T A PR B Y RURTT.

®  NodeHandle #1FEMAR: TriX L@ T 2L — A T ARAR I A HL R B0 A

B — AN 5 AR E B2 A ROS Master (935 S TR BA 2 112 (S2bAE

BRI I H A 22 AT IHRAE)

Rate f 4% X U HHEAL R EURE LA T ROS JF#A: 1) loop_rate, iX

R FEEHEN RS NN,

B Process Status: SEfr ROS FEPA T v 75 R W15 SCHRASHE R 4IRS T B AT
IEHEAE, X EMEEEPATH 2V E ros_shmem 52 AY 51K I 45 L 2
IEF AT, X— AU AR RAE init i B BIRFZ RS SC IR 45 E A
[ PID it EAE N AT B, {HAEHEA ROS Master FF I T 2 B4 A= 114
ros::ok().

W LogLevel: 7EiXHEPraPNE ROS S2HEAYIHE log, I log message £
ROS log " . o an i A i # o ff I ROS_SHMEM_INFO(“message”,

msg.data.cstr());35Pr 2> ] ROS INFO(“message”, msg.data.cstr());.
B spin and spinOnce: FEAPFTRAVE SFETRY spin SEPR 2 R FFEFE AL T hang
PPRAS, —HIEA MR IR AIWIE EAMCIRE, RETETH B S ANl A 5



2024 £EXFENENRZARENKAETRERZR G HF-ERLBERESE 551 0

F %, AEAN @S TR spinOnce NJJ& S E AT — R [ 175 1 )
Wr, JTCemIIEE R MG HER N, TERET AL 7. 7£ spin 5
spinOnce FYSEEE b, MESZELRGTE FH A FARIE TS ROS RYJR A DhRe/E A AR
FE 2.

® L
B Publisher: F& 35 AL H] ) Publisher 55 % 5L ¥ — /> advertise DA 5€ il — 1>

Publisher FJ#Ar, SEPR T 2L AL TIEE S5IHE IR, KRG TELH—
A~ publish P REH TIH BRI &M, TESEERRHATIERES, FEIAT advertise
JE %l S Y R F Y POSIX Share Memory A1 & — A I K R 2 N T,
HEXT I 3 S A A7 o 5 PO FE R B 1Y) MessageQueue HEAT 1), 74 UGE
Publisher A7 XS Gl i N EHY publish BRECEATTHERF, fEoAE CLIHSEks
BAE Message HHEIZRECA A MessageQueue & S H fie gl (i B 1Y il AL
P2 E T write_ptr PRIAER TG AT

Subscriber: FEIG ML T Subscriber F2ELSZ I —A subscribe F] T8 37 %
T AT ST S BR /D, 0 T B A i [l ek g, AR SE PR AT i AR
R AR T4 R B T 45 VU Y POSIX Share Memory HJ User Lib £l
— AR IR/ ISR, SR JE SR DU EE AR B MessageQueue X% A
(A B e (o B EA TR0, T I 3] 2 GRS B0 S e 8 i 5 % A eR R
PAT— U I [ JH R, KF read _pte X R ALERY msg WCH, ISR H B
iR read ptr (34,

® ks

Service FilE X J#: 1E Service Bz N MRS ROS Ry T 1754
FiE X, ROS BAFABAE service_example H1S2IL T #8453 service & 3, TEATI
H 75 2 SRR service JE, X B —M AT LA IAHRAE,  FFRe4h
FaRE|, 5 ROS FAETLER.

B Client: Client 552 5C  — 14~ ServiceClient fll serviceClient 119 BE 8, 1F

serviceClient 8 I T 2 if i Fil g ) B A2 BN — DA AR 55 24 5 P IR 55,
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£ ZEAT POSIX Share Memory 43 5 81 82 X5F I iR 55 44 f4 .node_list. .{ vmid
<< 16 | pid }_client FI.{vmid << 16 | pid}_server $t L 1F, TEMRS QIS5
£ node_list HFHIA A BTH5 5 A0 vmid << 16 | pid (5B, SRJGFEM Server & %1
KIS i MessageQueue % { vmid << 16 | pid }_server ZEHUR I 1) 5 P FE4H,
TSI B G X { vmid << 16 | pid }_client $2 207 S5 F7 server BB E,
HAKRY MessageQueue F45AF 5 205 T AU ) 5 2UAH ],
B Server: Server [JSLHFEELI— ServiceServer Z5Fll advertiseService [ 21
MEEL, TE Server B 5 75 Al A Xt Ml 55 19 .node_list, SRS T struct
node_list{ spinlock t node_list lock; int node count; int rt_level; int nodes[64];};3}i
FZ S5 FIR 24 BTH node count Z53i i) nodes 25345 H i & &MLy { vmid <<
16 | pid }_client F.{ vmid << 16 | pid } server, F-BIEXF N AILZNAEBLYT, S
Jei AR Al S I 45 ) 1 U 3 S BA B 9 _server 207, FEAG TH B A IS4 R
Server j& SCH B E Y (B R A, ORI S B AH B 19 _client T 5 BRA Y o7
(HHF A Service T —Xt—hy, BEATEEMAB) |, M5 HX A
_client f write_ptr Bp W] SEE—K kS5 . #E client QAR H & 7E node_list
H e AR I TS, SRS A B o0t B Y 3k SE AR, server FEARRIRAL BRI
B 25T Sk B HER, TEEE node list ML, ARIENTE ot level,
SRS IS 0 S 3 R
Python Jit )55 B 75 >R A1 5L BLIZ AR5 DA 254U

5.2 SERT#HFEAE Unikernel HYIEHED
5.2.1 Unikernel MicroROS

H1T ROSI AL THAERG WA EIET R, W Unikernel #4H—4> ROS1 @&—{F
EFHRMER S, SRR T A SR I N AR ROS Ml fEHH AT LS E ROSI
JEHERY, I BAEASCRRAL A L N EAY ROS M A5 4H & 1] DA R P 20 A B A b
WG EZE S S R iy, A AFEARTE VM B R ROS HEZE . W T
Unikernel 4% B I A& 52 #40 ROST 8¢ ROS2, (HH] ARG — 1 fRifL I i) ROS2 HE
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CRT
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B Micro-ROS,

Micro-ROS & — MR NBIERS (WA 35) |, Bl ARKRIBIRAEY ROS2
RV ERAEE A RT-6, A ASE 4 R 28 A B T ROS HEFEYIRE.
ﬁFERA

| micro-ROS Architecture

DOSRTPS
ol Parucapant

~
Participant

@ FIWARE

& 35. Micro-ROS Z2#4
5 Unikernel #5444 Micro-ROS /e FEE — P LMW1+ ROS2 1 Ubuntu/Debian

BAVERSE, MG PAE S AR iy HE# Micro-ROS AR,

1 # Source the ROS 2 installagtior

2 source fopt/ros/$ROS_DISTRO/setup.bash

5

4 3

5 mkdir microros_ws

6 cd microros_ws

7 git clone -b $ROS_DISTRO https://github.com/micro-ROS/micro-ros-build.git src/micro-ros-build
8

9 # Update dependencies using rosdef
18 sudo apt update && rosdep update
11 rosdep install --from-path src --ignore-src -y
12
13 Bui LC
14 colcon build

[
il

source install/local_setup.bash

P 36. Micro-ROS M54 B 4

5.2.2 ROS T2 #1E

H 5.1 9 %) ROS@EHLHIAIAHRE, Wl DASEIAE R 2 B SEmp 1y idod, X seBA



2024 EEXFENBENRGRNABRRERF LU E-DERKBREE B 540

1) API L&A DA 2 H &1 H B975K, (HEFT ROSI MR Z U H C &7 E TR
MRS AR, S R IREANE R B A4 DI RE W] BE AU Fa S FARHO S P ) 75 oK H A
HZTHIRC & 52 R A S Al &, RS T A5 TR
Unikernel 1), {HSZBR N IG5 8%, X 2m BERE A ORI B S22 2 R R
AR RIS T, %Y H S RKIR 2 S i R 22 7 S ok iH B, SO —
JESE I B B AR D T B R e, X RATE HASHEE] Unikernel (1975 fiAs B AR M
LI I B G SRR S I T ARG S

TESRER A5, X ROS 35 il RS AR H] LA T 2273 R DA T JL2K:

TSFRLH: FTA RR O ] DAEACR ST SE B, AR N ) B E JO 7R B AN A5 5 e
B BIAIE# AT, X3¢ ROS AR KK ROS W AR 85%, HALHI KR EH JE
TRXAEWE . X IERE FEALIELAS NI &L B I R VAR . (% B i B
WK/ AL PRRR Y . SRR AT U SRR SR, XTIk 2B BERR 9] Unikernel SAH Y 32
LA RAET Unikernel s 75 SCRPH Y A% s 99K h 2, LASZ Unikernel A4 7S
ST AR R A R T, ARAE Unikernel IUA A 25 0T DA S5 HAB AT OB 4175,
X R IREAEAT BB TAERIE N T 2IEHIE G TS| Unikernel 1k 3] 52
BOR.

W5 Linux 2248 H B35S0 T I TR E THRERY T A ERE Rl L 28 ROS
W) S BHAF IR AT RS, TSRz T P 3R] AS S AT — UM R DI RERY 2EAR
X2& ROS AR KHE L ROS W HHEFERT 10%, X ZPHRE o nl g 200 & — BB .
X B R A . DU S LIRS 5, X SE AR 2 LR AR B
B REM AT AR, AT IX SRR, EEHERFAELE Unikernel |, Y XEHARIE R
R R R AL LE e /D, AR I R 71 S o = P B AL A R 46X I P e 5 L T 48
TR HE S Unikernel b, OIS OIEfE, FEX P 00 F ARG G7E Linux 2
A DAIR BN Gt R PR RESRE T, A SR SAE Unikernel )2 B 2SI TR S
Pe, (BB, WTRETEME N R TP R R A Movelt (], TEXFA_FZHH
I L N 2] Unikernel {355 224F Linux b AE—A5FH#FRE 52 Movelt 1) SCRERIIE
ENFERESE, TEXFMEI TR AHERAEE] Unikernel (1,
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TEIZAT TP FE S BRI Linux R 40 A2k BT B A REPRAT A M SRR T A XA
W AHLER AL DB R AL I PR A DA b R R sl T AR (45, 3% 28 ROS
FERME G ROS RN 5%, XRHFBPREAL A LT R, HARKZHH %
B ) O AN RE S SR b, X R AR A SE R F R Sl e BJRFIR 2
PE. B T REA Se s B RE K, APREALAS A Pk ) 42 ) S50 20 W B 22 i I )y
BATIES, (EAEX ML N TR HAAES] Unikernel 558 S AFTE)R Linux N
ROS HEFE 5 SO E _F Rz s i AL SCRe g O, XMl 0 U 75 X E A
QI TR, T R E B2 Linux ROS %2R 035 808 15 75 R F 3 Sz 73

FaoK, XA BT 51 P BE A5 7 KM 23 21 B AN ) A 2 (8] 5 S — AP
By,

DA rrt_exploration FEZE (G, X FPIE LT B AE AL AT DAL X Python /Y cProfile
RSLH, AESEBRIBATA B F] 4 S N R DATE G 24T A “-m cProfile -o output.prof”
SRR s T B timeline (A1F 37) , M5 A/ DA snakeviz 5 T HAFE
H timeline FYHAAT IGO0,  WSRASAR G Y E 15 I AE + BATT R A AT IR/ N IR SRR Y
PATI, WA R AR, RZWAN SFME., (T CHEEF A Al ARM
Development Studio H1f) Streamline #17 Profile, SZPriXtLbf5HR5 Python #H[H])

adaj pners py-395(sand)

connectionpo: Ipy-522| rlopen) I
leicle

nnectiol pm\pySﬁle ke request) |

Depth:

L..mx.| | 171000 v client.py:1331(getresponse)
2695 ,
267s
e ZBSL "d i _“‘

clie ﬂtpy'gss( nd) I
e |

K 37. Python [ cProfile timeline
TELPr I FEH, AIREXS T RS BE TR 2@ i ) Linux ) &GE R AE /) ROST i @
FE, mET LA IS g5, il B sh@ B, ks H8)
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BE. B, HEEEREEY A DLUESTE Unikernel S8 IAH]— MR 5 B9 SE R
B, EHT Linux AR ZLE AR ROS 16 A1 B AR A 24 BT 11 25 [H) 3
B IERPUIXFIG S AT DAE L 7E Linux | #—> Shadow Process Y /7=, T 5Lhx
25 Unikernel @, — ML NAFEE, SRREBIF NV ATESENE, RETEX IR
G NG B K 5 ROS SR AR, Xk n] DAIRIREAE n] AR 1 A5 3 Y.
IEEE R T, T HAEXAER T, HA#RYZETT4 Unikernel, A — MR
SESCIE, TR O R [F AR — A RN R

# VM1
node1 J { node2 l ‘ node3 ’
l Critical Non-Critical )
h— H‘\irﬂ i
NodeList '
GuestOS(Lfnux)? | GuestOS (Zephyr)
\ ; _ 1
Hypervisor
Bootloader/Firmware
Hardware

& 38. Shadow Process N7 M FEIRIR & KA RS N IFAFEIE

5.3 Linux + Unikernel ™%t ROS 7 S HISEAHEE

2¥F Unikernel Pl £ ST 4RE, H Linux FA B WAFEER 2 19 5EL it
FEF, SERRERFBITRIARB B, X Unikernel b AYLARAG LR R 7] & R 481k,
i AR MR ARG, HERR o R, UARGAER RN 5 T iafT
B2 IR TE CPU KA R ANEAMES B E — A, il —di I B D SR A
REFEIX LEAT 3 5 T U SRR

FESEISAS T, AN B 2 SR BERAA B L et B aCRE . ik
IR OCSETRE . fe/ MR BINT AL DL SE R BE . OB Rl Se R B 484, (HAERS VM A4S BE
N, XD AR VM IR E RO B, HIRRER R G, AT
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H A& AMLFQ Ry BESIE AT
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6.

BTN B NMESF Linux/Unikernel 43 Bt H 113l 58 i i 18] 5 8 s AC Y, A0
Linux 45 Unikernel iz TEFEHMIEA KR (R EMERINE K R)

4 Unikernel {£:55 #E A RGVHEERS, BEHEBER S LERS SHE (& FE
51)

M AT 55 I SE R 1 ESET CPU B[R] (0 SRR A I BAS A 4
FERAAE

M—AMEF BRI JG, AR SEES, RS, g SRSt
155, MEARHAER, BET R

FERFA LS5 F 58 FL IR J5 2 AR 51 0 26 22 I — U 24 BT 558 BE A0
I N 5 ZRFNWIT T UL I 5 DU o A S R S P 2R AR P A0 S

SEIHT S AT S BOKT CPU i 75 28 IR

XAERS T —ANAESL I A KA S57E Unikernel HrGTE FI k&1 40 firs, AT DARSIE
P AT 5580 m] LA SIS i 1, ELXGF S SRR g O 2R 1] LA 31 JE 4% 22 IS )
HATRBIZ IR A R RAL 55 2B WA CPU R A 5 . AT 55 R 2 1,
AMLFQ 1] LA IS #t93 2 SIS R 21 R 9 28 0 W vl DA R i) T AR LR IR
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1 prio level O prio level O prio level O prio level 0 prio level 0
prio level 1 prio level 1 prio level 1 prio level 1 prio level 1

% prio level 2 prio level 2 prio level 2 prio level 2 prio level 2
?g prio level 3 . prio level 3 prio level 3 prio level 3 prio level 3
Ft+ prio level 4 prio level 4 prio level 4 prio level 4 prio level 4
E prio level 5 prio level 5 prio level 5 prio level 5 prio level 5
G prio level 6 prio level 6 prio level 6 prio level 6 prio level 6
prio level 7 ' prio level 7 prio level 7 prio level 7 prio level 7

prio level 8 . prio level 8 prio level 8 prio level 8 prio level 8

[l 40. RSN B RAT 55 FE IR A K B R ST T AR BE 1 Dl

5.4 RE NG

ARELENG TATAERETE VM RIL AT FEA EXE ROS J5UA TR AL
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1. HVC i3t

#include <unistd.h>
#include <fcntl.h>
#include <linux/ioctl.h>
#include <errno.h>
#include <fcntl.h>
#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/file.h>
#include <sys/ioctl.h>
#include <sys/mman.h>
#include <wait.h>

int test shmem_init(char *name) {
int shyper fd = open("/dev/shyper", O_RDWR);
struct {
char *name;
int name_len;
} ioctl_release;
ioctl_release.name = name;
ioctl release.name_len = strlen(name);
ioctl(shyper fd, 0x1302, &ioctl_release);
close(shyper fd);
return 0;

int main() {
char *name = "my_shared memory";
test shmem_init(name);
return 0;

}

2. Linux POSIX Share Memory iz

#include <stdio.h>
#include <stdlib.h>
#include <sys/mman.h>
#include <sys/stat.h>
#include <fentl.h>
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#include <unistd.h>

#define SHM NAME "/my shared memory"
#define SHM_SIZE 1024 // 1KB

int main() {
int shm_fd;
void *ptr;

/I AT
shm_fd = shm_open(SHM NAME, O CREAT | O_ RDWR, 0666);
if (shm_fd ==-1) {
perror("shm_open");
exit(EXIT FAILURE);
b

I BRI

if (ftruncate(shm_fd, SHM SIZE) ==-1) {
perror("ftruncate");
exit(EXIT _FAILURE);

}

/] BRESEZ
ptr = mmap(0, SHM_SIZE, PROT READ | PROT WRITE, MAP_SHARED, shm_fd, 0);
if (ptr == MAP_FAILED) {
perror("mmap");
exit(EXIT_FAILURE);
}

IMEREENTT
sprintf((char®)ptr, "Hello, shared memory!");

/| BOH S 3L = AT

if (munmap(ptr, SHM_SIZE) ==-1) {
perror("munmap");
exit(EXIT _FAILURE);

}

I RAFEZ A SCFE
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if (close(shm_fd) ==-1) {
perror("close");
exit(EXIT_FAILURE);

}

printf("success");
return 0;

}

3. Linux MISC Device iz

#include <stdio.h>
#include <stdlib.h>
#include <fcntl.h>
#include <unistd.h>
#include <string.h>
#include <errno.h>

#define DEVICE PATH "/dev/misc_device"
#define BUF SIZE 256

int main() {
int fd;
char write buf[BUF SIZE] = "Hello, Kernel!";
char read buf[BUF SIZE];

// Open the device
fd = open(DEVICE_PATH, O_RDWR);
if (fd<0) {
perror("Failed to open the device");
return errno;

}
printf("Open device, fd = %d\n", fd);

// ' Write to the device

if (write(fd, write_buf, strlen(write_buf)) <0) {
perror("Failed to write to the device");
return errno;

printf("'fd = %d\n", fd);
fd = open(DEVICE_PATH, O RDWR);

N 2024 2EXRZFENENRGHENAFEFERFZRITE-DERKEXEE 74 00




2024 2EAFENENEZGENABRBERREHTE-DERREREE 5751

printf("fd = %d\n", {d);

// Read from the device

if (read(fd, read_buf, BUF SIZE) <0) {
perror("Failed to read from the device");
return errno;

printf("Read from the device: %s\n", read buf);
// Close the device
close(fd);

return 0;

}

4. Linux multi vm Share Memory il iz,

#include <stdio.h>

#include <stdlib.h>

#include <sys/mman.h>

#include <sys/stat.h>

#include <fentl.h>

#include <unistd.h>

#include "../src/include/posix_shmem.h"

#define SHM NAME "/my_shared memory"
#define SHM_SIZE 1024 // 1KB

int main() {
int shm_fd;
void *ptr;

/I RIS AT
shm_fd = shyper shm open(SHM_NAME, O CREAT | O RDWR, 0666);
if (shm_fd ==-1) {
perror("shm_open");
exit(EXIT_FAILURE);
h

/N B EILE N RN
if (shyper_ftruncate(shm_fd, SHM_SIZE) ==-1) {
perror("ftruncate");
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53 e

g/
et

exit(EXIT_FAILURE);
b

/I AL AT
ptr = shyper mmap(0, SHM_SIZE, PROT READ | PROT WRITE, MAP SHARED,

shm_{d, 0);
if (ptr == MAP_FAILED) {
perror("mmap");
exit(EXIT_FAILURE);
b

printf("start: %p\n", ptr);

/LN
sprintf((char®)ptr, "Hello, shared memory!");

printf("mmap success: %s\n", (char*)ptr);

/| BOH S 3L = AT

if (shyper_ munmap(ptr, SHM_SIZE) ==-1) {
perror("munmap");
exit(EXIT _FAILURE);

}

/I RSN

if (shyper_unlink(SHM_NAME) == -1) {
perror("unlink");
exit(EXIT_FAILURE);

}

printf("all success");
return 0;
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