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namespace anbox {
namespace container {
class Service : public std::enable_shared_from_this<Service> {
pubTlic:
static std::shared_ptr<Service> create(const std::shared_ptr<Runtime> &rt, bool
privileged);
~Service();
private:
Service(const std::shared_ptr<Runtime> &rt, bool privileged);
int next_idQ;
void new_client(std::shared_ptr<
boost::asio::local::stream_protocol::socket> const &socket);
std: :shared_ptr<common: :Dispatcher> dispatcher_;
std: :shared_ptr<network: :PublishedSocketConnector> connector_;
std::atomic<int> next_connection_id_;
std: :shared_ptr<network: :Connections<network: :SocketConnection>> connections_;
std: :shared_ptr<Container> backend_;
bool privileged_;
55
} // namespace container
} // namespace anbox

* dispatcher_ HieFSELIREIBL. * anbox::container::Service BISCHL (fF

anbox/src/anbox/container/service.cpp) WF:

namespace anbox {
namespace container {
std::shared_ptr<Service> Service::create(const std::shared_ptr<Runtime> &rt, bool
privileged) {
auto sp = std::shared_ptr<Service>(new Service(rt, privileged));
auto wp = std::weak_ptr<Service>(sp);
auto delegate_connector =
std: :make_shared<network: :DelegateConnectionCreator<boost::asio::local::stream_p
rotocol>>(
[wp](std::shared_ptr<boost::asio::local::stream_protocol::socket> const
&socket) {
if (auto service = wp.lock())
service->new_client(socket);
1)
const auto container_socket_path =
SystemConfiguration::instance().container_socket_path();
sp->connector_ = std::make_shared<network: :PublishedSocketConnector>
(container_socket_path, rt, delegate_connector);
// Make sure others can connect to our socket
::chmod(container_socket_path.c_str(), S_IRUSR | S_IWUSR | S_IRGRP | S_IWGRP |
S_IROTH | S_IWOTH);
DEBUG("Everything setup. waiting for incoming connections.");
return sp;
}
Service::Service(const std::shared_ptr<Runtime> &rt, bool privileged)
dispatcher_(anbox::common::create_dispatcher_for_runtime(rt)),
next_connection_id_(0),



connections_(std: :make_shared<network: :Connections<network: :SocketConnection>>
0),
privileged_(privileged) {
}
Service::~Service() {
connections_->clear();
}
int Service::next_id() { return next_connection_id_++; }
void
Service::new_client(std::shared_ptr<boost::asio::Tocal::stream_protocol::socket>
const
&socket) {
if (connections_->size() >= 1) {
socket->close();
return;
}
auto const messenger = std::make_shared<network::LocalSocketMessengers>
(socket);
DEBUG("Got connection from pid %d", messenger->creds().pid());
auto pending_calls = std::make_shared<rpc::Pendingcallcache>();
auto rpc_channel = std::make_shared<rpc::Channel>(pending_calls, messenger);
auto server = std::make_shared<container::ManagementApiSkeleton>(
pending_calls, std::make_shared<LxcContainer>(privileged_, messenger-
>creds()));
auto processor = std::make_shared<container::ManagementApiMessageProcessors>(
messenger, pending_calls, server);
auto const &connection = std::make_shared<network: :SocketConnection>(
messenger, messenger, next_id(), connections_, processor);
connection->set_name("container-service");
connections_->add(connection);
connection->read_next_message();
}
} // namespace container
} // namespace anbox
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anbox: : rpc: :MessageProcessor HITEN (fF

anbox/src/anbox/rpc/message_processor.h) ¥ T:

class MessageProcessor : public network::MessageProcessor {
pubTic:
MessageProcessor(const std::shared_ptr<network::MessageSender>& sender,
const std::shared_ptr<PendingCallCache>& pending_calls);
~MessageProcessor();
bool process_data(const std::vector<std::uint8_t>& data) override;
void send_response(::google::protobuf::uint32 id,
google: :protobuf::MessageLite* response);
virtual void dispatch(Invocation const&) {}
virtual void process_event_sequence(const std::string&) {}
private:
std: :shared_ptr<network: :MessageSender> sender_;
std::vector<std::uint8_t> buffer_;
std: :shared_ptr<PendingCallCache> pending_calls_;
};

anbox: : rpc: :MessageProcessor BYSCHL ({vF

anbox/src/anbox/rpc/message_processor.cpp ) ¥ T:

MessageProcessor: :MessageProcessor (
const std::shared_ptr<network: :MessageSender> &sender,
const std::shared_ptr<PendingCallcCache> &pending_calls)
: sender_(sender), pending_calls_(pending_calls) {}
MessageProcessor: :~MessageProcessor() {}



bool MessageProcessor::process_data(const std::vector<std::uint8_t> &data) {
for (const auto &byte : data) buffer_.push_back(byte);
while (buffer_.size() > 0) {
const auto high = buffer_[0];
const auto Tow = buffer_[1];
size_t const message_size = (high << 8) + Tlow;
const auto message_type = buffer_[2];
// If we don't have yet all bytes for a new message return and wait
// until we have all.
if (buffer_.size() - header_size < message_size) break;
if (message_type == MessageType::invocation) {
anbox: :protobuf::rpc::Invocation raw_invocation;
raw_invocation.ParseFromArray(buffer_.data() + header_size, message_size);
dispatch(Invocation(raw_invocation));
} else if (message_type == MessageType::response) {
auto result = make_protobuf_object<protobuf::rpc::Result>(Q);
result->ParseFromArray(buffer_.data() + header_size, message_size);
if (result->has_id(Q)) {
pending_calls_->populate_message_for_result(*result,
[&]
(google: :protobuf::MessageLite *result_message) {
result_message-
>ParseFromString(result->response());
3
pending_calls_->complete_response(*result);
}
for (int n = 0; n < result->events_size(); n++)
process_event_sequence(result->events(n));
}
buffer_.erase(buffer_.begin(),
buffer_.begin() + header_size + message_size);
}
return true;
}
void MessageProcessor::send_response(::google::protobuf::uint32 id,
google: :protobuf: :MessageLite *response) {
variableLengthArray<serialization_buffer_size> send_response_buffer(
static_cast<size_t>(response->ByteSize()));
response->SerializewithCachedSizesToArray(send_response_buffer.data());
anbox: :protobuf::rpc::Result send_response_result;
send_response_result.set_id(id);
send_response_result.set_response(send_response_buffer.data(),
send_response_buffer.size());
send_response_buffer.resize(send_response_result.ByteSize());
send_response_result.SerializewithCachedSizesToArray(
send_response_buffer.data());
const size_t size = send_response_buffer.size();
const unsigned char header_bytes[header_size] = {
static_cast<unsigned char>((size >> 8) & 0xff),
static_cast<unsigned char>((size >> 0) & Oxff), MessageType::response,
};
std::vector<std::uint8_t> send_buffer(sizeof(header_bytes) + size);
std: :copy(header_bytes, header_bytes + sizeof(header_bytes),
send_buffer.begin());
std: :copy(send_response_buffer.data(),



send_response_buffer.data() + send_response_buffer.size(),
send_buffer.begin() + sizeof(header_bytes));
sender_->send(reinterpret_cast<const char *>(send_buffer.data()),
send_buffer.size());

T RIE B S AR E IEan LAY RPC IBfSH, anbox::rpc::MessageProcessor & NEETF
T RPCERAARIRIIEZIHAVAL. NeSSEEN RPCIRABNES IR, BABTSIEREIEEAIE
BU/J MessageType::invocation HIHE.

SEEERSAREEEZE RPCBERIBEEEINA: B M FHAIERXK] + [£2H Protobuf
Messagelite MREFLEEIRERE], HPBERLHNEIRNFH A 16 (BB KERNKERE
™, BI3INFHREEREE, RPCHEENERENE
anbox/src/anbox/protobuf/anbox_rpc.proto {4 :

option optimize_for = LITE_RUNTIME;
package anbox.protobuf.rpc;
message Invocation {
required uint32 id = 1;
required string method_name = 2;
required bytes parameters = 3;
required uint32 protocol_version = 4;
}
message Result {
optional uint32 1id = 1;
optional bytes response = 2;
repeated bytes events = 3;
}
message StructuredError {
optional uint32 domain =
optional uint32 code = 2;
}

message Void {

1;

optional string error = 127;
optional StructuredtError structured_error = 128;
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ESEISE

ST AREEESTHEEMMES, anbox::rpc::MessageProcessor f£E process_data() PEIEBER
3L, BRIBRARKENEE, ARRIBEEAHRFFIHEER Protobuf JHR
anbox: :protobuf: :rpc::Invocation , FEFI&iZ Protobuf iBHEFIZEA anbox: :rpc::Invocation
EHIXISxR, FIEA dispatch(Invocation const&) FERIRAHZE.

anbox: :rpc::Invocation EMEN ({iIF anbox/src/anbox/rpc/message_processor.h

) w0



class Invocation {
public:
Invocation(anbox: :protobuf::rpc::Invocation const& invocation)
invocation_(invocation) {}
const ::std::string& method_name() const;
const ::std::string& parameters() const;
google: :protobuf::uint32 id() const;
private:
anbox: :protobuf::rpc::Invocation const& invocation_;

I8

anbox: :rpc::Invocation ZEHISCHL (fifF anbox/src/anbox/rpc/message_processor.cpp

)

const ::std::string &Invocation::method_name() const {
return invocation_.method_name();

b

const ::std::string &Invocation::parameters() const {
return invocation_.parameters();

}

google::protobuf::uint32 Invocation::id() const { return invocation_.id(Q); }

anbox: :rpc::Invocation EHREIT anbox: :protobuf::rpc::Invocation HIEEREEE,

anbox: :rpc: :MessageProcessor HY dispatch(Invocation const&) B—/NERRZEL, HILFRHY
LI F ManagementApiMessageProcessor H7,
anbox: :container: :ManagementApiMessageProcessor BIEN (i F

anbox/src/anbox/container/management_api_message_processor.h ) 30F:

namespace anbox {
namespace container {
class ManagementApiSkeleton;
class ManagementApiMessageProcessor : public rpc::MessageProcessor {
pubTlic:
ManagementApiMessageProcessor(
const std::shared_ptr<network: :MessageSender> &sender,
const std::shared_ptr<rpc::PendingCallcCache> &pending_calls,
const std::shared_ptr<ManagementApiSkeleton> &server);
~ManagementApiMessageProcessor();
void dispatch(rpc::Invocation const &invocation) override;
void process_event_sequence(const std::string &event) override;
private:
std: :shared_ptr<ManagementApiSkeleton> server_;
b
} // namespace container
} // namespace anbox

anbox: : container: :ManagementApiMessageProcessor HYSCIN ({3 F

anbox/src/anbox/container/management_api_message_processor.cpp 1) iITF:

namespace anbox {
namespace container {



ManagementApiMessageProcessor: :ManagementApiMessageProcessor (
const std::shared_ptr<network: :MessageSender> &sender,
const std::shared_ptr<rpc::PendingCallcCache> &pending_calls,
const std::shared_ptr<ManagementApisSkeleton> &server)
rpc: :MessageProcessor(sender, pending_calls), server_(server) {}
ManagementApiMessageProcessor: :~ManagementApiMessageProcessor() {}
void ManagementApiMessageProcessor: :dispatch(rpc::Invocation const &invocation)
{
if (invocation.method_name() == "start_container")
invoke(this, server_.get(), &anagementApiSkeleton::start_container,
invocation);
else if (invocation.method_name() == "stop_container™)
invoke(this, server_.get(), &anagementApiSkeleton::stop_container,
invocation);
}
void ManagementApiMessageProcessor: :process_event_sequence(
const std::string &) {}
} // namespace container
} // namespace anbox

anbox: :container: :ManagementApiMessageProcessor HISLHEEE, R RPC
F3, 7388350 Android Fe8FfELE Android 588, EEBERY dispatchQ) REH, RIEFIER, BB
I AYEREL.

RECE BT — MNREER invoke ) 52HE, ZREUEIREN (IF
anbox/src/anbox/rpc/template_message_processor.h) #1T:

namespace anbox {
namespace rpc {
// Utility metafunction result_ptr_t<> allows invoke() to pick the right
// send_response() overload. The base template resolves to the prototype
// "send_response(::google::protobuf::uint32 1id, ::google::protobuf::Message*
// response)"
// Client code may specialize result_ptr_t to resolve to another overload.
template <typename ResultType>
struct result_ptr_t {
typedef ::google::protobuf::MessagelLite* type;
};
// Boiler plate for unpacking a parameter message, invoking a server function,
// and
// sending the result message. Assumes the existence of Self::send_response().
template <class Self, class Bridge, class Bridgex, class ParameterMessage,
class ResultMessage>
void invoke(self* self, Bridge* rpc,
void (BridgeX::*function) (ParameterMessage const* request,
ResultMessage* response,
::google: :protobuf::Closure* done),
Invocation const& invocation) {
ParameterMessage parameter_message;
if (!parameter_message.ParseFromString(invocation.parameters()))
throw std::runtime_error("Failed to parse message parameters!');
ResultMessage result_message;
try {
std: :unique_ptr<google: :protobuf::Closure> callback(
google: :protobuf::NewPermanentcCallback<



self, ::google::protobuf::uint32,

typename result_ptr_t<ResultMessage>::type>(

self, &self::send_response, invocation.id(), &result_message));
(rpc->*function) (&parameter_message, &result_message, callback.get());

} catch (std::exception const& x) {
result_message.set_error(std::string("Error processing request: ") +
x.what());

self->send_response(invocation.id(), &result_message);

3
} // namespace rpc
} // namespace anbox

BEEBFIELE Android EEHJERES, H anbox::container: :ManagementApiskeleton FEA¥,
XNEREN. (fIF anbox/src/anbox/container/management_api_skeleton.h) ¥

class Container;
class ManagementApiSkeleton {
pubTic:
ManagementApiSkeleton(
const std::shared_ptr<rpc::PendingCallcCache> &pending_calls,
const std::shared_ptr<Container> &container);
~ManagementApiSkeleton();
void start_container(
anbox: :protobuf::container::StartContainer const *request,
anbox: :protobuf::rpc::void *response, google::protobuf::Closure *done);
void stop_container(
anbox: :protobuf::container::StopContainer const *request,
anbox: :protobuf::rpc::void *response, google::protobuf::Closure *done);
private:
std: :shared_ptr<rpc::PendingCallcCache> pending_calls_;
std: :shared_ptr<Container> container_;

15

XNRRIENREER, HSCH (UF
anbox/src/anbox/container/management_api_skeleton.cpp ) W

namespace anbox {
namespace container {
ManagementApiSkeleton: :ManagementApiSkeleton(
const std::shared_ptr<rpc::PendingCallcCache> &pending_calls,
const std::shared_ptr<Container> &container)
pending_calls_(pending_calls), container_(container) {}
ManagementApiSkeleton: :~ManagementApiSkeleton() {}
void ManagementApiSkeleton::start_container(
anbox: :protobuf::container::StartContainer const *request,
anbox: :protobuf::rpc::void *response, google::protobuf::Closure *done) {
if (container_->state() == Container::State::running) {
response->set_error("Container is already running");
done->Run();
return;
}
configuration container_configuration;
const auto configuration = request->configuration();



for (int n = 0; n < configuration.bind_mounts_size(); n++) {
const auto bind_mount = configuration.bind_mounts(n);
container_configuration.bind_mounts.insert(
{bind_mount.source(), bind_mount.target()});
}
try {
container_->start(container_configuration);
} catch (std::exception &err) {
response->set_error(utils::string_format("Failed to start container: %s",
err.what()));
}
done->Run();
}
void ManagementApiSkeleton: :stop_container(
anbox: :protobuf::container::StopContainer const *request,
anbox: :protobuf::rpc::void *response, google::protobuf::Closure *done) {
(void)request;
if (container_->state() != Container::State::running) {
response->set_error("Container is not running");
done->Run();
return;
}
try {
container_->stop();
} catch (std::exception &err) {
response->set_error(utils::string_format("Failed to stop container: %s",
err.what()));
}

done->Run();

}
} // namespace container
} // namespace anbox
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2. [EEERAE RPCiEA

£ Anbox IUSIRETEEER, J@id anbox::container::Client AiRSASEEIREEV BRIERE:, F
WM 8HY RPCIE(S, IXMNEEN. (f77F anbox/src/anbox/container/client.h) 0

class Client {
public:
typedef std::function<void()> TerminatecCallback;

Client(const std::shared_ptr<Runtime> &rt);
~Client(Q);

void start(const Configuration &configuration);
void stop(Q);

void register_terminate_handler(const TerminatecCallback &callback);

private:

void read_next_message();

void on_read_size(const boost::system::error_code &ec,
std::size_t bytes_read);

std: :shared_ptr<network: :LocalSocketMessenger> messenger_;
std: :shared_ptr<rpc::PendingCallcCache> pending_calls_;
std::shared_ptr<rpc::Channel> rpc_channel_;

std: :shared_ptr<ManagementApiStub> management_api_;

std: :shared_ptr<rpc::MessageProcessor> processor_;
std::array<std::uint8_t, 8192> buffer_;

TerminateCallback terminate_callback_;


af://n68

anbox::container::Client FERIIPERE TR MO, —EEoaes, “2ELES=S,
SessionManager BINIXF MEOFIEHIASEBIENSELE, anbox::container::client ZERIECIR
({S7F anbox/src/anbox/container/client.cpp) ¥ TF:

Client::Client(const std::shared_ptr<Runtime> &rt)
: messenger_(std: :make_shared<network: :LocalSocketMessengers>(
SystemConfiguration::instance().container_socket_path(), rt)),
pending_calls_(std: :make_shared<rpc::PendingCallcCache>()),
rpc_channel_(std: :make_shared<rpc: :Channel>(pending_calls_, messenger_)),
management_api_(std: :make_shared<ManagementApiStub>(rpc_channel_)),
processor_(
std: :make_shared<rpc: :MessageProcessor>(messenger_, pending_calls_)) {
read_next_message();
3
Client::~Client() {}
void Client::start(const Configuration &configuration) {
try {
management_api_->start_container(configuration);
} catch (const std::exception &e) {
ERROR("Failed to start container: %s", e.what());
if (terminate_callback_)
terminate_callback_Q);

3

void Client::stop() {
management_api_->stop_container();

}

void Client::register_terminate_handler(const TerminatecCallback &callback) {
terminate_callback_ = callback;

}
void Client::read_next_message() {
auto callback = std::bind(&Client::on_read_size, this, std::placeholders::_1,
std: :placeholders::_2);
messenger_->async_receive_msg(callback, ba::buffer(buffer_));

}

void Client::on_read_size(const boost::system::error_code &error,
std::size_t bytes_read) {
if (error) {
if (terminate_callback_)
terminate_callback_Q);
return;

}
std::vector<std::uint8_t> data(bytes_read);

std: :copy(buffer_.data(), buffer_.data() + bytes_read, data.data());
if (processor_->process_data(data)) read_next_message();

anbox::container::Client ZEEEMNEREH, BN@EIT Unix ig Socket #3755 12881
&2, BiEIY ManagementApistub &#2 RPC AR, ManagementApiStub EREEEHIESSIEETHE
i8] RPC HiZ[EIB(E7E RPCBAKERANENRE, BiRHtT *Bal Android H&* & *Xi Android &
2B* XIFAUMSR. & ManagementApistub X, BRNEESSSIREEESE RPC ATRENESAY RPC
£, BD anbox: :Channel , EERATAIEEERIAIX



anbox: :container::Client EASIMNEEREPRIGEIEIEK, XEEZATHR
socketMessenger , MiZBEBHA socketConnection J2%&, anbox::container::client WZEIEGE
ZIa., SBEUEEL anbox: :rpc: :MessageProcessor #ME, ZEKAS
anbox: :rpc: :Pendingcallcache B pending_calls_ FERTFAE RPC IS LREA. &
anbox::rpc::Channel H, [HEKXZE, AASFFMMANEY, TREE pending_calls_ FJ3
RPC AR EM— 1 7emkElE. £ anbox::rpc::MessageProcessor FUNZEIMMNASEEZ S, BIENT
BREIVE#ER, RPCIABIALESEER.

anbox::container::Client HF4ME RPC 1ERIY A ERBEFABEINZITHEZRET :
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anbox: :container::Client EH3#(#H anbox: :container: :ManagementApistub #14T RPC
H, XTEEN (I F anbox/src/anbox/container/management_api_stub.h) #T:

class ManagementApiStub : public DoNotCopyOrMove {

public:
ManagementApiStub(const std::shared_ptr<rpc::Channel> &channel);

~ManagementApiStub();

void start_container(const Configuration &configuration);
void stop_container();

private:

template <typename Response>

struct Request {
Request() : response(std::make_shared<Response>()), success(true) {}

std: :shared_ptr<Response> response;

bool success;
common: :WaitHandTle wh;

s

void container_started(Request<protobuf::rpc::void> *request);
void container_stopped(Request<protobuf::rpc::void> *request);
mutable std::mutex mutex_;

std: :shared_ptr<rpc::Channel> channel_;

anbox: :container: :ManagementApiStub TEX T BIIAEIIELRENEND, HENTERER
AR IR ERENE, BIRENT Request 35, AFHEEXOME, &—P
waitHandle , waitHandle F RPC BRI A RIEHEFEFESKILER,

anbox: :container: :ManagementApiStub ZERISCH ({F

anbox/src/anbox/container/management_api_stub.cpp) F:



ManagementApiStub: :ManagementApiStub(
const std::shared_ptr<rpc::Channel> &channel)
: channel_(channel) {}
ManagementApiStub: :~ManagementApiStub() {}
void ManagementApiStub::start_container(const Configuration &configuration) {
auto c = std::make_shared<Request<protobuf::rpc::void>>();
protobuf::container::StartContainer message;
auto message_configuration = new protobuf::container::Configuration;
for (const auto &item : configuration.bind_mounts) {
auto bind_mount_message = message_configuration->add_bind_mounts();
bind_mount_message->set_source(item.first);
bind_mount_message->set_target(item.second);
}
message.set_allocated_configuration(message_configuration);
{
std::Tock_guard<decTtype(mutex_)> lock(mutex_);
c->wh.expect_result();
}
channel_->call_method("start_container", &message, c->response.get(),
google: :protobuf::NewCallback(this, &VanagementApiStub::container_started,
c.get()));
c->wh.wait_for_al1(Q);
if (c->response->has_error()) throw std::runtime_error(c->response->error());
3
void ManagementApiStub::container_started(Request<protobuf::rpc::void> *request)
{
request->wh.result_received();
}
void ManagementApiStub::stop_container() {
auto c = std::make_shared<Request<protobuf::rpc::void>>(Q);
protobuf::container::StopContainer message;
message.set_force(false);
{
std: :Tock_guard<decltype(mutex_)> lock(mutex_);
c->wh.expect_result();
}
channel_->call_method("stop_container", &message, c->response.get(),
google: :protobuf::NewCallback(this, &VanagementApiStub::container_stopped,
c.get()));
c->wh.wait_for_al1Q;
if (c->response->has_error()) throw std::runtime_error(c->response->error());
}
void ManagementApiStub::container_stopped(Request<protobuf::rpc::void> *request)

{

request->wh.result_received();

RESLFRAY RPCERR S ST, (B anbox::container: :ManagementApiStub EBIKMHTEN
HARSREA T MRESHITHES. BiiassflEILSFETAEE BN Protobuf iEESRIEIA,
XEGEBERITEN. (fI7F anbox/src/anbox/protobuf/anbox_container.proto) #0T:

package anbox.protobuf.container;
message Configuration {
message BindMount {



3

L
2t

required string source

required string target

repeated BindMount bind_mounts = 1;

3

message StartContainer {

required Configuration configuration = 1;

}

message StopContainer {
optional bool force = 1;

1£ ManagementApiStub::start_container() #] ManagementApiStub::stop_container() B&
b, BEEEEEHIRMAY Protobuf JHEF, REEH Request BY waitHandle FRFRREIFE
WEIRIER AR, BEfSI8Id anbox: :rpc::Channel &itE RPC ERFEMRERE, REEFE

Request

B9 waitHandle k.

BEhASFE IR RPC AATMACE, MMNEE®TER, el l@EIEnANERE
waitHandle 1BXIVEME455E, ManagementApiStub: :start_container() #
ManagementApiStub::stop_container() ERFUR[E],

* ManagementApistub BNITSERR EBIULIARE. BHRRENXR nutex_ BER, BLEZEXLE
¥; HRREENRHZE wait_for_al10 , RMNEHES—BEFERMEL, NMRSHREESHETIMNE
It, FERFHEHZER, TXESITEERLOMEER, WaEEERa—BHESEBELEE
R, ERBMERZAEERNNES, SE—BHEZE, RREFRIIEHREM, FHEEH, *

AJLAE—T waitHandle AURITSLI. XPMERBEXN ((UF
anbox/src/anbox/common/wait_handle.h) f0F:

namespace anbox {

namespace common {

struct

waitHandle {

pubTic:
waitHandle(Q);
~WaitHandle();

void
void
void
void
void
boo'l
bool

expect_result();

result_received();

wait_for_all1(Q;

wait_for_one();
wait_for_pending(std::chrono::milliseconds 1imit);
has_result();

is_pending(Q;

private:

std:
std:

:mutex guard;

:condition_variable wait_condition;
expecting;

received;

namespace common
namespace anbox

waitHandle FE2ERRERERY std: :mutex F std::condition_variable RHNEZFGHE, XA

SRR

(S7F anbox/src/anbox/common/wait_handle.cpp) #TF:



namespace anbox {
namespace common {
waitHandle: :waitHandle()
: guard(), wait_condition(), expecting(0), received(0) {}
waitHandle: :~waitHandle() {}
void waitHandle: :expect_result() {
std::Tock_guard<std: :mutex> lock(guard);
expecting++;
}
void waitHandle::result_received() {
std: :Tock_guard<std: :mutex> lock(guard);
received++;
wait_condition.notify_allQ);
}
void waitHandle::wait_for_al1() // wait for all results you expect
{
std: :unique_lock<std: :mutex> lock(guard);
wait_condition.wait(lock, [&] { return received == expecting; });
received = 0;
expecting = 0;
3
void waitHandle: :wait_for_pending(std::chrono::milliseconds Timit) {
std: :unique_Tlock<std: :mutex> lock(guard);
wait_condition.wait_for(lock, 1imit, [&] { return received == expecting; });
}
void waitHandle::wait_for_one() // wait for any single result
{
std: :unique_Tlock<std: :mutex> lock(guard);
wait_condition.wait(lock, [&] { return received != 0; });
--received;
--expecting;
}
bool waitHandle::has_result() {
std::Tock_guard<std: :mutex> lock(guard);
return received > 0;
}
bool waitHandle::is_pending() {
std: :unique_Tlock<std: :mutex> lock(guard);
return expecting > 0 & received != expecting;
}
} // namespace common
} // namespace anbox

EEEEN—IR, BIYIER expect_result() F&EIF waitHandle , EEEFZER— MM,
FH@iT wait_for_al1() . wait_for_pending() F1 wait_for_one() FEHFERNHM. LHIEUE
AUEEREIE, BT result_received) BAIEFIILIE.

anbox: :rpc: :PendingCallcache 2—1\&8, ATRFEEREXTIEKHER, BEEKIEERSR
BERImARY RPC AR R FEREE, XMENEN (IF
anbox/src/anbox/rpc/pending_call_cache.h) #F:

class PendingcCallcache {
pubTic:

PendingCallcache();

void save_completion_details(



anbox: :protobuf::rpc::Invocation const &invocation,
google: :protobuf::MessageLite *response,
google::protobuf::Closure *complete);
void populate_message_for_result(
anbox: :protobuf::rpc::Result &result,
std: :function<void(google: :protobuf: :MessageLite *)> const &populator);
void complete_response(anbox: :protobuf::rpc::Result &result);
void force_completion();
bool empty() const;
private:
struct PendingCall {
PendingCall(google: :protobuf::MessageLite *response,
google: :protobuf::Closure *target)
response(response), complete(target) {}
PendingCall() : response(0), complete() {}
google: :protobuf::MessageLite *response;
google::protobuf::Closure *complete;
s
std::mutex mutable mutex_;
std: :map<int, PendingCall> pending_calls_;
s
} // namespace rpc
} // namespace anbox

anbox: :rpc: :Pendingcallcache ZEREN— Pendingcall FATFEEZEERKAINN TSR SERK
B, ER— map f&fF pPendingcall , ATHEE
anbox: :rpc: :MessageProcessor: :process_data() F] anbox::rpc::channel HIZFEHIAE],
THERSIT, SRhNEE TR,

anbox: :rpc: :Pendingcallcache ZEHII (T
anbox/src/anbox/rpc/pending_call_cache.cpp) #TF:

namespace anbox {
namespace rpc {
PendingCallcCache: :PendingCallcache() {}
void PendingCallcCache: :save_completion_details(
anbox: :protobuf::rpc::Invocation const& invocation,
google::protobuf::MessageLite* response,
google: :protobuf::Closure* complete) {
std: :unique_Tlock<std: :mutex> lock(mutex_);
pending_calls_[invocation.id()] = PendingCall(response, complete);
3
void PendingcCallcache: :populate_message_for_result(
anbox: :protobuf::rpc::Result& result,
std: : function<void(google: :protobuf::MessageLite*)> const& populator) {
std::unique_Tlock<std: :mutex> lock(mutex_);
populator(pending_calls_.at(result.id()).response);
}
void PendingcallcCache: :complete_response(anbox: :protobuf::rpc::Result& result) {
PendingCall completion;
{
std::unique_Tock<std: :mutex> lock(mutex_);
auto call = pending_calls_.find(result.id());
if (call != pending_calls_.end()) {
completion = call->second;



pending_calls_.erase(call);

}
if (completion.complete) completion.complete->Run();
}
void Pendingcallcache::force_completion() {
std: :unique_Tock<std: :mutex> lock(mutex_);
for (auto& call : pending_calls_) {
auto& completion = call.second;
completion.complete->Run();
}
pending_calls_.erase(pending_calls_.begin(), pending_calls_.end());
}
bool Pendingcallcache::empty() const {
std: :unique_lock<std: :mutex> lock(mutex_);
return pending_calls_.empty(Q;
}
} // namespace rpc
} // namespace anbox

save_completion_details() FBF[E anbox::rpc::Pendingcallcache FHINIEF,
populate_message_for_result() FAFIEREBINMANEEZE.SVERE, complete_response() MATF
BRIERANRE], BB RAYSSREE,

anbox::rpc::channel BFFRIWLER, HAREEE, HEX ((UF
anbox/src/anbox/rpc/channel.h) 30F:

class channel {
public:
Channel(const std::shared_ptr<PendingcCallcCache> &pending_calls,
const std::shared_ptr<network::MessageSender> &sender);

~Channel();

void call_method(std::string const &method_name,
google: :protobuf::MessageLite const *parameters,
google: :protobuf::MessageLite *response,
google: :protobuf::Closure *complete);

void send_event(google: :protobuf::MessageLite const &event);

private:

protobuf::rpc::Invocation invocation_for(

std::string const &method_name,
google: :protobuf::MessageLite const *request);

void send_message(const std::uint8_t &type,
google: :protobuf::MessageLite const &message);

std::uint32_t next_idQ;

void notify_disconnected();

std: :shared_ptr<PendingCallcCache> pending_calls_;

std: :shared_ptr<network: :MessageSender> sender_;

std::mutex write_mutex_;

anbox: :rpc::Channel GAaEAEMMEREESHES ID. anbox::rpc::channel LI (VT
anbox/src/anbox/rpc/channel.cpp ) #0F:

namespace anbox {



namespace rpc {
Channel: :Channel(const std::shared_ptr<PendingCallcCache> &pending_calls,
const std::shared_ptr<network: :MessageSender> &sender)
: pending_calls_(pending_calls), sender_(sender) {}
Channel: :~Channel1() {}
void Channel::call_method(std::string const &method_name,
google: :protobuf::MessageLite const *parameters,
google: :protobuf::MessageLite *response,
google: :protobuf::Closure *complete) {
auto const &invocation = invocation_for(method_name, parameters);
pending_calls_->save_completion_details(invocation, response, complete);
send_message(MessageType: :invocation, invocation);
}
void Channel::send_event(google: :protobuf::MessageLite const &event) {
variablelLengthArray<2048> buffer{static_cast<size_t>(event.ByteSize())};
event.SerializewithCachedSizesToArray(buffer.data());
anbox: :protobuf::rpc::Result response;
response.add_events(buffer.data(), buffer.size());
send_message(MessageType: :response, response);
}
protobuf::rpc::Invocation Channel::invocation_for(
std::string const &method_name,
google: :protobuf::MessageLite const *request) {
anbox::variableLengthArray<2048> buffer{
static_cast<size_t>(request->ByteSize())};
request->SerializewithCachedSizesToArray(buffer.data());
anbox: :protobuf::rpc::Invocation invoke;
invoke.set_id(next_id());
invoke.set_method_name(method_name);
invoke.set_parameters(buffer.data(), buffer.size());
invoke.set_protocol_version(1l);
return invoke;
3
void Channel::send_message(const std::uint8_t &type,
google: :protobuf::MessageLite const &message) {
const size_t size = message.ByteSize();
const unsigned char header_bytes[header_size] = {
static_cast<unsigned char>((size >> 8) & 0xff),
static_cast<unsigned char>((size >> 0) & Oxff), type,
s
std::vector<std: :uint8_t> send_buffer(sizeof(header_bytes) + size);
std: :copy(header_bytes, header_bytes + sizeof(header_bytes),
send_buffer.begin());
message.SerializeToArray(send_buffer.data() + sizeof(header_bytes), size);
try {
std: :Tock_guard<std: :mutex> lock(write_mutex_);
sender_->send(reinterpret_cast<const char *>(send_buffer.data()),
send_buffer.size());
} catch (std::runtime_error const &) {
notify_disconnected();
throw;

}

void Channel::notify_disconnected() { pending_calls_->force_completion(); }
std::uint32_t channel::next_id() {



static std::uint32_t next_message_id = 0;
return next_message_id++;

}
} // namespace rpc
} // namespace anbox

call_method() FAF &I RPCIER, XNERENG RPC ERIANR TR EERFH
pending_calls_ A, MEfE&IZEE. anbox::rpc::channel EEFEE/E Protobuf iHERIFESIL,
AN REBESA,

ALAEE—T RPC A ARLRKEIMALEERTHISE, F=FEE anbox: :rpc: :MessageProcessor
TFEIX—ER (S F anbox/src/anbox/rpc/message_processor.cpp) :

} else if (message_type == MessageType::response) {
auto result = make_protobuf_object<protobuf::rpc::Result>Q;
result->ParseFromArray(buffer_.data() + header_size, message_size);
if (result->has_id()) {
pending_calls_->populate_message_for_result(*result,
[&]
(google: :protobuf::MessageLite *result_message) {
result_message-
>ParseFromString(result->response());
BDE
pending_calls_->complete_response(*result);
}
for (int n = 0; n < result->events_size(); n++)
process_event_sequence(result->events(n));
}
buffer_.erase(buffer_.begin(),
buffer_.begin() + header_size + message_size);

XERIBBEIMEAEEZEL pending_calls_ FIRFAIXINAY Invocation , FHEFESSAKEE.

Anbox PR E R SRS HENEIR RPC AR TERE, TERAAERIVENGEIIE
THE:

{ anbox::container::Client::start() ]
[ anbox::container::ManagementApiStub::start_container() J
anbox::container::ManagementApiStub::container_started() ]

[ anbox::rpc::Channel::call_method() ] T
l { anbox:rpc::PendingCallCache::complete_response() ]

[ anbox::rpc::PendingCallCache::save_completion_details() *
l [ anbox::rpc::PendingCallCache::populate_message_for_result() ]

L anbox::rpc::Channel::send_message() J
anbox::rpc::MessageProcessor: :process_data()

Y +

[ anbox::network::MessageSender::send() J { anbox::container::Client::on_read_size() ]

S~ Pt
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anbox::container::Client::stop()

{

anbox::container::ManagementApiStub::stop_container()

™~

anbox::container::ManagementApiStub::container_started()

anbox::rpc::Channel::call_method()

t

anbox::rpc::PendingCallCache::.complete_response()

I

.r

anbox:rpc::PendingCallCache::save_completion_details()

i

?

anbox::rpc::Channel::send_message()
anbox::rpc::MessageProcessor::process_data()

4

Y
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{ anbox::rpc::PendingCallCache::populate_message_for_result()
[ anbox::container::Client::on_read_size()

anbox::network::MessageSender::send()

N N— N— N_—

)
)
)
]
)

S~ et

( — |

E2.2 HA AR IR E



	Anbox 实现分析 3：会话管理器与容器管理器的通信
	1. 容器管理器接受 RPC 调用
	2. 会话管理器发起 RPC 调用


