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ABSTRACT

ABSTRACT

With the widespread use of computer technology, the problem of information
security is becoming highlighted. Information system security is paid more and more
attention by people. In view of the key role that operating system plays in computer
system, the security of the entire computer system relies heavily on operating system
security. In recent years, the Linux operating system has rapidly gained shares in the
server operating system market with its unique advantages. Because of this reason,
however, targeted malicious attacks have increased. At the same time, with the rapid
growth of the amount of codes in the Linux kernel, its vulnerabilities are continuously
exposed. The kernel is the core part of the operating system and its security is the
foundamental premise to guarantee the security of operating system and the entire
computer system. Therefore, Linux security especially its kernel security has become one
of the research focuses in the fields of computer system security.

As for the server running Linux system, a system protection method by the way of
monitoring kernel functions is proposed in this paper based on the analysis of various
existing Linux system protection methods. It limits the kernel functions that can be
accessed by the related daemons and increases the difficulty of malicious attacks so as to
enhance the security of Linux kernel. Moreover, some real-time categorical processing is
introduced for various abnormal invocations to the kernel functions so that the security
level of the entire server system is promoted. During the implementation of the prototype,
the dynamic tracing technology of ftrace is utilized for the extraction of the kernel
functions to be monitored, while the runtime debugging technology of Kprobes and the
alarm response mechanism of Zabbix are used for monitoring the kernel functions and
dealing with abnormal invocations respectively. Moreover, the prototype for monitoring
kernel functions are constructed automatically based on the basic elements and
characteristic patterns of related monitoring mechanisms.

In addition, this paper also presents a classification standard about security risk for
kernel functions, and gives examples of corresponding classification under the prototype
application environment. In another word, the kernel function is divided into three levels
of high, medium and low potential security risks based on the analysis and reference to
the security classification of system calls and combined with related known kernel
vulnerabilities and other factors. Then the corresponding three kinds of processing ways

in the handling mechanism are set up to support the classification of various abnormalities
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processing.

The experimental results of functional tests and performance tests on Linux system
protection prototype show that the proposed method can indeed detect the abnormal
invocations of the kernel functions timely followed by some appropriate alarming or
interception measures. Furthermore, the overloads are not too much such that the method
is verified to be feasible and effective. Compared with other research work about kernel
security, this method can protect broader kernel coverage and it does not need to
recompile and reconstruct the kernel image while kernel monitoring and protection

mechanisms are integrated organically.
KEYWORDS: security of operating systems; security of kernel; system protection;

daemon; invocation of kernel functions
CLASSNO: TP316; TP309
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ST T B S meount BRI FR 10 3R bR B0 FE 1 DLAE AR G IR ER B



JERUEE R 22 AR

H—Bi, EAEREFMER, WSR2 CONFIG_ FUNCTION TRACER EIU#
A, Ha GCC ELITE-pg X WIZHETHwIE, MNMES—PMAZREIA
[ 4b 1% B XT meount BREAIRAR., REXFMHTRBEB LI RNTEENREER, H
HERERENRBCAARSEINARNZF, #Hes—EREERAZNET
HE. AT B REREEX WAZ M RERI RN, firace SZHF T PT1B B dynamic ftrace HLHI,
ZIAE BT AL E CONFIG_DYNAMIC FTRACE 4w iFiE TR 8 A

R dynamic firace #FF/H, B4 GCC FHRZRIFEMESIHH I8N
recordmcount.pl f] Perl JIA K 5347 6— 4~ C 1275 B A5 XA B ELF k15 B LIRE
FTA text BLHF A mcount I ERE, FHFERGBRCHFFLLERFES (re-link)
PR IN— AN FER “_ mcount_loc” BRI LR B . 7E N HSE MEEH
frEe, FraXeeen B8 Eaidgks kKR, AZB3IPIH, ftrace #% 0B
XK ER, BH AN AR R TR A FEHTN nop T8 M EMiAIZa . KI5 R
ERAR S HIE, firace JLFASE RGW KAV E . HHELER, firace 2%
nop 184 a0 B #H N meount W), ELE set firace filter F1 set_ftrace notrace i
JEASHZ dynamic firace FiRBI—Fh B AR, DU R ELER ER 2R 01, e EiR
PR TR B A B AR R 2L, S ER AR IE A firace A HAEAH K BRI BT nop 18
4B # 9 meount A IE meount A B #:4 nop 54 RE. ZIRITIEIF#HY
e BRI RE S RIE M.

2.13 Ftrace it BES{EH

% 2-3 53K 2-4 73 RIB0H T 3HF ftrace R LA RERERES AL EIE . &K
B, ASCRIIMEE A Linux KITHR Ubuntu B4E RGEIATTE X firace 1)
X ¥, LHREHRFENZ.

3 2-3 SCRF firace FEAHELL AR X ARG B ik T

Table 2-3 Kernel configuration options that support the basic framework of ftrace

P B 5 I Pt 1

CONFIG _DEBUG _FS J2 F debugfs 4 R 48
CONFIG_TRACING Ja F % BR B AL
CONFIG_TRACING_SUPPORT JB F AL BREE L AR DR S Hr
CONFIG_FTRACE J& A firace #%0MESE
CONFIG_DYNAMIC_FTRACE J& H firace BASERERThRE

CONFIG_ENABLE _DEFAULT TRACERS J5 BRI BRER 28




R 2-4 FFERBRES DI RERUARSC A IR L B I T

Table 2-4 Kernel configuration options that support functionality of tracer

R PRI T Ui B
CONFIG_NOP_TRACER S FF nop IREF RS
CONFIG_FUNCTION TRACER X #F function FREF 8%
CONFIG_FUNCTION_GRAPH_TRACER 7 ¥F function_graph FREF 2%
CONFIG_SCHED TRACER SRR T AR IR R A
CONFIG_CONTEXT_SWITCH_TRACER 2 FF sched_switch FRER 3%
...... E'E

FEAE A firace A, FIERATHEEL debugfs U RGP B 4 RHE T X T .

# mount -t debugfs nodev /sys/kernel/debug/

HEBIESERIG, /sys/kernel/debug/ T & HIL— tracing H3x, HHPNEFER
frace f& B debugfs IREEHIFTAEHIE O, /AT DU A AR SR S AF kit
TEESRE. ZHXTEHRNMREXIIGEMECHER 2-2 P,

I AR B B S0 current_tracer, FIRE X AT ftrace K H ] tracer LATE AN A
RUPIRERFR K. S350 BLBE a0 T dr @ R EH M7 REUSTF T tracer. AR
MR N A CAER 2-1 T

# cat /sys/kernel/debug/tracing/available tracers

DUSRHY R 45 b PN 2% sR B RS B o), 8 H B EER 548 (function tracer) ¥
KEGTHBCE 74

# echo function > /sys/kernel/debug/tracing/current_tracer

buffer size kb £ L7 78 EH HAY CPU #Z.L AT ISR H X K/ . BN
SN EA CPU M X K/NARL, TS RERERSZ M X K/ (buffer_total_size kb)
A buffer size kb I IEEIR AR S CPU %040, 74h, BT firace XA BIEI
W2 IX (ring buffer), BT RAGEM X R/ TERERBUR K USSP E . anRZEf
XEEETKR, £FERETHNFHD . REHXET /N, B Z RG2S
B Ea, Srl e REULRRABHEHRENIR, AMERA BT ER, 0
PRERGE R eEM . FEBENE, EEREMX KN, FHESHR current_tracer
WHE A nop, JRBIITHEER IR 2 BTSN 18 FE Gr@ B i X K/ o BT BAFE SR BRIV R R
W R, HERPERERN R AT RMER, RiTARFsEaNABEFX KA, B
AIReE o IR TS SR A . BARRB 3RO T B E U ERER A, W RMEA] echo
A4 UL kb NEALHIBE S N buffer_size kb RSLHL. th4h, U0 set firace pid 45
ME M EESREITGERENEM, MAFRKRE.

11
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KRR —RINEE LEZ J5, 185K tracing_on SCHFAE N 1 2 0 BIAT FF /52
IFERER. BT

# echo 1/0 > /sys/kernel/debug/tracing/tracing on :

BT tracing B X T 1 trace XHHINBE SRS M X RFRDE, B UXTZC
AT E SR E RN T SRR RS R . i ST Bl an R -

# cat /sys/kernel/debug/tracing/trace

{8 F shell 74 K121E firace B & AT WAJERAF, (HFZSR HHIE frace t
BUET —ERHEO (FIAAT include/linux/kemnel.h 2% kernel/trace/trace.h 2 S {4
1), ARZIFENZRIET LA RINEE . K, tracing_start()FH RKIT /8 X ERER Y
FCHY, MG i B4R 4 B IR ERAY U T B BRER « tracing_set_tracer() Bk B HI SR 35
SCERERER, FHEXTERERSSHEATIEM BR{F . tracing_on()5 tracing_off()RI{E I NI 73 <5
T F 4 [ tracing_on SCAHIN 1 F1 0, FISREARML S RIGHEHREN TR 5
1% . T tracing_stop()= 44 ftrace B NVIIRE, MFTTe C MERER SR, W
TEI SRR, TH IR tracing_start) X JG 42540 tracing_update_buffers()-5
tracing_resize ring buffer()5r BIK A E 1 X Pk B ABIN R /NFIIRE NG € KD
M trace printkOEREZR AT AL printk(O R4, FAIARIMNREENAZHES
X FHEES, MEiE WA firace MERERSE M X P REATHIH

2.2 Kprobes A iF iR AR

2.2.1 Kprobes iz

Linux WZMAAR #2222, FRAREH#HITHFRSEFRIES, [
B HA TR, DRIEThRe R SalEE k. X TFNARER M S, ATAILL
W R G2 IR A 1 — S R SLELdE inds ) & far S DA RAT W sl SF IR EOR, A
MEEZERE. RECRHHERAREFPITRESLERAGEE . B TAEAE
TENAOERF, BEREKR, HEESHRNESBITHEREFNEM G, A
A BB B R R I S AT S A P I, Freix s 47 et A R TAE R E —
SRR IR RO AT S BN -

e BN AR AR TR printkO A ERIBY . REHATLUAE
P % BE ATz B SC A M R (R B RI3REL, B B T4 — RO A BT BE 2L
MEEEFRWIFENZ, BT XEA SRR BARFARR . ik, Linux
W% H 2.6.9 MGEBIEE R T —FhFTiE Kprobes (Kernel Probes) [I& 1T B Py % 11
TR X PRI B i RR A R, H— MR AR InE A s 87 2ok gl

12



Wt ST AL

HINEEEN L, WMAFFEEFTRIFAK. BT 28RBS HEIR
142 5k, Kprobes JLFBEFEZATH WAL R B BmARET (probe) PH, HRE
e B R ERE, FEBRITTE 7 AT AR K S0 5T.
Kprobes FE¥ £ % WK CPU 280 L&A AMNAISEI . H B AT B CHRF I3
PLE STRFIE BLINER 2-5 BT
K 2-5 Kprobes X ¥ ] CPU ZeHy
Table 2-5 CPU architectures supported by Kprobes

CPU %244 Wi B

i386 SEAXTF, BRI
x86_64 (AMD-64, EM64T) SELEXR, HXFEEMRIL

ia64 AL HexT slotl $54 AR
ppc/ppe64 A HF

sparc64 M5 A SEIN kretprobe (return probe)
arm , TAEXH

mips A

$390 TS

2.2.2 Kprobes 7RI

Kprobes $#2fit T kprobe. jprobe 5 kretprobe & =FhR A FREE, 405 S HEXHE
BB RARN . X8 E R BRI ORI LA K 48 78 2R B0R [ R, HoA jprobe
5 kretprobe 2T kprobe LI, ‘EATEXT kprobe )3 3 FlRF PR3,

(1) kprobe

kprobe 45K 2 X T YRS 44 /linux/kprobe.h 1, 2 EA Kprobes H#Z AR
il 2R A . T AACAS B S HY T FR By S B X 5 A A A B

struct kprobe {

kprobe_opcode t *addr; /* FFER MR */

const char *symbol name; * BRI BR 2 48 */

unsigned int offset; /* Hik RS E */

kprobe pre handler tpre handler; /* ¥ R AT B AN BRI TRET */
kprobe post_handler t post_handler; /* 3517 J5 B AN R AR TRET */
kprobe fault handler t fault handler; /* FE A S IR AL I BRI TR 5T */
kprobe_opcode_t opcode; /* B0 AL SR TR 4 */

struct arch_specific_insn ainsn;  /* 5¥F G K RIS RIAE */

* FE ¥/

13



LR AR F B L 2R

FITiB kprobe HR4TH L B IZEMIER — N LH], AR E symbol_name.
offset L& addr EFERIBEFFRNFINZAME. HF symbol name FEHXRIE
FERHTRNAZRBHNFSE. offset FB NI RS A1 Kprobes FFR M B AEXT T B&
AU RBE . AR ERNERRBEABHENMMERN, FEHTEHFREZ
FB. BEBEENRE, £i386, x86 64 % CISC KAHZE#+, Kprobes FEMR
R HFASKRERN fhit R B#E T 18145, Bl offset FBRIE T ZE &S
RIEE. fh4h, ATDIEERE addr FBORIEERMNME. FL b, AEIHRE
2 H, Kprobes B 2t &8t WiZ 55 R A 2| symbol _name F 77 BIFF 5 XF B2 H)
Hihk, SRETEMEA EN L offset ik E MW E N EEIERHFN Sk, &
iRt S WIEAN LA EMAELHH addr FERP. FEELEAE, WF
symbol_name 5 addr S8 (E, N kprobe e H R FI 45 R1E R .

pre_handler. post_handler 1 fault handler % =/ MREFE4 Rk 7 ARG E W%
PATHRN FAL RIS Z A FEPT R E L E R E . ARIITHRNSLRESZ
EREPITHEE LR, DR RN FEHRTRERCE R
‘BEAT/Z Kprobes HUHI TR A BT, 2L AT AR, BRnT
AIF B R B AR HE R IE T B RSB AL B R B, FRR BN “HEEE T MM T L
BT 5 AR A FR R 2R

/* Wi B AL R BRI AL E ¥/

typedef int (¥*kprobe pre handler t) (struct kprobe *, struct pt_regs *);

/* Jr BALE R B IR E ¥/

typedef void (*kprobe post handler t) (struct kprobe *, struct pt_regs *, unsigned long flags);
/* R AL EE BRI SE T E X ¥/

typedef int (*kprobe fault handler_t) (struct kprobe *, struct pt_regs *, int trapnr);

HEM—NEETES, Kprobes & EZ MR S AR EME (addr) 48
JF18 4 | opcode FEH, FHLL—&HWiiES (101386 ZEMIH ) int3) K JFHE 4/
FANFWERIAFTIESRE. G, —B CPU PUTEZIES M E, Kprobes Ht
REAS 15 B W7 LA RSS2 i@ S0HLA notifier_call_chain v} i
MEREIE CPU 26, FHFRELATHNFFRATE LT XHE, REHEH
pre_handler 54t FTHE AIAY B E AT B LR, HHRPIIT ainsn FERH S5
AR IRTE S BIAS, JFiid debug FHIWTE IR CPU #2HIAL, 48T A post_handler
TREHE AN G B R, BAE RN B FEARRIAT IR EAREHAT . MR
R NE 2-2 FrR.

14



Bt FLE M

e N fith 5 7 N st e, 1% SUATRGPAE
S A 5 y Vi 2 b K| % A = L
MRS /) Kprobes3E /1l — WHATE LB R | —/ i 4

wamEgne O WREE LR ;‘Kpfqﬁé; :gﬁj;ﬁm

i 2-2 kprobe " ’#EZIS%HJJEEE
Figure 2-2 Basic detection principle of kprobe
(2) jprobe
5 kprobe ANEIHIAZ, jprobe BRETN BETE BREAN D ALBEAT IR H— PR R e
FEM—A> jprobe SEB, EHH FRKGKBUE AR BRI S E . MM E AT

struct jprobe {

struct kprobe kp;
void *entry; /* FRmA A b T8 A B A 2R e 2L 09 FE ST */

i3
M LR zE LT AR %1, jprobe %4 1"]1213/':\'7?3?:{ kprobe Eﬁ%ﬁﬁiﬁﬁ?ﬁfﬁﬁ
I, BT — entry BUR, SRR E SRR BN O RALKEHE K. *%
MERPFESHERVREERE - FHNSHFIR . AR R @S &k
Bl kp &2 1 symbol name FESRIEE. LA do_fork() N1, entry Frig A

PR ZR B A] E AR
I* ZEREHIZETIER '7J\ Fxffdo_fork()e& ;f(f’\%wﬁ%mi B */
static long my_ do_fork(

unsigned long clone flags,
unsigned long stack_start,
struct pt_regs *regs,
unsigned long stack_size,
int _ user *parent tidptr,

int __ user *child tidptr);

vEM jprobe FRET AT, H Kprobes HLHISZIL ) setjmp _pre_handler()&%ﬁ%%}}iiﬁﬁ
% jprobe W[ kprobe ¥4 kp # pre_handler. %8 kprobe ¥R Al ML,
BB TE CPU 24T BIHRM 4 A, & J%EENE???%%H&*EW‘H?%%&%J&
1TE&G, RIERKIFEHIRFEZ S entry FasHFTfe MBI RS, AT ZAHE RS
HMR B ER —HMNSHIIER, FrU A EE R RUR 7 6 KR E B AR A8
RN RS E . HEAEREFERRBIFARA jprobe_return(), IR LLATHIEF 25
SR EPRE IR RER I R, P CRUERR I e B BE W IL BT T E
HEE, AR HEIR E R0 A jprobe return(), 75 W) N % Joik B B AT IR -

15
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A, BTRESHR T BT FAEE3E, WrTRedE Ik, AL jprobe FERF
ipi, FIR & fn T 728 SHRHIAEIR A & . jprobe FEHFIZEA RN R I LA 2-3.

— 2 7 N HARE AR

e Kprobes#k#45#(# —/ setjmp_pre_handler
PR IE RS ' WRREREE L PdTentryiERAY
PATHAR RS | N jprobe_return() ] Kb FE B 3

& 2-3 jprobe #REH = AR P R
Figure 2-3 Basic detection principle of jprobe
(3) kretprobe
 kretprobe — il T HRBUI 5 B SO I, HLL M LT -
struct kretprobe {

struct kprobe kp;

kretprobe handler t handler; /* fe AR [B] f5 75 18 F A9 AL 2R R B FR T */
...... /¥ F e */

5 jprobe ZE4LL, kretprobe R g5 M AE AL E T —MRFER I kprobe £ #i{k kp.
EHETHERNERHEAOL, FHEFPEER pre_handler 1 post_handler %5 A1
BRI %L H Kprobes L5 4% B SR ELIN . 2485 3R o6 B9 R AR, kp IR E B pre_handler
WIRATAT. BERFENTELAOBRNRE R RR B, LSRN —
B8 “trampoline” X3IZ @bk, 8RR B E B PAT R IR AR, #HREk
3| “trampoline” X3k, FH &k —AH Kprobes HLH|7EAZVIHLATEIE T1%
X3 H] kprobe Et. HARFHFRNREGREEH ETXER (BFEREME) 2
Ja, BEHIVIE R SRR handler FTiERIMRE. FEitk, APAIEZERE
NAE R EBIT regs return value() BRI B FH L CH A ERREE. &
J& Kprobes f& BT 2 &4 B R IR Bl bt 1k 8 1E 5 B ATHE, HPEEE kprobe
BEHKE EFEPATRIREILML, MABER.

2.2.3 Kprobes B A XHXEO

B Kprobes PAZhZANER A EI T ARMEH, EEZOYSINRAFTEAN
B SCEE, RmiFNZEIHEHITELMECE . FIRCH Kprobes THRER % AT
BHIEINK 2-6. T E UL, Ubuntu KATHREKIAFT /3 Kprobes, TR EFHFMIEN .
% 2-7 MBI H T B Kprobes F AL H A N Zgmfe s O R 2 RAH S ThBE W B .
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K 2-6 SCHF Kprobes HIHEIE X EL B £ T

Table 2-6 Kernel configuration options that support Kprobes

AiC B T 9]

CONFIG_KPROBES J& A Kprobes
CONFIG_MODULES TFB P AT B A SCRF
CONFIG_MODULE_UNLOAD TR BESIZ AT I B8 R
CONFIG_KALLSYMS FRAKFSE

CONFIG_KALLSYMS_ALL

AR SRTUTIENSER

2 2-7 Kprobes # [ i £ JR 24
Table 2-7 Prototype of interface functions for Kprobes

BORFURT

int register kprobe(struct kprobe *kp);

kprobe e M R AR A

int pre_handler(struct kprobe *p, struct pt_regs *regs); kprobe #4111 B AL ¥ o FJR EY

void post_handler(struct kprobe *p, struct pt_regs

*regs, unsigned long flags);

kprobe K4t /5 B AL I R FUR Y

int fault_handler(struct kprobe *p, struct pt_regs *regs,

int trapnr);

void unregister_kprobe(struct kprobe *kp);

int register_jprobe(struct jprobe *jp);

void unregister _jprobe(struct jprobe *jp);

int register_kretprobe(struct kretprobe *rp);

kprobe R4} 4517 A0 2 o F R Y

kprobe B4V 5 BRI AR B
jprobe HREFTE T R H JH A
jprobe REH I £H R R Y
kretprobe #REH 73 BRI R Y

int kretprobe_handler(struct kretprobe instance *ri,

struct pt_regs *regs);

void unregister kretprobe(struct kretprobe *rp);

FREOR R Ja  F RAEE R AR B

kretprobe £ 4 BRI 2R R

2.3 Zabbix REE M R H1HI

Zabbix J2—MNIFUEHAIRE H AR MR MR R . Bhe i BP0
BRRGZH, IR R A E WS E S SRR B R 48 B A RS
HURIN R R, fE R AR, M ERBEAE 1E R R IEH 81T B & ARG E , Zabbix
LB E R R R EEE S N WA EE S

o=y = |

SCHFFTRBANFI RO AR EE 7 SR I R GE T BE IR 25 38 R W 1B L

17
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JEFASE KL AR

—NHAIR] Zabbix LB R EEL R T:

() B, REBREBEM (tem). AIHHIEENE FFERBENN SR, SEMNLE
WRMEAER. CPU ABRESULIEE AEXHFARSESE.

Q) RfF, HRERERBEIN L RERNREEHMASE (rigger). BIfEE—
HEZNMRERHLFMARETH N EFG, BEERAEME T HHER.
CPU fi#ut K. HATERHAFHERETA LR BEXHHIG IR P H I E X
BYEE. SREXMHHE, tigger ELHAL, BHTHHHIAMEER.

(3) ®&j5, FTLAE MR BELEREWMNBNE (action). ZiX MR 2545 fil
K, H EZREH] action 2BEZ AT, MTTHEITHERALE . — MR 87T LASRE —
MNEREANWMENE, LUnBEHITERA, HEEARENFEEESE.

£ Zabbix Mk RT, AP —R AT B E — A i (423 zabbix-server)
DL — NS N M0 (2235 zabbix-agent). IIRHLE, Wi S iiisam]
URR—&HLEE, EEWRTUERSERKRR. —MELRT Zabbix HIERAT
Z LM E 2-4 Fros.

zabbix—server

zabbix—agent

zabbix—agent

3 I

J mlf‘[ 1IHL D#UL zabbix—agent

Bl 2-4 Zabbix 115 RAB A ILELH

Figure 2-4 Basic deployment architecture of Zabbix monitoring system

W M 45 i R 3R ) zabbix-agent 1 FTREENLAR A& AP IS B TR 1B 1 DA K AT
WEm KR4 RE RS R RIREE R E RTINS A, T
T zabbix-agent < EFPHRE MG B RIELS zabbix-server, M#HBIEANRE
HEFNHATEE.

IR T B/S #3K. zabbix-server &4k B #7851 H1 88 1UAH R S35 54
TEfEFE MySQL B FE 1T ALk, T web IRS525 W 67 561X Lo 4 DA 7T 1)

FERBARGH S, RN RATTHAMEE SR, AP RENHECRERESA
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Bt SL 2Rl

AR FERXMERMR , B EE 5 AT LATEAR AT O 45 A 3 77 {58 P 30 B 2 Vi T o 2
TR EEN R &R RBERAEIL, FENANANREBLALET.

24 KREBINE

KZEXTF AN T SR RE T K& B S EOREAT T ROV EHERIAN 4B,
FEAIE firace BISIRERFHEA . Kprobes P AZ AR EL AR Zabbix FRZE 0 B LH . 1X
LR RN EAXH A LS LMET AZRELENRAFIERE T LENEIS
5L RIS
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N BB R & KESRF RS0 9

3 NZRIBEAERENEFRIFR SIS

A E R L —Fh A% B8 BB TE 2 & KRS S5 G 50 AR e REAT AR R R 0
MBS SR AR SR B R G IR SRR B IH O R K. BFHE b, B
TAZREHELS TEX, BEEETERX BRI, BEILLTH A ZE
HIBEE & IR R SRR 2 R R &R B AT 9 B 2 & B3R a R il 1T 40 U048
HRAGAMREEIT R, FTURE URG I NEEZEXNEEZATESER
PERBfE EAH G SEPR SEBL T BE B AR 5 AU AZ B8 B0 B RO VERE 22 & XU S5 4 ) FE AR,
FFELETT e 1 Xt BT 2R Seif T B 22 4 AU 20 4 DA BLR A 5% P A% BR BT 7E B s
SR RHT T R, TR B R EAAKG, WS E—EEE O
SRR N AZ R UL b &= AR R IR R R B

31 RBPRADERBEREXNKETR

3.1.1 RSB

KRG (System CalD) B AZIRELH PSR DIGEZ B8N . A THAT
R ESIS REM KR &K S IIGE, PR EE R A N A R4t
PIXLEThEE R B IR G L FF. HIERMH RS RA R EEEE— 4N syscall
R ARG R, URSGHASEARASRIG RS E R RS mEERERT
NG Linux T HItaAE C FE (glibe) HXTEERGA T H R FELE
BREL. — ROk, BERBELR ESRGATAER, WESEHSER. AFE
VAL, FFARTAE R RGIRALE glibe HHERA XS R 3 35 R 2 .

DL x86_64 ZEFHY Linux 4.4 WAZ AF, HXTHMEMRI RG R HIL 326 4>, EIR
PR B X T B/arch/x86/entry/syscalls/syscall_64.tbl 7 GBI LK 3-1). KW
AN O ER U A 2 SCTYRIBAR H 3% F §9/include/linux/syscalls.h 7.

K 3-1 x86_64 B ARG RARTHAE
Table 3-1 Part of syscall_64.tbl

RGNS FAME FRGUH R LA XF RN RS
0 - common read sys_read
1 common write sys_write

2 common open sys_open
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R BB R F AR

% 3-1x86_64 M RRARKMFTAAE (8D
Table 3-1 Part of syscall _64.tbl (continued)

RGAHS At R R4 XF R NN H R
3 common close sys_close

19 64 readv sys_readv

20 64 writev sys_writev

324 common membarrier sys_membarrier

325 common mlock2 sys_mlock2

3.1.2 BHESESHEFRE

RIS N 7R H 7 AT 7B 48 Linux 2.4 AR W#Z 5111 241 N REIRH
BTN RE RN GRS B R4y A O HEFE . MIE%. B (55 5 H TR RN
MERER, HFEHNG —RNE - REREEELEREERSNRAGHA (K
ZRAFRERAD AT R IRA NS 20 HSRBENE K, 46 Linux B
TR GENSUHRE. #RHE. #REMEE. NEEOULNEFEERE mlsr
OB, O o FAr R O LT T 59 %, IRE T HCWRSARAH S
KU REE AN SH IR N, FEHE AT x86_64 ZEA4IM) Linux 4.4 fRAH
B RGOART T K5 5%.

HARHER, AHGSEPRA LM E RRIEA (BRRE-D, GRS
4y (35315 ) # AR HE R ThBR R 93 AU A SR A . BEREAE SR #R1E . EFE @ A
KERVE. WMBHKERE. WEMERIEU AR EEANNDIGAE. A5 LR ERE
24 R &R N AEER, SaE—KRERFMRM, 4 BRERIT R gIK
5. HP LS RIENR, —RAe% BB BIBEE & X R THR . $ i R G alims
KRG FENE S RS M SASURRERTHE 4, iR XREL. &
i RS ER VRS, FREETT AT RE#E SR AH SV AT NER 4 B SE S BAT N R AR
FARANGE 2, R EREEER. MEZHHNF BT —SiE S EE SRR
A IR BT KU B 4« 7E R g TR N At A B, A RIZE 300 R G0 A B B AR
Sy BARERGE N — /N LRG3 17 1005 AT VAR R B9 .

3.1.3 RAFIARREXERFR D HKRG
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AZ R 2 REE RN RS9

WP XAABRBIETN S, HMLEARSFECUFARTREZNERATREIX
HRR. BE (H) SHEERBMHNRZRAH —BREHEFRESMNZEXE. B
open REAMH R IR Z LA EIMEMAS — MR FFAJRE KL, truncate R
FIRERT LB SN A BRI E, syne RIVFENTFIIENETRAR
[F)25 B RERNT BLSCAEH . EATY T g S BUBUR U WA R AL, BT LI & X
SR RS - M4, chmod 5 chown & 73 BIME B4 # U5 [ AN R LA K J& £ (2D,
MXf T rename R%5 utime RIIRFWHAM S, sUE BEWBIUHRIUT A 2812 IF
XEFE AR, XERIT MBRIE AL E A AR R S, S5 WA PAE 3 s B —ik
B HIET EBk . —F AT SECCHREE BN, 83 B T8 %5 . fFalfed,
unlink & 71 5K £ B A T HDREEH U R, BERABFEEHREXE U HIRE —
TR, 2SR NEER FARMIER, PrEL RN & T 58 — 2.

B A E KB R A LA AL, ST RT Regl SR U8 B AT NI MR R S i
AR FEXR . UL create R H, & LLATE — N E A S IR B
XAFRERFF, HALK A FIBUR S A o, (AAHERR G4 F B B H
£, IRARGWIERNTTRE. B4, userfaultfd, eventfd X signalfd %5 iR H U A Sk G5
R, FAFEMNGE T AE T R R U, JHRBISCHRAR R EAT (BFE
create) 5 open #AF MFT - ILA A ANE], e N — R . GIEERIEREL
MR B A A E R AUT create, T rmdir W R GEMIBR T HZ, HETHE-R. BFH
LB, FH%L utime T &, setxattr R 7 RERIMERN R UM IAEGURBME, TR
B XN BSOS BB —

Fihh, stat RIVREGRBUOCH M ZEEARGEE, access 12 H 7 X5 5E SR
AR, sysfs BEE XM RGIRAUE B . A O X ERBCLRE . BHESE RS
R SCHAR . 3REC fo 0564 FREUYHTI LIE B R A EFEOE R G MK E BE
BEEAGREERELNBMERSAE=H. B, =400 & WIT &3 ST TR EL
& LT AR 2 4 RS ) SO A R 1

TEFRH, ALK AR AN ROZBIRA, ERAKL 1 RAIT A
FERVEN A R EAERIB e R X R XMW T, B RA TR Z 45
MAZXTFr . RSN EARENIAN, FEXMMMBRFIEIASHRF AR

(i write 1 read) 7EfEFART 7 20 R A open SRFTFFHEMN X4 . # R open X5
RIFBEVE P AT B (B SEBR SR8 A open X T B AR BRI & A& F 52 5i=H,
M read i write 85 REW A2 B, B AEEREAT AU e A G
F. LA SO write REEAI T T8 —4%, T read WL K i B (R T 40
NG H o readlink FIRIREUAF SR, N5 read E TF—%5]. X
FeERINE 3-2 Pros.
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Table 3-2 Classification of potential security risk for file-related system calls

AR .

At RSV H A

i

1 chmod, chown, fchmod, fchmodat, fchown, Ichown, fchownat, rename, renameat,

renameat2, utime, utimes, utimensat, futimesat, open, openat, open_by_handle_at, write,
pwrite64, writev, pwritev, truncate, ftruncate, fallocate, sync_file range, sync, syncfs,
fsync, fdatasync, msync, unlink, unlinkat

2 close, dup, dup2, dup3, flock, ioctl, memfd_create, mknod, mknodat, mkdir, mkdirat,
rmdir, creat, symlink, symlinkat, link, linkat, quotactl, ioprio_set, chdir, fchdir, chroot,
fentl, 1seek, poll, ppoll, epoll_create, epoll_createl, epoll_ctl, epoll_wait, epoll_pwait,
select, pselect, pread64, read, readv, preadyv, readlink, readlinkat, sendfile, umask, setxattr,
Isetxattr, fsetxattr, removexattr, lremovexattr, fremovexattr, io_setup, io_destroy,
io_submit, fadvise64, userfaultfd, eventfd, eventfd2, signalfd, signalfd4,
perf_event open, name_to_handle_at, inotify init , inotify initl, inotify add watch,
inotify rm_watch, fanotify_init ,fanotify_mark

3 access, faccessat, newfstatat, fstat, fstatfs, getcwd, getdents, getdents64, Istat, readahead,
stat, statfs, sysfs, ustat, getxattr, lgetxattr, fgetxattr, listxattr, llistxattr, flistxattr,

io_getevents, io_cancel, lookup_dcookie, ioprio_get

FEREREAR B o, ARLE ] B2 BT AT RSB 2 B 48, T BERS MR BE RS IE
IS TR AL, PUR AT REE SO R AR B IR A5 U5 B I s B &8 T i KU s B
1B 3-3 ffizn, B 70 execve. kill LK setuid RIIE G RARAIN, HEK
BURRRR AR E T —RAT. L uselib AT LASCILE S SR E M
#, 1M ptrace W FRVFRERE LB R BOBLRR A0 17 S m K AR L 2 ek . phsh
ioperm F Gt 1A IR B B 2 BT BEREXS I O A0 U5 R ALER, dopl W FH R ESCAR 24 i #E RS )
VO Fif Al PERIY RBIGUBBORIEDS, BAERENEEZERE, FHE
T 3R AR RN WOR A dopl, BRDAECRERSAR T FEAN SRR A /O
MR RF B 5l U7 R AL PR, XU EEAR I 22 I P T A BE /0, AT A BE-T BUR ST it -

BERESEROEE RN LB e W RE SR UUR AT MEH AR LR I B AU
BAERDEREMXRGAN . fork M RAGIE THRERE, EWREERMEH
exec J&RBREUN TR INECHT B[ HAT IS ECRE R L E RS HAAR T ERAT
N, AL PAT R R 2K T KRR e S0, A& HR 22 Eilh.
AL HERARIETRE fork THEBREERRSGTE, BHEEEEHER
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FRRBMS HFAEKR, BT AE = F. seccomp KA {EH BIRTTREF B
TEW RGRIE, BEREMENZIRRHAC#E, e TE 4.
KRR FERFEAREEHENREXRGEE. BITHRAEMHEXEER.
FIRERBE A SRAENESHEIEBURE BHEXM ARG AN . 0 geteuid R 5
BR A R SR IR B FERUERE B, getepu FIZR TR L HIETEW D CPU L,
sched _getscheduler & 8% bR £ BE SR ELHFE VR HIAH K (S B, sched_rr_get_interval 3%
B0 55 FE IS (8] K/, getrusage 5 getrlimit AR5 23RS BT VR A S5 IRHI1B
. ENPERILFAFERERE. #ERKAAH SSRGS RINZFE 3-3 FiR.
* 33 HERRAFWAIBE L& NG FRL 2

Table 3-3 Classification of potential security risk for process-related system calls

B
s 4 ARG AR
1 execve, execveat, uselib, kill, tkill, tgkill, ioperm, iopl, ptrace, setuid, setgid, setpgid,
setgroups, setsid, setreuid, setregid, setresgid, setresuid, setfsuid, setfsgid
2 fork, vfork, clone, brk, exit, exit group, seccomp, pivot root, sched setparam,

sched setscheduler, sched yield, setpriority, setrlimit, prlimit64, vhangup, shmetl, shmat,
shmetl, shmdt, semget, semop, semtimedop, semctl, futex, arch prctl, set thread area,
modify 1dt, sched setattr, sched_setaffinity, set tid_address, process_vm_readv,
process_vm_writev, setns, set_robust_list, migrate_pages, move_pages, unshared, capset,
personality, pretl, wait4, waitid, nanosleep, clock nanosleep

3 acct, capget, getegid, geteuid, getgid, getgroups, getpgid, getpgrp, getpid, gettid, getppid,
getpriority,  getresgid,  getresuid,  getsid, getuid, getrlimit, getrusage,
sched get priority _max, sched get priority min, sched getparam, sched getscheduler,
sched_rr get interval, kemp, sched getaffinity, get thread area, getcpu, sched_getattr,

get_robust_list

MA@ E R ARG AT, R E R K EE S EHRD rt_sigqueueinfo 5
rt_tgsigqueueinfo %éﬁﬁﬁﬁ%ﬂiﬂﬁlﬁﬁl_ﬂ SEAEES — 2. HENE SREY
ExTnELmiAHE, BTE 4. SHPHRAEREMHEEFERES

(rt_sigpending), WEMAIFEN BAKESH4AETTN (it_sigaction), A SE
B4 ERE S (rt_sigprocmask), B 15 AT R E/FEE S IUFIK (pause)
LIRWE alarm {55 ER 2% (alarm) &5 kA, W ERAII SEEIBESMKXRRN
BRI 7528 — 4. Wik 3-4 B, 28 B TR(R RS 2 A B 2
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Table 3-4 Classification of potential security risk for system calls about process communication

s .
sy REWHH LK

=5

1 rt_sigqueueinfo, rt_tgsigqueueinfo

2 rt_sigaction, rt_sigpending, rt_sigprocmask, rt_sigreturn, rt_sigsuspend, rt_sigtimedwait,
sigaltstack, pause, alarm, msgget, msgsnd, msgrcv, msgctl, mq open, mg_unlink,
mq_timedsend, mgq_timedreceive, mq_notify, mq_getsetattr, pipe, pipe2, tee, splice,

vmsplice

P28 FR G 3 XU R G TR LG8 socket R MAHKERAE . FESUEITHFE
i 4. AR RS B R ER . B AR B SR . XS E
HABEE socket HRIE RELFRE. RESTRAE 3-5,
% 3-5 MER ARG ABER SRS IR 5

Table 3-5 Classification of potential security risk for network-related system calls

K o
sy /i;}ﬁl}%ﬂﬂ%gij\
¥
1 accept, acceptd4, bind, connect, listen, socket, socketpair
2 recvirom, recvmsg, recvmmsg, sendto, sendmsg, sendmmsg, setsockopt, shutdown, bpf
3 getpeername, getsockname, getsockopt

HERFFFRRFIRA T, madvice R W IR 38 5E AL B A7 18 2
W, XA AR SRR T BIUL AR AL 58 B A A7 5 &5 A R BB gERE > A s
KR kKA. UG HE T HE—RHF. 58 250N E BAFE N A HCEE. W
FHURAE UL S — S mT BT AT G U M e (Ui B S AT BERR 1 N 7 52 E
A7 B B L& R AF DT DT IR ARFP A D o AR ARG 01 ) 32 22 2 — LR U AR (5 B 2R 1Y
R . WEKACH AT R LR TE I A TP 5RBE (get_mempolicy), AR HATHIENE
WATFRNHEEEHANGTH (mincore). WIEFXKRSAT AN R INZE 3-6 TR

* 3-6 NIFRRGAABEREXRZRL S

Table 3-6 Classification of potential security risk for memory-related system calls

I e e
%é}]{ /%éjﬁlfﬁ ﬂ%g$f N

1 madvise

2 mmap, mmap2, mremap, munmap, mprotect, set_mempolicy, mbind, mlock, mlock2,

mlockall, munlock, munlockall, membarrier
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% 3-6 NIERRGIABBEZENKERL D (0
Table 3-6 Classification of potential security risk for memory-related system calls (continued)

s
ER

3 get_mempolicy, mincore

RGAM AR

B 7 LR or3E5h, RITHRGAM T AL - LR RE. BRI, ¥l
B B AN LA B key, INECHT A0 A ARIREGE £ O WRRRRER, FERETAIC
HRZBBER ARG, BRG], ARRTERGRESH,. ER A%
T HINLE B B RS INBGT WAL, DA B H B X S AR RG]
SEME. ATAME RS A R AE . SR BB IE N BIE i 28 REVBRAE. RE
swap B4% M AT 1E swap ACHHLHISF W] BEXTRBAT A E MBMEH BRI &5, BF
T EME R AR, BF RanE. B AAREAREBELZEXER
BAER N e ThEe KA B =0 . T RIE IR 3-7,

K 37T HEAGHMBE R SR EFHL 7

Table 3-7 Classification of potential security risk for other system calls

Qﬁ ARG AR
1 request_key, add_key, keyctl, init module, finit module, delete_module, mount,
umount2, settimeofday, clock settime, adjtimex, clock adjtime, _sysctl, restart syscall,
reboot, kexec _load, kexec file load, syslog
2 setitimer, timer create, timer delete, timer settime, timerfd create, timerfd_ settime,
setdomainname, sethostname, swapon, swapoff
3 getitimer, timer_gettime, timer getoverrun, timerfd gettime, getrandom, gettimeofday,

time, times, sysinfo, clock getres, clock_gettime, uname

32 RHEBBERENRED R

X RLCT R G RV AE 2 e KB4, A SCRIPRR AR ER 7 e e (R
=B R RGN o, ScIlm X RS DR AR e 3. HET A
WA A 7E AR R R A & — S 2 S USRI R EUR TR AR 2N
SR AR RGAMSEITY LA ZREE -2 EWERRANRR YR
TARE A Z A MR R . TR R BT AS IS5 & R 500 R ebnrE skt
TR R FE, —REVARDI T B 2 X EY . R/ T ER R,
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FERNEHET Linux 4.4 IRA A BRIRRD#AT EA .

3.2.1 SR RGN RZE S

BAME, LIERAKRASFANAZRHHAEAREERZE R NZERH
FEZREMENR, REMXRSGRATIGEMNTIIEFHEISEEM. B4
ETRARAEARTHNENAEEERBRZERBNIAR, UK EFR KL
SEHRLEAE “BEARR” AR, Frigta LR ER, FERMEAAZREHR
ARG ARADGEAZTHEIIAN DZE LI T 2R ER MR T “HEmA
BAK” MFEHRUWR—ANAZBHREEN RS ZEXK RFA AR SE Y
FKEBIER, RN N5 —BRIERZEREEANARGRAER, NENESHIIER
TREREXNEEZHINZRE. XEERJLANBERBNERESERRGHEE
1T RAZIEREF AT, SR B4t B v KU 2R 4 1R A T IR 6 v XK P A R B A S
(143 Ko AR 2T BRI 51 BT ¥

(1) WIEZERAX RS

HEZIERMRM =N RS (init_module. finit module 1 delete_module)

¥ %€ AL T /kernel/module.c H. HH init_module I X UTTF FT7s:
SYSCALL DEFINE3(init module, void _ user *, umod,
unsigned long, len, const char __ user *, uargs)

{
int err;
struct load_info info = { };

err =may_init module();
if (err)
return err;

pr_debug("init module: umod=%p, len=%]lu, uargs=%p\n",
umod, len, uargs);

err = copy_module from_user(umod, len, &info);
if (err)
return err;

return load module(&info, uargs, 0);

}

X & —/NE1L SYSCALL _DEFINE Z3R5E X IR E, NG FER, HiFSs
HAT— RPITAEE, HAAERK sys_init moduleBRE IR A . %R init_ module
RERHENZTRIAD, ZH P A#EEH init_module R4 H 5B int 0x80
o4& UBBIAZESYIN, RASEERT RGREARIKEIFF A sys_init_ module()
MM FT RTINS TIE. ZBBREHNRBREM O TR EFEE=1AS:
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umod £ NG ERAFEORE BARSCHE (*ko) 7EFI P 2SI M AF AL, len FISRIEORIZ
SCARROKE, vargs TR 1 2 25 A s (o A S SRR SRET

asmlinkage long sys_init_ module(void _ user *umod, unsigned long len, const char __user *uargs);

7E sys init module(Q R R EAF, may init moduleQEEA TR E LTI HER
BEA MR AZER KR (CAP_SYS_MODULE) P K H4 8 A% 2 & AV IR
B, T copy module from user()ERi N 1 T340 & fr I EUE SR A 2 &M 31 H# 1T
FAZTN, BEEIZ SR —LE ELF {5 EIGE RFE 2] struct load info ZE%!
RIEMAEST SR info F. BHEETETEMSE, &G H load module() B £ 58 A&
init module) R4 A WISLBRINRE, B4R IRLF IR B H5 U SRR B 1T WA
W, R P 96 S FI B STk i 5. load_module() R 7 ARG UTT -

/* Allocate and load the module */
static int load module(struct load info *info, const char _ user *uargs,
int flags)
{
struct module *mod;
long err;
char *after dashes;
err = elf header check(info);
if (err)
goto free copy;

/* Figure out module layout, and allocate all the memory. */
mod = layout _and_allocate(info, flags);
if IS_ERR(mod)) {
err = PTR_ERR(mod);
goto free copy;
}

/* Reserve our place in the list. */
err = add unformed module(mod);
if (err)
goto free_module;
err = check_module license and versions(mod);
if (err)
goto free unload,

/* Link in to syfs. */
err =mod_sysfs_setup(mod, info, mod->kp, mod->num_kp);
if (err < 0)

goto bug_cleanup;

Hrr, elf header check()BRi#iG A AL — Bt Hlkg R & &%, RMES
ILEC 40 R4 LK ELF lRAR B IER . B/ layout_and_allocate() i HUH 4R
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PEREHR ko XMW ELF R, ARPEEFERMIAIER (section) i+H B
PLR Sy BChbE 25 (6] . X RIS IT WX FIETIR . 2A)5 layout_and_allocate()
£ H move moduleQRECKE IR XTE info FEFREEEBI R ERRELY
struct module KB ZE AL 4 HIB4T mod IR[E]. ZELHIEE L FTINEBIR
A LEFR. WBEREIR. VBRI EMERLR T4 5E. BEE,
add_unformed_module() B8 $E T R 7 1E4 5T — R E0R B ARG ESZH D
AEMEXHEEAT. PR AAREEERPERTTANITRERY
list_add_rcu(IG RS WA BB AZBERERT, PIAHEM mod_tree_ insert()E
UG R AR N WA BRI . L5 check_module license and_versions()
A SRR AL AR A(E S, mod_sysfs_setup(7E sysfs {4 RS+ iF Mt
AR, ML &5 8 do_init_module() B £ HI 5L B TAEN 2 &8I do_one_initcall()
RECREIR A B XEEPIS RS SIS FETELET M.

B—ANRRIMBERGRLZIRA finit module LM _EAHM T &R init module
MER, HAoWHPEESEREISUES MR SR FEAASTIATEM
SE 0B s 9 A7 I RS R, AT A . AH G E TR

SYSCALL DEFINE3(finit module, int, fd, const char _ user *, uargs, int, flags)
{

int err;
struct load_info info = { };

err = may_init_ module();
if (err)
return err,;

pr_debug("finit module: fd=%d, uargs=%p, flags=%i\n", fd, uargs, flags);

if (flags & ~(MODULE_INIT IGNORE MODVERSIONS
IMODULE INIT IGNORE VERMAGIC))
return -EINVAL;

err = copy_module from fd(fd, &info);
if (err)
return err;

return load module(&info, uargs, flags);

¥
AR, EREBATHLES init module ZEA—E. FIAREMEZ, BHEHREL
#E+ N BN %26 H copy_module_from_user()A“ B #,2K%{ "copy_module from_fd()
RSLIW, o SRR BIAE B N ER T/ N FE#E 55 load_module() BRI ER 5E Al - sys_init_module()
PA K sys_finit_module()H] R i R ECGR X R E WA 3-1 Fix.
B LA EE S48 BT 40, init_module #1 finit_module R4 H 7 A #Z A SCELE 2
I R-EANBCARE R B . sys_init module)PA K sys_finit module()2 B
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WEZTHIBBEIA L. load module()2 LHER MBI LR IE RS, THPIHAK
layout_and _allocate()~add_unformed module() A X do_init module)N 2B NEE K
ThEeM 7. 534 do_init_module()F i FH#) do_one_initcall()Fd K J& ShAE S ¥ 46
LR, B THIREBIEANAZRE.

may_init_module

copy_module from_ user/copy module from fd

4:\ layout_and_allocate }

( ] r : v | list_add_reu
1 add_unformed_module ]\:,77
|
{

mod_tree insert

sys_init module/sys finit module

load_module

one_initeall

B 3-1 BB RSN M)A R R RRE

Figure 3-1 Corresponding kernel function call graph of the module loading system calls

5 iR RGARThEEM R, delete_ module FISREIE Cnsifith, HIEEHRIT
PFELL sys_delete moduleORRFCAAN O, L#tTEHIEARIEE . BEHRLSH#E N
BN R SRS TIE, 25 H find_module(VFR¥E R H 2 3 FAH R 1 module &5
IRSEf), HHWERR BT AT RPIRES . BEE UHRHBEREE. REHR
Rl try_stop_module() & #1% \EBIHGE AT I AT EIRR . B /5 SE A — LR B IR R 25 14
HEZERETE NEREHEETUEY, AEREBERFARHPHE L CEBERDN
WAZ R £ E+E sys_delete module(). find module()F try_stop_module().

(2) XM HEKXRGTHH

open RFLH FHTE A H BIA O K3 sys_open( BB ER TN T -

asmlinkage long sys_ open(const char _ user *filename, int flags, umode tmode)

FEIFEHL, ZBRERE XL SYSCALL DEFINE fﬁﬁi?itﬁz—“t%miﬁﬂqﬂ
(/fs/open.c), HEENZmFRHITRIF. MHXE X TF:
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SYSCALL DEFINE3(open, const char _ user *, filename, int, flags, umode_t, mode)

{
if (force_o_largefile())
flags |= O LARGEFILE;

: return do_sys_open(AT_FDCWD, filename, flags, mode);

A]LAE t, open RS BIE 5% TAERZ H do_sys_open() A 1% BRI AR 52 i H -
FERE XN . ZEFELREES, build open flagsQOERF LT — RIIT IR EHE
BFER, MAEENRNRESITERIE AR5 getname() R HOK 18 UH 42 M
AR EREINZEEG . BHEEANHEE, get unused fd flagsORF S E M AT
TR AT T S0 3R F6 78 2 Aol 58 — A i R gl 48 F O SO R 747 41 Bl 45 B 4T 9T Y
Sk, S do_filp_open()#4i@id path_openat()i ] get _empty filp() BRI KA A H
RIAFXT R struct file 888 B9 45 M4 SL ) 3F 1R [B148 A i SE 1B Ha4E, MRS T
RS FT TR

long do_sys_open(int dfd, const char __user *filename, int flags, umode t mode)

{
struct open_flags op;
int fd = build_open_flags(flags, mode, &op);
struct filename *tmp;

if (fd)
return fd;

tmp = getname(filename);
if (IS_ERR(tmp))
return PTR_ERR(tmp);

fd = get unused fd flags(flags);
if (fd >=0) {
struct file *f=do_filp_open(dfd, tmp, &op);

return fd;
1
J

file &5/ ’JM&JJ/IH?/G A AT H XS L EA S R, AeisHE {K? AT
B3, RARAREEHRGHETUUBIT T SRR IEN R, BRARTHES
KM BRIERERNS . BT A file 514K H R AT T IERNEZ L, BZH
BRI R AEE RBER, NHAREEREXNKEAZER. BFF
sys_open(). do_sys_open()~ get unused fd flags(). do_filp open(). path openat()LA
X get_ empty filp()-

BB, create RGBT RAFA K TP ERKEES, HZHKH
WNIZR AN L8 T HEXK . (HEL EHDREREEETHA sys_open() ki #
RKELILK, FrURIBEE KRR, create BISEIR A K 1) < B8 P4 A% iR S XU
SRIMNETRAKEERE. HRZADERE sys_creatORIE LW T+
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SYSCALL DEFINE2(creat, const char __user *, pathname, umode t, mode)

{
return sys_open(pathname, O CREAT | O_WRONLY | O_TRUNC, mode);

}

52 KRB FIiEH read 5 writeo BEATESEM sys_***() (**XfNALEK read
5 write) HREFHEARE, REEHREAEFIET fdget pos()5 file_pos_read)ZK3K
ER A 7 28 (A4 N B SCAFE IR BT BT X LAY file ST RAAER SRS E . BEREHEAN
vis_***(OBREHT LR S RE. Rh HAS#EIT X SRR ESHES TIE,
RIEFAFASRMERAThHEERE vis ***(0. HEMEAN file ¥R EBEH
file_operations 45 #1525 1 B 18 B I (A B ST {34 BB S de £ SR B 5 Bk 3L
T RGAHR IR E S R A, #ET 58 S R S S 8 4E . B BRI 40,
7E read 5 write AR B SEIEFE T, BN N BREUERFE sys_***().fdget_pos()
SHSEFThEER B fdget pos()~ PAK vfs ***(O5HLFRINEEREL  vis **+*(0. H
H fdget pos(E IR FIAT B HEREER RA VAR read FIEA, EHBEEAHKHN
JER, ZAZREA BN N B SIBELE X . read A1 write REEIHAXT S A
BREPITHRRME 32 Fin. ABAREE, ENPTREHELZER.

[

]
fdget_pos

file_pos_read

P [
=

access_ok

v

J rw_verify_area ‘

! file_start_write l
S
! __vfs_write

b

’ e ' l write l

I

F 3-2 read 5 write R4 X B A% R B BAT B2

Figure 3-2 Execution path of the kernel function about read and write system call
HTREEERE, EHRATTE - IMAGRBERENEERN RS
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P BRI W R B R P B R SCHDE R AT . BT LABRAT IR B 5h,
A IA T3 4151258 B o w5 R G0R R X R AT = R % R . (LR 3-8)
ARt AT FR
3R 3-8 Bl AR E R F G FE X A0 i XU A A% B 4T
Table 3-8 High-risk kernel functions corresponding to some high-risk level system calls
AGURA BIREIERMN AR
chmod sys_chmod, sys_fchmodat, chmod_common

gxecve sys_execve, do_execve, do_execveat_common, do_open execat, bprm_mm_init,
exec_binprm, search binary_handler, load_elf binary, start thread

kill sys_kill, kill something info, kill pid_info, __kill pgrp_info,
group_send_sig_info, do_send_sig_info, send_signal, _send_signal

setuid sys_setuid, set_user, commit_creds

socket sys_socket, sock create, __sock_create, sock_alloc, inet create, tcp_v4_init_sock,

sock_map_fd, sock alloc_file, alloc_file, get empty_filp

bind sys_bind, sockfd lookup_light, sock from file
listen sys_listen, sockfd_lookup_light, sock from_file
accept sys_accept, sys_acceptd, sockfd_lookup_light, sock from file, sock_alloc,

get;unused_fd_ﬂags
settimeofday sys_settimeofday, do_sys_settimeofday, do_settimeofday

syslog sys_syslog, do_syslog, syslog_print_all

322 HFEEHRREARZEY

%%EE&%M@%%%%%NW%W%%%ﬁ%%ﬂﬁ&ﬁ% R
ENXEGFR IR MR ORI AR A X R B Bl
gl CVE BRICAYRIH ATAR A WAL B 2 2 0RiR N 0 SRR s — 2B,
SRR R B T R AT IR, & S WBGEE M SRR, BT LR A A s
MzelEg. HhEsRBmRAEZRBYIGEEE BT RREHEHE R
PR . — BB RGRCA R B AN A 2 A 4h T e Mol A, R4t
ZEPW S ZERFE . Linux 4.4 FATE & 19ER i KA < B ] L EE % A

3.23 ZREHREAZEE

FEh, —ER RS OHBIR. REHIHIEZSMOBI N R, WET A KT
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TR ES T RESUBRNZREM (A% 3-9 Fin) BAZE N 5 BB E R
EXEERT .

* 3-9 AR EUR R
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Figure 3-3 Invokation relationship of kernel functions for getpid system call
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Figure 4-2 Process of obtaining a white list of kernel functions for a particular daemon
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Figure 4-3 Automatic generation of source codes for kernel monitoring module
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Figure 4-4 Zabbix monitoring architecture in the prototype system
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B, NS EEMERNEE (BFEREEEMM sendMail F134T 4t
HPA execShell). H 1, sendMail SFTE A RHE, RITAESE LR KB
B RSREER . execShell R 5 Warning SFH MK SRIITHE, ATESTE
A R R RE AT IR T IR 5 A% L TR AL B AR .

XFE, HNREBESR AR E R 0%, Zabbix ERWRIEX M
WWRMERIRE, RN NATREE, HETHEBMALE.

NI Zabbix MGG TN ITRESESLAEA T REMLFAL:

(1) I R¥EME . BT Zabbix AYE B DA T U R s B SR A1 S R 1%
BB, FTUAHBRARAIINEBEIRM S, @it Zabbix BF IFHEE UL MBS AT
BEAGE, EHATHENEE R EERRSFREEEABAESERARTEHE
SLEAEEET7 50, thAh, Zabbix XFEZMEETN, BEESGLIAEHE AN TS
%, EAIAANEMERN.

Q) EAY R, H8) Zabbix ETRKXRERAHENG TSR
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J&, T H Zabbix MU T 32— G188, 0] MA T — Ao L.

45 [RBUE

AT EREHERANNEEHE, AERSHALFRAEHNELRSSE
WEHHAT T NREF IR N AR RS R, BIME NS RS ERELEIRT.
FASEIR 5528 R S BC B A P Intel(R) Xeon(R) E5-2620v3 2.4GHz AbFE 88 DA M 32GB
M2, Ubuntu Server 16.04 LTS x86_64 ¥{E R %1, WAZARAA Linux 4.4.0, Hiz{T
RS HREIE ftp B HEIE vsfipd, DLREERERSHIE xedp. BIHFREHITE
BHEIRMA 4-5 i, HA, hwmmmﬁfhﬁwTﬁ%ﬁ

f\ ﬁﬁn
T

BRES IR IR LR (1 42 i
L

FRILR %LEP AP N A% R wl

AT AR R D SRR 1 44 O R R T
EE GG

AR M 1 BB 4 B P
TP LT IR SRR i

o o

Bl & Zabbix i % R /fi

l-
(&%
& 4-5 F?‘*”?F’JEJIE

Figure 4-5 Process for prototype construction

4.5.1 SIXHFERSEIZNAZE R BB RAYIRE

FERRS#S B HAR], R A ftrace AL, £1X H _IiE4T FIPIANR 5 3EFE vsfipd
5 xrdp, FFR T AMNEANASIERE, HomidxE&E T BEMTRMANE A
BRERIAE IR . OCT vsfipd R IEERERGE R v R WLK 4-2 FoR, HpdrE#aH
SRR FHTREHEEEL., HERE. REHLmBR L REREELERS.
£ 4-2 KT vsfipd {] firace [RIRFRERE R B

Table 4-2 Original tracing results of ftrace for vsftpd
CPU

HEAPD o W& WA E VIR AN Tk S B R
vsftpd-2096  [004] d... 8127.453190 finish task switch <-__schedule
vsftpd-2096  [004] ... 8127453191 lock_sock nested <-inet_csk_accept
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F 4-2 KTF vsfipd ) firace [RIGIREFE R A B (8D

Table 4-2 Original tracing results of firace for vsftpd (continued)
CPU

HEL-PID  gma & AR AT AR IR
vsftpd-2096  [004] w..  8127.453191  cond_resched <-lock_sock_nested
vsftpd-2096  [004] . 8127.453191 _raw_spin_lock bh <-lock sock nested
vsftpd-2096  [004] 8. 8127.453192 _ local bh_enable_ip <-lock_sock nested
vsftpd-2096  [004] .. 8127.453192  finish wait <-inet_csk_accept
vsftpd-2096  [004] ... 8127.453192  raw_spin_lock_bh <-inet_csk_accept

vsftpd-2096  [004] .s.  8127.453192  raw_spin_unlock_bh <-inet_csk_accept
vsftpd-2096  [004] .. 8127.453193 _ local _bh_enable_ip <-_raw_spin_unlock_bh
vsftpd-2096  [004] ... 8127.453193  release_sock <-inet_csk_accept

TEEA -, 5B Shell BIAY R AR ERER G REIR IS T 04T, SEARIUE R
FHETE vsfipd 5 xrdp M E & B NAX R Bl A 2224 S0 2165 A CRSCRTA BRI
4G — AT — AN R B SO S SO SO AT D . ER— 1R,
PRI I IR] & I B 42 5 e B AR W 46 09— BRI [A] YR s 35 i, (BB 35 I [B] R HE
%, WMESEITE, B2 TREREH, o ANRERBTRE, NI
R X IR A UL, IRSSSEREAE IR B A BB L T BT A B N AR R EGR JR
[RT—EnEAK, BHX-—JaREREORHRTRERRFROL.

4.5.2  SMEAKIEPIA%LER B SR AV ER BRI ER

KT IMEPCR R BHER, FHERBERFZJAFERD RGP UK T A
BRSO T B B B B, & SR B R SRR XN IR IR B — R K/ R RS TR] 2D 15
F0) JERERRS () v, ANT/R AT R AR SR AIL R E K. WAL E
MANGTE T, /BRI T RGBT+ =0 20 AR EUR R ERER SR, BAAR
BNk 4-3 BR.

R 4-3 FERE A RERER G 45 R T B

Table 4-3 Part of tracing statistics in a time slice

WA A EL
_cond resched 15138
__schedule 7494
enqueue_entity 7136
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43 KERFANBRERITERFR (8

Table 4-3 Part of tracing statistics in a time slice (continued)

A R4 B RE
handle mm_fault 6847
dequeue_entity 6806
mutex_lock 3861
vsf_setpos 1

MERFTFLLES], WS schedule)TEXT M AR 8] 7 N80T T 7494 X
FHx b, ZRBES —MRERN AR REOARRSKEEE K. RERET,
__scheduleQEZ A FTTHEMRE, MRS LRCEEEAEFMESDIHRAEERE,
TR R AR B R WK ERR A« RURRSREBEF TS, B8R, XK
BHNEESHTEHERE.

N B AT B A A B N A% BR B, TR SR BB AR L R ST E , BRA
HEEMEG X RENDIMERIFE (5HREEREHEFHE RXTRE
WHRRRE (5MEWARBEEIEAEI. Wim, ELbRaERT 24N FE
REME X RNEM EEF - NEEaNEE, FREBTFHAZ TERAEANZ
BEELGHEIBREINZREAETE L. Ak, AT EREEE R, M 2000
RITEE, LA 50 ROAZIE AL, RERMEIUR SR R{E, HEH shell FIASRS T
IR ECR T S0 RE ) N R ECEE, RS ot s Rl 4-6 Frs .

6000
5000

4000

SZRFISREERL IO N S

& 4-6 SR BI{E S B R [R] R &

Figure 4-6 Relationship between the calling frequency threshold and the number of functions
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MWEIFRATLES], AZRBHER ARSI ENHDSME L7 EY, H 50
REARERASKBIER MR #2223, JBEEERRTE 50 XELTR,
R ERE BE R T REMR IS K, RAEZNEINESN R L IR B
HAlR], BTA SR AT B AR R B S 4 (6123 D). BAJETE, 50 RELT B BIER]
/NUE T I E-F U HE 52 A% R 2P B BR B9 R B E O R IR IS i, T 3 B
HRARREM 2R LT . Mg 50 UL ERRECIRIME, REEE B EE
T KRR RN E , SO IRIREN T RBEIFAKR, EEXMELT, £k
IEA RS BAMERESRIZITBE, HIRRE T ARG RERPITE RIS HE
WE ETre Flk, ASCIEE 50 RAE Y BB SRR IR 73065 4 BR IR 45 5 AR AT 2Ry
g, mEICEMG IR 3618 NMNEGA R L

453 NZRBEIESERITERIZ

FEHHE MRS HEAR vsfipd 5 xrdp H BRINZREBE LR, DB REIE
BWRRE LR G, et — P ESITFERENNRZREYIER. BEXARS
shell JIASHEAT SCAKARAL B TI0, ARIZEEESE GETE 39003 Ae8ED H5)
R R IR 55 2E A2 1 40 B0 ok B DA SO ZE 48R R B, ETITRAE 55 vsftpd XL 35321
MFIEERE LAY xedp XTR ] 35296 N 1% B 5T

T EIRNAL, ASCTE BRI LR IR I8 R BT, IR R AR RS a1 el
AT T NARIEID S 7 SOR KA A AR B TR B3, 1R B HAE ] ftrace /£ WAL HIEH
W BTSN R BT R, TS T FEENRFE RS-

4.5.4 mITIEREBEE

FERE R E RS HAEN M RIZREEZ R, FESEE _SPHCHA
1 bR BB AE 22 A BT e 0 A 3 R 5 00 (6 Shell JAIA (= ZX(E Y grep A& B9SCHF
BARDIRE) KT Fr i R B o Bl s P (R=NBE R4 KU R I 15 W R B
PR EATAE IR B S E A A SR 2 R R R A B S i S N k.

AHE BB G E ARG AT, TRRFAN K vsfipd 5 xrdp P
AARSSERE, TE A9 I 1% AR R B R SE AR ), BT DAASCAE N B 95 4R
AR, X ATRAEZRBEAT TR, BAL T 3 2 AN S B AL 0045 = Rl B LAY
kprobe ST T MAL RN KR AL R H, FH AR LR “_common”s
“_vsfipd” 5 “_xedp”. VATHEEEE R ENERMARE N0, TRAZDT.
ISR BRI FIAE A Shell 1A (EEFE) comm Ay L.
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ﬂvﬁ@%ﬁ@ﬁﬁM*%M%%Mﬁ@ﬁﬁ@%@mm%M%ﬁmW
static struct kprobe* mediumRiskFunc kps common[] = {};

/* vsftpd M 1 55 KUK R i 128 B8 H06f B T kprobe 45 F (A £ 20 */
static struct kprobe* mediumRiskFunc kps_vsftpd[] = {};

/* xrdp A F Hh &5 JRURS: £ 1 428 BR 200 B2 T kprobe 45 R 1A 25 40 */

static struct kprobe* mediumRiskFunc kps xrdp[] = {};

/* EL_EANR] fkprobeh A4 (4 £ 2 %ok 1N 4 58 L J 8% A9 AN [ o 558 DR, A0 1 B 250 */
static int pre_handler warning common(struct kprobe *p, struct pt regs *regs);
static int pre_handler warning vsftpd(struct kprobe *p, struct pt regs *regs);

static int pre _handler warning xrdp(struct kprobe *p, struct pt regs *regs);
pre_| _ g_Xxrdp p P pt_reg g

4.6 KB/

AEE L BN AZREBELZENRER T FI ARG L, Bt
TAEXH RGN 7 AN R R . AR, AEEHLERTETAKR
FEER Linux REEGT RS A RTHERMSCIRAE, BEFHAUH 7 RE
AGF ARy RANBEE RS REEY 5505k, BEA RE R
REUT i IR EHE B T R S BT B 34 s 57 5 i A IR BL A £ 26 b
HINESE. Biasel T RERSAEXBREBAEFNHESHE.
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RRMK RS RO

5 FREMASERIH

AEEENEE RGN R B E T AU FrEtiT i) sl R 5 HERE I IASE &
FISLIRANEE R HT . THREMNR 204 L 43 AR 55342 7] BE A E R PR PR 1B L
S AT IR 5 ATRIE . TR AR R EENAM BT RANE AR
MR FEAR T RALIE O, FARIEMNAGE R WAL L

5.1 IheEmik 544tk

5.1.1 FFRARSFHZRE B3 A I IE

KT R RG SRR G ERR I, ASCRL vsfipd AFIREAT 7 K5
IE. &%t vsfipd MIBEH—RAE HRREAEERNEERNBRFESAT, BE
BWEEAFEVEN . S0 X 3 H %15 ROP (Return-oriented Programming) 8145 452
sl sk B SL i . B R3] — S E SRR, A SCHES THWeLUET]
7 RALRRBEAREIMEPIT, HMRECHZWF RS ENIRE 5
Rif5 B, SRR SR AL B Rt .

(1) Bind Shell /517

“Bind Shell”J& 2011 4F vsfipd B /7 RASFEE IR S5 2845 28 25 IO A\ (R I 88 R AE

A 2.3.4 fR vsttpd RIS HE TR . ARSI IR Z A T BRIk
B LIBITH vsfipd-3.03 H. EEIIRBFRIIEER, JBEHE AR &4
ysfipd KATVTAERET, vsfipd % ME B S HRAETIT R R 6200 54, JFAER
e ANUBREHE R EREEN shell. HERTEH REEIL telnet 4KV
7 B AR89 6200 v 1, {8 AT LAFIFIX A shell 193] REGAIEBLE B RALR .

MR MR R A, FAUMRE G IMDE, AR IREERY &R
vsftpd %6 (BHE 5-1 5 5-2 Bisr) MR LET 6200 3 H 87 8 LA R EERT BER)
B, #EFETREHLE (B3ES53 FR) « BH55, Zabbix B vsfipd ik

SRR, FMEEAKE T HNEERG. (854 58 5-5 frac)
root@ellR730: /home/lc/Experiment/vsfipd-3.6.3# ./vsftpd ./vsftpd.conf
root@ellR7308: /home/lc/Experiment/vsftpd-3.0.3# ./vsftpd ./vsftpd.conf
B R 3t

root@el1R730: /home/lc/Experiment/vsftpd-3.0.3# [|
B 5-1 %ISR Bind Shell & 775 17 0L B

Figure 5-1 Reaction for kernel monitoring module to backdoor of Bind Shell
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tony@X2ee:-5 fip o
Connected to 2

421 Service not available, remote server has closed connection
ftp> guit
tonyax2o0:~5 JJ

[ 5-2 i B2 Al K Bind Shell Ji5 71 1 & 15kt
Figure 5-2 Feedback when trying to trigger backdoor of Bind Shell remotely

[} root@DellR730; Jhome/!cioesktoplxemelFuncMomtor!Kprobes codeAutoGene«rate

XMHE B BED S

root@ellR730: /home/lc/Desktop/KernelFuncMonltor/Kprobes codeAutoGenerate# dmesg
-C

[3212796.574622] [Emergency] {"funcName":“tcp v4 init sock","processInfo™:{"pid"
11244, "comm" :"vsftpd"},"registerInfo":{"rdi": "ffff8808514bad0@", "rsi":"8", "rdx":

“ffffffffBlefcd4al”, "rex" i "fFffffff", "r8":"ffff88085c85a0a0","r9":"2"}, "timestamp

¥:"1512041418.196261","BeijingTime":"2017-11-36 19:30:18"}

{32127686.574638] [warnlng] {"funcName":"sock_update_memcg","processInfo": {"pid":

1244,"comm”:“vsftpd"}, “registerInfo’:{"rdi":"ffff8868514bad6e","rsi”:"9", "rdx":"

6", "rex": 7", "r8" " fff£88085c85a0a06","r9":"2"}, "timestamp":"1512641418.196281","

BeijingTime":"2017-11-36 19:36:18"}

5-3 Wiz T Bind Shell /GITHIRE B &

Figure 5-3 Alarm log about backdoor of Bind Shell generated by kernel monitoring module

2517-11-30 13048 Emergancy PRCBLEM

1020 18 DSR730 Kernel (8212708 574622 [Erergency]

2017-11-30 . )
19:30.19 & =]
“‘PG@%\-S%"“ yse Aaﬁaﬁ FE2Y boesiamp’ 1512041418 1962617 "Bajing Time 201 7-11-30
Adiin
2017-11-30
ff}m 1. a (Zabbix sangMait
S Administator)

B 5-4 Zabbix %I Bind Shell J& ] 57 & 175 (. 140 iz
Figure 5-4 Reaction of Zabbix to backdoor of Bind Shell

e’RO&LEM Emergency 1

zabbnxnohfy@sohu com
= 151451323 204

A zathixnotify@sohu
151451325«

Trigger hosY Zabbix server
Trigger ip:és

Trigger trme 2017. 11 30: 1Q 30:18
Trigger: Emergency

Trigger status: PROBLEM |
Trigger severity: High

Trigger URL:

Item vaiues:

kermog «’Zabbsx serverioa[’/ar/;og/ken iog, (:mergem\;v\’armm Na{aﬂcanon) skzp]) No‘ 30 19:30:18 DelR730 kernel: [3212706.574622] [Emergency}

{rai™: ffff8o0°5 4ba600 rs,.9 rdx ffffffﬂ‘ﬂefc%@ exy ffh‘ffff r8 ﬁff8808;<83au30',‘r9':‘2'),‘ti'r:es:amp':‘15120414'\&1196261‘.'Sei,ii'wg?ime‘:‘ZO‘l?-
11-30 12:30:187

P 5-5 Zabbix 1%t Bind Shell /G 1R #HE N IA RS EHE A RIEHN S ZARE

Figure 5-5 Alarm mail about backdoor of Bind Shell sent to system administrator by Zabbix
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FHEBANE, REFSMEANBIIRERERNSMEHEXNRFRAE
vsftpd-3.0.3 BIUEASHE Y HINL, EHTZEHEEAE socket FHENIISEFH A
[, #EMFEEERATHAZRBBEEARER, FrUE TARERK#HATEAR T
vsfipd Xt M IRIZREEF K AZ RS (AE 5-3) T EEEHRAIIEE. X
M BB T 2T W R B4R E RIS R S B W T ST .

F4b, Zabbix TR E K] execShell MMNENE (EFRF#HAE) ERERITFIR
AR5 Warning FR A ZREEE, HILAKN T RN BREAE Zabbix F HIm6E R 3L
R (RE 5-4), W5 High ZAlHfkh & 28H1T 7% .

(2) FEEINER A B AR

AT BB R, ACWIE T ENECREN A MR RN
w2, JRERR g — M ER A ZERE TS EAES] vsfipd H1. JWEHEAMK G
IR ET, 2B R N SER vsttpd INEEIAZ. B TEAGHEE AR, &
ﬁﬂ%{tﬁﬂﬁ%?ﬁﬁ?* FHSEE AT LA B S L RS BB T H B B RE 3.

FIFEH, MRTHREMIRLI R, FAMAH BB, AZRERRY
Ay Vﬂiﬂﬂﬂﬁ%ﬁf%lﬁ$ RICHFEEMRMERE, R I BEER K INE

(P 5-6 + AT LLFE F|, security_kernel module from file()B&Fan TaiAH#LIR [E] T -1,
FEUREINEBRNO, HE S vstipd. X R E BRI AR A HE LK K Zabbix
Xf i fu/ﬁLH/JHILJ NG GL o A& 5-6 KB 5-7. B 5-8 At

root@DellR730; fhome/lc/Desktop/KernelFuncMonitor/Kprobes_codeAutoGenerate Viad i g

XH(E) WEE WE(T) EENH)
insmod kernelfFuncMonitor.ko
root@DeLlR730 /nome/tc/DesKtog/KerneLFuncMonitor/Kprobes codeAuioGenerdte# dmesg -c¢
1; 65 ) L4089702] [Emergency] {" funcName “Sy5 init module processlnfo { pid":16062

comm vsfth ¥, reglsterIﬂfo {igdi 30485b9L1610 r51 "1028","rdx":"5648598ac3
ad "rex™:1™*7¥5373e2ad28", " r8" : "56485b9c¢ 0334 WEG2 s chQ N “tlmestamp :'151209469~.921
61 Beljlnglme "2017- 12 OL 10:18:14" }

65982 ,409743] IWarnlng] {"funcName" lma module check” processInfo & & pld :16662,

”comm vsftpd o reglsterlnfo s rdi" “rsi® ffffffff81842590 “rdx" 1 " TEFITTIIES

fffffS i G ffffffff81e42a09 r9 3 fc09 },"timestamp": 1512694694.92205
Bel]lnngme 2617-12»91 16:18:14"}

133 65982.469749] security kernel_module_from_file returned ffFfffffffffffiff.

K 5-6 Az TARE N WA IR E H &

Figure 5-6 Alarm log about illegal kernel module loading generated by kernel monitoring module

Emergency PROBLEM High . 0

sendhial

P 5-7 Zabbix Xt JEFE N A AL AR B 5 15150 B e B2

Figure 5-7 Reaction for Zabbix when loading illegal kernel module
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PROBLEM: Emergency

zabbixnotify@sohu.com

K 5-8 Zabbix Mt IEiE R MREINE A RS S H A RS S B aR Lt

Figure 5-8 Alarm mail sent to system administrator by Zabbix when loading illegal kernel module

BT vsfipd RIEFIhEEJL AR KBS A BRSNS R, AT
A vsftpd XX — R 3| A R B A #R T — Bl sh i A IR E 58

512 ARFFHLARSSIEFE S BIIR 2L

KT IRE RGEXTIERFBUIR S5 # FE B B4, A3 A xedp A1 1T 43 Wik
T UL ER P S0 TRRSHE xedp, HEBEHHERFETUFMAR 8 FRKRA
(in CVE-2017-6967 %) EiJo 1@ @ REHE, HMREAMBEIR. B
TRAEHREEEEN, HEAEFEAEENHERRRANEN A RETHA
BIRTARE— DRI . XBEURANEH N &EEAZIER CVE-2015-8660 1
CVE-2016-8655 A5k B4 1 8 «
CVE-2015-8660 i & BT fs/overlayfs/inode.c FHHJ ovl_setattr() B $U A7 7E 5 FG
Fr s e, ZIRFTT UL B CBUS IR SRR A A R B, i — S5 EE
MRS 2B[HEEEERNIR. BEEXRXRAERGTT, HT ovl setattr) R EFFLE
T xrdp MR EIE R 2Z 5, FTUl— B xedp R IZRE, BIEHEHRE ST NS
Bl WA EIRIEARR &0, SRR R B @ xedp X REULHERE .
CVE-2016-8655 ¥ ¥ /2 H1 T /net/packet/af packet.c ' packet set ring() 1
packet_setsockopt() R A E R THRMET S BN, BT &HRFIRFAUS, dEaT e
P4 31 PR 3 R 52 1A TR R B PR SR i R IR . IR packet set ring (V7 BB TSP X
if packet R4y TPACKET_V3, AR LHIHL— timer_list Z5#51k. {BI0RAE
ZERBORIE 2 BT, B—ANERFEIEIT packet setsockopt() BRI EUR I packet iAEEX
N TPACKET V1, A MEEFFRME, HATr=ER timer list &HE&H A SHH
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Br, MMIBOXSEMETHEIEH HINBERVEERM (use after free) FRE. X—IF
S WG E EERNERGNEREEANR, EHT xedp HIEEESTT
FEH AT E packet_set_ring()F packet_setsockopt()iX I WAZ L, AT LAIDR xrdp
REEEHENRS LR ERRFEMSE, BABF RZEK S KA RIAH] A
KATH, M BERE B P 1L B 2 X AR IR B & SR A

f%& Linux WEZMAEAEY 78, RUNABRRREHERSZ, £5-15HTH
xrdp UK HIZRMHET, HoREAIEEHRREERE, SR TEENERESS
AEFR, BAHER, B TR TEENIBENE Linux lREHFFIREHEA
ZUT R AZREOT R E THXRERBREETER, &5 LI 7 RS #HEN K
MMZHA NN Z R R E AT A, AR E R AR R EN R A,
HTRA RAER L 2K

R 5-1 B xedp fib A B AT #4207 51

Table 5-1 Other examples of kernel vulnerabilities that can be intercepted when triggered by xrdp

R4S A fefaE BT % R SE 50 B A R R AR
CVE-2016-8630 {45 x86_decode_insn() 4.8.7 ZHf
CVE-2016-7911 1548k %K/HUREF:  get task ioprio() 4.6.5 27
CVE-2016-7910  HUFRIEF disk_seqf stop() 4.7.1 200
CVE-2016-7042  {E4fR %% proc_keys_show() 4.8.2 ZHi
CVE-2016-1583  {E4LRZ/ALRIEF  ecryptfs_privileged open()  4.6.2 Z Hi
CVE-2016-0728 4RSS /BURIEF  join_session keyring() 4.4.1 2R

5.2 tEgEM

AT BEAR TR RO ARG, ASCKADY UNIX/POSIX JE#lH)
BREHRFEMERNA TR LMbench %} {2 Fid RER1 5 K RS Be R Bl & I 1
AT 58 S U P AR 24T 1 X B

5.2.1 BFEEMR,
s SR ) M R PR AR A R R SO, SO AR . HHREAIER . S S B
T 9117 ) 25 WA EFD %28 RGO B MR8, BANRE RS- 5-9 B E 5-

11 e ATLLEH, EMERTRGZR, KRG read BAFKIASNT AT
Ry HEfnaIZ U ARE .
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80
- 70
%iE
~ 60
L
AL
M S0
7
T 40
30
20
10
| | . ' —
HEET A Af WPE  AHATCP  Socket
= = b
g CHER THWE ppin smpam me aw FORE
& i RS 3.947 9.043 5.314 18.375 73.37 11.6 8.338 0.829
wIENI RS 422 10.4 5.404 18.4 73.625 11.9 8.889 0.851

K 5-9 H WLAR(ER ZE SR PRI REE R X b

Figure 5-9 Test results and comparison of common operation delay

500
[ 400
GiE
~ 300
i:ch
i 200
%
# 100 %
o 7 . 2 Z
fork fork
+exit +execve
w R4 RG 119.628 438.504
w i E N RE)E 144.978 458.466

P 5-10 HEFEQUEE 2R GUiR T A SE SR AR 45 R K x L

Figure 5-10 Test results and comparison of delay of the system call that created the process

1.8
1.6
K 1.4
Y
o 1
i os
[z
¥ 06
< 04
0.2
getpid read write stat -
+close
@R RS 0.096 0.168 0.114 0.367 0.799
u B R4 G 0.1 1.638 0.125 0.46 0.808

B 5-11 2B RSIR A RIN IEFE AR RS R AT HE

Figure 5-11 Test results and comparison of other system call delay
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H5L b, LMbench MK read £ 418 A i 1745 HACAS 3 HL B B #5 2/dev/zero .
XA Linux FR—MIRE CUF), NEFITRERERABAFFERKENT
FFF (ASCIL 1) 0). B X ARAHRIERSI S50, SEFRRIEEELH read R4t
VAR P YSCEBIERAR_ vfs read)BIAAES< LB file_operations 45 ¥4 TR 4T A 7
read_iter FT¥& M1 read_iter zero()ER#X (/drivers/char/mem.c) SKTEK. % FREH A
IE R EEELE| DR B 77 N — I &R 2 L BUATIE PAGE_SIZE N7, HEXiZESE
M ER< T cond resched )R E BT AL IRES, I NAA DI EHEHHE.
BT LA AR (1 B IE MR 46 R Br B B4 7 I EHR TR &M A e R ERIT4H,
MIX LT HAEMNBNZ R IBERZ FHEEIBOR, ATTRET read #RAER EMNHR
SR B RAN AR KK EE.

5.2.2 & Esmlin

i R R R SRR, WEE L. NFES. BEEI. TCP &R,
BMRERSRK 52 Prn. AEEW, BEGIASE, R RIHHEEA
BT EE, (BHEREZTEEN.

K 5-2 i WARFR LA SR R e

Table 5-2 Test results and comparison about bandwidth

H (MB/s) JE4 RE HEGFRE)E AN S (%)
EIHEE 3854.330 3773.0 2.156
Socket JE{E 9613.0 9510.0 1.083
TCP 5880.670 5394.0 9.022
praigeuily 6792.630 6768.975 0.349
N A7 BRG 11.8K 11.7K 0.855
WA ¥8 I 6545.130 6542.475 0.041
BN AT 12K 11.67K 2.828
B5A 8579.500 8576.330 0.037

5.3 tHXI{Etbix

- RHSRY, AXETHZREAREZEN R ZEISEENZET, AR
HT RGNS EAT AR R A Bz SRR . BT AL Re s se
DAL ST M Z FIBAR VR E A R BUNEE R “ D5 2] 7, H RS Bk
Frgeid  Beah, A SCRTAR 7 vk He T LSM B i BRI A B/ MR BEHAHE,
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AR AAZ BB SR AR NSRS B A E, LHRENRFNELNEDNAZ,

R, ACEBITH S mAE TSR kRazor AL, FTMASEt 5 Q1% T8
FEARE:

(1) kRazor AT RAJGEH [EIR ARG ILE R BB ILA & R 55 SR
REIRIZ R EL, TERARES T AN AR A B BET TRAEERNT 78, #
HLIER FHERARA AR LR YHRERENRZ 4. ZBXRIRR
RMERBE AR RERS AW THE ML RS, T REEg—
PRI I IE AL BRESIR, EHR TR RIEERIIR.

(2) kRazor 7E 5 IR BRER S 7' DX 45 2R s 44— 58 VR A AR 30 R 0n it e A 28 R B
AE SR BT R E H3LPR L, RIRAF IR RS R AR P X — AR R & 93T
AL SR BT R, SO L EF EHim R AL LR MR ST, AT AT RE S BB A
PRERBIEE K. ik, ASCRAT 7 3Oy rT U B 2 i (8] 7 RNk 2, JFE 42
G X KN DUR B e BREREUE B S A R R e

(3) kRazor X} R AR E 48 R 2 ST 0 P A% B BGEREAT 1 I, FRAE R R B A %
KRN ZERBR TR THR R, LERARE RGHRITFSALENITH. A
DU R B 328 T 9 T 300 1 44 F0 R BN M 38 B A v 530 B 9 77 3R G X — I AR

(4) BURRH T IR R E, kRazor R 2 —MNBGIEAHHAESR, JFfAREtE
£ R R EOEERLE], W AR E B R LN AN X 5 il kA4 kernel
oopsP¥, Bl —FhRIMILIF (fail-stop) MERAINZRE . ILENZAT GBIz LEE
M EROE T FERG S, MR L RN RS AR A SR
KL TSGR R F RO EE RS, BT XTI R B S SRAR R, 155
T A RITIERBARRI L I TERG R .

5.4 KENG

ATEXT RGEBAF IR BT 7 IR MR CL R AR SR A AT S X AR . T
REMNABAE 7 ASCVERA M, LR AR BURS HE vsfipd FRANEIIR
T A & B 7 AT, FRRE S T ERISIE 5 2 ORI B B3R U AR T 3R RS
& xrdp FIFEA 2. T seM T T U5 A 7 FF YRR /4 LMbench SRl v 4k 36
ERP IR AR S RN SRR L. MRS RR I, A7 7ARER Rt
PHIEEE S AR 528 B E B, B ka8 R F 4 2 e AT A2 1) .
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6 BESRZE

ASCIEW BT AAR R TAR R BEA B3R T — A SEPRRA T Linux ARS5#5H.
BEHBSEEN R IER S BB IE TN RGBT 7% . MRBTREET Kprobes
HLEIFD AR FT NSRS I, ISR E AR T ARREZEE, RANESG T A
BRIBUB L 22 4 P S R R 43 45 AN R IE Y Zabbix =W IRENIH], LISTHEXT AR
HRERANS RS FENE, BETLIRMEASHE, LA UERGEERR KN K
IMBERREHEMOREBENIMUS LRI, MRS KNIBR RIS &R
(¥4 47K o SO EE R R HT, AHKTr vl YIS ot BB AT Xt R GG R
H RSN U2, FTUAE —EERe A SR sE B A E.

6.1 TIER4E

B, ASCHIBT R LA EEZ I LT LA 5T -

(1) #eH ARG IRA M TE 2 2 MK FERERE RS R AR TS
SEOR AR, BRI H AR SR BB T R e KR AE R RARHE, FEARAR N A
Bl R AR S i S A . H i A KU R R BRBS BE T AR e KU R SR
F# BBV BN IR AAE CATIRTR 0 P A% B8 DA B — 22 i A3 it R B
AR ERNIZR I 2R G R HETARREAK IR 7k
W55, I e i BRI M2 RS

2) BH—EREANETAZKREIRER Linux BB, RIS
THAR S E A . BRI, RO T AR R B E TR, R
7R SRR R IR B P B firace JT/R TAHR B MRE TAE. RIFRHET
Kprobes ML (7 P 4% ba B s i IS 35 AE S, JF DA AR Wit 1 I 4= BRSO 1 30
T, HETTIE R Se bR SRR T R SERT MR . &R BAQD) H BTIR A A % R AT
12 A NS5 Fik ZRoONERL, 454 Zabbix I RGBT IFSCHL T B R BEXE
FH ORI Ry AL EEALAE

() XMACFEMRGHAT T LERM. ot TAREE)E TLBREIE T
AL SRR IR A i R A R R B A B P A R . SRR 45 S AR S B R
FA 7 30 BA R IR TR A R SRR, IRE T v B AR BUIR S R AR R AT
FIREREHHIT B 2S5 Y7 505 R A LMbench MK E A 58 v J5 28 R 48 i 1k gE I,
HAR A INE AR B W EZ TR #H RIS R .
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6.2 MREE

B, AT FERETHEFE—ENRRENA L2, REAEMAS
TE, REaE:

(1) ftrace FTREERERAI N BB &, HAERTRERNAZEREE, HREE
PREFHIA R R W REFE R 2R &, RRAHERMAE I A ARKIEE
FR R R

(2) AR E W R E A2 B OBEERE MG (8], A5 ERETEEHK
ISR NEIGE &, RVE B 58 & AR 55 2ER2 I 5L 1 5k SE 3L KE i [8] P9 %
FARIFERE L8 K &R 2y I W he BRAF RO R T A 25, AT BRI SR LAY 5 48

(3) NREE—EEE LR R E R aZ AR BANERIT AN A
RKEAGRFHLE], AT 44 58 oR B B xR g i P AR 5 (45 an i PR AR B P e
P K TE, NP B RGP E R,

(4) BB S AR, ARG H T MW R IR R & NG ER
SrERARERRR SR Bl B LR, FRRE X TR W BT EONRE A S R
X5y« BEEER—m, TEERBUNATIN, B LUK 528 Ml AR ME
PARNBIEAE 2 RS0 o0 51 EIE, FHEWT B s S ot T8 ¥
BETENARRILEEFER.
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