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int syscall__ret_execve(struct pt_regs *ctx)
{
struct comm_event event = {
.pid = bpf_get_current_pid_tgid() >>
.type = TYPE_RETURN,
1

bpf_get_current_comm(&event.comm, sizeof(event.comm));
comm_events.perf_submit(ctx, &event, sizeof(event));

return O;
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How are eBPF programs written?
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A vital aspect of eBPF programs is the ability to share collected information and to store state. For
this purpose, eBPF programs can leverage the concept of eBPF maps to store and retrieve data in
a wide set of data structures. eBPF maps can be accessed from eBPF programs as well as from
applications in user space via a system call.
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Helper Calls
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eBPF Safety
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Why eBPF?

The Power of Programmability
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eBPF's impact on the Linux Kernel
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Development Toolchains
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Further Reading

If you would like to learn more about eBPF, continue reading using the following additional
materials:

Documentation

e BPF & XDP Reference Guide, Cilium Documentation, Aug 2020
e BPF Documentation, BPF Documentation in the Linux Kernel
e BPF Design Q&A, FAQ for kernel-related eBPF questions

Tutorials

e |earn eBPF Tracing: Tutorial and Examples, Brendan Gregg's Blog, Jan 2019
e XDP Hands-On Tutorials, Various authors, 2019
e BCC, libbpfand BPF CO-RE Tutorials, Facebook's BPF Blog, 2020

Talks

Generic

e eBPF and Kubernetes: Little Helper Minions for Scaling Microservices (Slides), Daniel
Borkmann, KubeCon EU, Aug 2020

e eBPF - Rethinking the Linux Kernel (Slides), Thomas Graf, QCon London, April 2020

e BPF as a revolutionary technology for the container landscape (Slides), Daniel Borkmann,
FOSDEM, Feb 2020

e BPF at Facebook, Alexei Starovoitov, Performance Summit, Dec 2019

e BPF: A New Type of Software (Slides), Brendan Gregg, Ubuntu Masters, Oct 2019

e The ubiquity but also the necessity of eBPF as a technology, David S. Miller, Kernel Recipes,
Oct 2019

Deep Dives

e BPF and Spectre: Mitigating transient execution attacks (Slides) , Daniel Borkmann, eBPF
Summit, Aug 2021
e BPF Internals (Slides), Brendan Gregg, USENIX LISA, Jun 2021
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https://www.youtube.com/watch?v=ZYBXZFKPS28
https://youtu.be/7pmXdG8-7WU?t=8
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Cillium

e Advanced BPF Kernel Features for the Container Age (Slides), Daniel Borkmann, FOSDEM,
Feb 2021

e Kubernetes Service Load-Balancing at Scale with BPF & XDP (Slides), Daniel Borkmann &
Martynas Pumputis, Linux Plumbers, Aug 2020

e |iberating Kubernetes from kube-proxy and iptables (Slides), Martynas Pumputis, KubeCon
usS 2019

e Understanding and Troubleshooting the eBPF Datapath in Cilium (Slides), Nathan Sweet,
KubeCon US 2019

e Transparent Chaos Testing with Envoy, Cilium and BPF (Slides), Thomas Graf, KubeCon EU
2019

e (Cilium - Bringing the BPF Revolution to Kubernetes Networking and Security (Slides), Thomas
Graf, All Systems Go!, Berlin, Sep 2018

e How to Make Linux Microservice-Aware with eBPF (Slides), Thomas Graf, QCon San Francisco,
2018

e Accelerating Envoy with the Linux Kernel, Thomas Graf, KubeCon EU 2018

e Cilium - Network and Application Security with BPF and XDP (Slides), Thomas Graf,
DockerCon Austin, Apr 2017

Hubble

e Hubble - eBPF Based Observability for Kubernetes, Sebastian Wicki, KubeCon EU, Aug 2020

Books

e |earning eBPF, Liz Rice, O'Reilly, 2023

e Security Observability with eBPF, Natalia Réka lvanké and Jed Salazar, O'Reilly, 2022

o What is eBPF?, Liz Rice, O'Reilly, 2022

e Systems Performance: Enterprise and the Cloud, 2nd Edition, Brendan Gregg, Addison-
Wesley Professional Computing Series, 2020

e BPF Performance Tools, Brendan Gregg, Addison-Wesley Professional Computing Series, Dec
2019

e |inux Observability with BPF, David Calavera, Lorenzo Fontana, O'Reilly, Nov 2019

Articles & Blogs

e BPF for security - and chaos - in Kubernetes, Sean Kerner, LWN, Jun 2019
e |inux Technology for the New Year: eBPF, Joab Jackson, Dec 2018

e A thorough introduction to eBPF, Matt Fleming, LWN, Dec 2017

e (Cilium, BPF and XDP, Google Open Source Blog, Nov 2016

e Archive of various articles on BPF, LWN, since Apr 2011

e Various articles on BPF by Cloudflare, Cloudflare, since March 2018

e Various articles on BPF by Facebook, Facebook, since August 2018
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https://lwn.net/Articles/790684/
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