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POC (Proof of Concept) imiEfAER—MIGIEMAIZEIIN, BESEINKERIERRBRINFE.
1. (BRUEE:
o WEBRRFNEE, SFIPHELL. HE., FiisO. RERAS.
2. RRBERR:
o FAKERRNEE, BITEMVulners, ExploitDBEEXAIBEFERRIR.
o KEREHKN BAMHRFIZEAS, FEGEHIRRER.
3. i#E$FPOC:
o AIIBEpockFEFgenmailiil
o POCHLARAFRIREFIBEIR, tLallARE RN ERIE.
4. MRS
o AR=MBRIAE (WNdFE) PEEBRRFAIEIINE.
o RN ASRINRNE~INEFIHMRE.
5. ITPOCT :
o AMIRIMEHIEITPOCTRSMA, BT TE.
o MBRAMIRN, ICRMKXER
6. LR
o SHPOCIIKMER, HERRAEEHELFT.
o THbmRAEMAIRTBERIR/A.
7. REFEN:
o MEFMANRERE, BEREMA. WRTRE. ImHEFIRINAIESEIE.
o KiRREENITERRXINASKEERIZEEPA.
8. {EEFIGIIE :
o TRIFMREFRIEIN, REENAIEIESRRE.
o B8R, EFMITPOCUKLISIER RS SRR,

AIMBERREFRETFgenmailig
AIMBFERRIEE:
RZiEiR:

e (CVE-2021-2255:



JEIEHNA: Linux & netfilter FRFHRIFES IPT_SO_SET_REPLACE/IP6T_SO_SET_REPLACE
setsockopt SCESSIF At B AR S AT ERREARH SBUEHRS (HRFRIR) CVE-
2016-3134 (CVSSv3 8.4 High) #0 CVE-2016-4997 (CVSSv3 7.8 High) IJEERIL,

IR FRFIIGIE: BTLABI AR BEAMRIIE LIRS EARF ALRRE. XELESS
KASLR, SMAPFISMEPRIEIRTZRIEARZAEDHAT, m_list->nextmsg_msg, EAIRAYIFIREFIFHRE
Fri@id pipe-primitiveSEil, FEHTHFBERFEIENIdAIR 7 uid=0(root) UTERRIZImRARBIEH.
CVE-2022-2588:

TBiRREIA ELinux ZAY net/sched/cls_route.c SEIRAY route4_change AL Y —/MZELE use-
after-free BRfEIRIE, 1Z/ARTENEER, AREEFBEZRISSMERE SR, JealE
AN TR B,

iR FIFSSAIE RiEF BRI A BiIX AN N E RN sE R B IS & (BIEHERAY kmalloc-
192 WERRR) FFIFSEERE (R kmalloc-256 WEER) BIKE. TR ER BREFRSHE
R AsuccessEIATRIRIEIERDT.

CVE-2022-2639:

IRIERGNA: T£ openvswitch PRIZIEIRPAINELGRETIEIR. AECHESRUIRIE, T AFMETHTIRIE
SHIFIFIEBARERS, reserve_sfa_size () HREIARIETRHEAIRE] -EMSGSIZE, XAJRERSHMAS
Nifa, LEpaeIF AP BRiRe A SR H EER S _ EAIRSR.

BRI B SIE R TRERERFEEHAWhoami, BERArootFRAZAPFELIER.
BRIEERIE: {&8openvswitchdfireserve_sfa_size () HAJOOBIHELSERBZHIRE, £

SHIFAFRIFTIRIERBAEF, R next_offset KFMAX_ACTIONS_BUFSIZE, FEL
reserve_sfa_size () MSCREETNELRE] -EMSGSIZE, (BESHEL T MAX_ACTIONS BUFSIZEZET

actions_lent&fll req_size, Afg, XAHLESHO0OBENIFIINIE, TEHEEZEESHH—EIRE
Bf, BYEFHPIRERMERIMEERIEEE.

CVE-2022-0847:

IRifA . 7E Linux iZ+AY copy_page_to_iter_pipe #lpush_pipeR#th, FHEB%E PXEE
“flags” P REAZ IEFBRWIAML AP AIN T — NG, Rt SdrinIE. IESNA AT
FFBILERPR B N RIS SIS A S FFIIRE, NRAEER S EAIRSR.

iR FIFNISIE . EFEMax KellermanndDirty PipeRizA, {BIEXAE =/ etc/passwdshfiroot®
IR, FEEHRshelFIRE. BIHVTRIEFIBERS, BAwhoamifERgroot

CVE-2021-4204:

A BTFENEIEAILER, ELinuxPIZa0eBPFRAII 75 (OOB) R{FHIIEE. LR
ARF RSN RN A I SR R S ARt A ER

R FIFNEIE: V5.8 < linux-kernel < 51645200, HTRIRF RS Awhoamigs R arooth]
B,

CVE-2022-24122:

IRIREA : Linux kernel 5.14F5.16 AR AFENFREIRS [FBRRE, ZRREIETEFRTEHEER
&, ucountsXIGIKATFE. SIMNRAFHNZRTBHEAN, K& T EZREREA R,
Y R BRORRIE:V5.14-v5.16.4, 5323t [!] DESTROYED SHARED MEMORY/S#Awhoami
B RrootBI AT

CVE-2022-1679:

B Linux kernel FEZEIRIRE, 1ZKmEIRTEAtheroTL&IEBCESIRENTIER A T — MR
[EEFRERRE, A3 ath9k_htc_wait_for_target EEMFA R ~—EHMINER, WEEFBZB
TR RS EAIRSR.



imiAA) FBFOIEIE: Linux kernel 5.10ARA#SE, HUTIGNIFERSE]">?:mitigation completed you
are now save from CVE 2022-1679"B09A%50.
e (CVE-2022-32250:

Linux kernel 5.18.1[RAR ZHINRAFELZ LKA, ZmaRTnet/netfilter/nf_tables_api.c/3iF
it ERERFA R ArootlBF, WEEFIBZRRR SEEMEER.

JBiRA) FEF03EIE kernel(<=5.18.1s), 7 BEREFEHITERE am root, AwhoamitNEREER S
rootBPIRRIH

e CVE-2022-23222:
IR : BT Linux PIIZEY BPF IIESSFE— 1 =S18EHRIA, 18X *_OR_NULL f8§=:80H1T
PREI, AFXLEBHITIEIEE. WEEUANBZRRAEASESIRINERT, EEBESUER
T8 E B, RERBURSSES root NUR.
TREF)BFIIRIUE: kernel(>=5.8 && <=5.16), =HF|BEEFHHMITEHHenjoy root, HAwhoamiill
BB KrootBNIH

e CVE-2022-0185:
imiAfEA :  Linux kernel ZFERINIGIESRIGE, ZimER T £ Linux kernel By Filesystem
Context #Y legacy_parse_param REFSIHRHAISEEKEN AP AN T — N EFTHNE T X
mHERE. IR (EERIEFNERGETERER T, BNFEEHETERY CAP_SYS_ADMIN
) AP T AR R T AP SRS (ALLELIEREERLNE) afLUER
I ERBESRAIRFHIBA JTE R G LAIRSR.

SRR FFNLEIE: Linux kernel 5.1-rc1~5.16.2. 24F| FERR A TS E A whoamigNERE5 R FarootBp
AR,

e (CVE-2021-26708:
IRIERGHA: Linux kernel 5.10.13Z BIIRAFEARMANRIZF R, ZimEIET
net/vmw_vsock/af_vsock.chAVEIRBIE SEIAF_VSOCKEIHFNS N F &M, BanEFMN
IR TR,
TR FFNISIE: V5.5 < linux-kernel £5.10.13, HFIBEFEHITRE Hwaitting for sshd, HIA
idUNEREEER Fyuid=0(root) gid=0(root) groups=0(root)BI 91N

R

e (CVE-2022-0714:
JmiEfA: Heap-based Buffer Overflow in GitHub repository vim/vim prior to 8.2.4436.
IR FFIREIE: vim < 8.2.4436, #H{T#5<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2022-0714 -c ":qa!"WNR B4 "aleph="B 9 IH

e (CVE-2023-0054:
TEHSA:  GitHUbBEEVIM/VImTE9.0. 1145 Z BIMRATFIERARS A,
RRAIFFNSEIE: vim < 9.0.1145, $#1178%: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2023-0054.dat -c ":qa!"tnER Gkt "signal: aborted (core dumped)"BP /95550

e KVE-2022-0206:
imiAEA . org.ukui.kds7giAtoggleCameraDevicefEfFEaSiENIRIRE, EBAFELALLroottY
RHUTIERSS
AR FFILEIE: kylin-display-switch< 3.0.13, H{TKVE-2022-0206.shf5HIN4E
E"successfully"BImIN

e KVE-2022-0231:



I . ZI BRI SNIMHRERI SRR TTEIRE, EERAREEXHATEE R
SNIEREENH, NSk EE AP A RET .
TEIERIFFNIAILE:  kylin-activation < 1.3.11-23. kylin-activation < 1.30.10-5.p23, H{TKVE-2022-

0231.shfgHI"successfully"Bp /95T
e KVE-2022-0210:

JRiEHEIA . com.kylin.software.properties.interface.setMainSourceiZOF R4 B NiRHE.
ST A2 AR S cp file /etc/apt/sources.list”, {EANRIEBAISECA" [t Jetc
/path/to/evil.txt'], BFAREELNNSBXNFRBRSIEHTOE, FHMEASEUEERcpip
<, BEItHEitAa< "cp -t /etc /path/to/evil.txt /etc/apt/sources.list", MMISEIERS4SZRY
EEXHEN, SERREH. EEmS.
SRR FBFNISILE kylin-software-properties< 0.0.1-127, #1{T&5< python3 KVE-2022-0210.pyjg
£EE79"successfully"BPIRLIH

e KVE-2022-0207:
JRiEREHA . com.kylin.software.properties.interface.changedSourceiEZOFEEREHBENR
i, AHERESEHERITRS. SEBIRET.
JRiEFI FBFO5EIE  kylin-software-properties< 0.0.1-127, #1478<python3 KVE-2022-0207.pyfg
588" "successfully"BI9RLIH

e KVE-2022-0205:
JBiRfEIA:  com.kylin.assistant.systemdaemonfR$SA9restore_all_sound_file5i A FEIKIRER
W, SEEEXXHEN, SERURET.
JRiTRF) FIFNISIE: youker-assistant< 3.0.2-0kylin6k64~rc2, #1785 < python3 KVE-2022-
0205.py.py/atER A "restore_all_sound_file.txt"B9pIh

e (CVE-2022-1292:
imiEfEIR . OpenSSL IFHMERFHIENFR, 1ZmAIRTc_rehash BIAKIEREEE shell 7t
FRHSHmSEN. WEEFIBZRERTERSS.
TEERIAFNISIE: OpenSSL 1.0.2, OpenSSL 1.1.1, OpenSSL 3.x, #147%< CVE-2022-1292.sh
[E455R /9" System is Vulnerable! Please fix asap"BP /9510

e (CVE-2021-44142.
AR : SambaBEARMLENS, 4.13.17ZEHIFESamba AP EFE—MUBHITIRE
(CVE-2021-44142) , ZimBEFETSambarhvfs_fruitiZREIEIAECE T, FEsmbdf#TEATTEURE
B, XM REHEEESHINRITRNEE (ALIEguestSRINIERR) RS ANFLL
rootBMRHITIERR.
TR FFISEIE: 4.13.x < Samba <4.13.17, 4.14.x < Samba < 4.14.12, 4.15.x <Samba <
4.15.5, Hi178p<python3 CVE-2021-44142.py "127.0.0.1" "445" TimeMachineBackup rootf545
BA"successful"BI9BIN

e (CVE-2021-3560:
iR . Polkit (PolicyKit) REUnXRFHF— M NAEFRIINTES, BILENFHFZINR
N, SEARLASIFFREREN., pkexecEPolkitFFERRN FEZRA—EB%, mILAEEAAESN
FIFRRE X AYSRISLAS A PN E 0 HiTE<S. RBlpolkitA]8etiilR, £udD-BusiskAVEiEI
B, BERERPRIZFEIrootFF,

iRmIAAI FAFNSGALE:0.105 2 policykit 2 0.113, HifTap<$python3 CVE-2021-3560.pyf5%54
H"bash: no job control in this shell"&iAwhoami, Z5ERJgroothdEkIh

e (CVE-2021-4034:



IBIEEIAR . polkit pkexec FXIESTSESLIEGIR, SHBEIEN, BEBSEAMIRN, pkexec
RFEREFALInuRFFE TR, WEEBEWERENSEESpkexecHUTERHRD, MR
At ETE RIR,

ScopeOfinfluence:

CVE-2021-3156:

imiEA: Sudo —1MFTFE Unix ItENURER AR, TrEBFERFEB IS —MEF (K
INEBRAF) NEetRIETIER. sudoedit HEERFIUARIM BB MBS, Sudo
before 1.9.5p2 FEZ M XEIRFRE, KEEEMAsudoedit -sFI—PMNARNMNRFHIFERIIS
SITEHEAE R root,

TERFFFIIEIE: /NF1.9.5p2, H{TER< CVE-2021-3156.shjg#it "sudoedit; /: not a regular
file"BP9R%IN

CVE-2022-0543:

imiEIA: Debian LA Ubuntu ZfTARAYIETEITE Redis B, ANIEFE Lua DHEFIRE T — IR
package, IXTEETLAFIRXMNSIRHA EMNBEISHEHER liblua BRIREL, HMmubiRPFER
TEE®S. HOEB Lua WiETPIEREIZTEpackagefyloadlibERESRINE N ERE
JZE/usr/lib/x86_64-linux-gnu/liblua5.1.s0.0BAS HEREluaopen_io, £ Lua FHITIXNMNEHER
£, BIeI3kSiokE, BEREEITHS.

TERFIFEFIIAIE:2.2 <= redis < 5.0.13, #1T#<python3 CVE-2022-0543.pyfEiAwhoami, %5
B ArootATRIH

CVE-2021-41773:

TEEEA : Apache #5887 — ME Apache HTTP Server 2.4.49 3| \BIRIE, FRJ9 CVE-2021-
41773, ERAM T2.45085, EETXNRE. ZRESTFREESFSEERHRE, FR%
IBHEENEIR S 2 MR F LRUERSUE. 1E1TIEhRZA Apache BY Linux 1 Windows fR5585E8
ZEIFm, WKREEE 2.4.49 5| \89, 1Z4NT ETEIRE URL KEAYMEE. eTLABIERS . " #174R
IEREUIFHAIIIE A, SN Apache WMZBIRSZREERCE N BERETIEH", NIKREFBIEXS
B8R, BEXNXYFFAA TR ERBNGREER URL, aJLASCIEAYRERE.

i FIFOSGIE: Apache HTTP = 2.4.49, #i{Tap<python3 CVE-2021-41773.py "127.0.0.1" /5%
H"Server 127.0.0.1 1S VULNERABLE“AYEXIH

CVE-2022-0417:

mEEA: vimEFERZERE, ZRERTFXNRESTFREE T BZRRESmA— MFBIHIERN
X, SHERRTHABHIT,

TRERIFBFNISIE:vim < 8.2.4245, #4T8<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2022-0417 -c ":qa!"WNERBHH"0" B ARLIH

CVE-2022-0359:

WEEA: vim ZEReRE, ZREETES.2ZBlvimETFHIE P XiEH.
JREFIFIFNIGIE: vim < 8.2, $117%<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-2022-
0359 -c ":qa!"tNERAEHH "signal: aborted (core dumped)"BI/9BkLH

CVE-2022-0413:

WEA: vim FERFEEEERER, ZRBETXNEEATFREE TR BZRREBA— M
BUIFIWERISZE, SEERERABHAT.

SRR vim < 8.2, H{T#<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-2022-
0413 -c ":qa!"tNRBHIH "signal: aborted (core dumped) "Bl /9pIh

CVE-2022-0572:

A : vim FELERE, ZRERETES.2ZRIGitHuUbREEVimAhE TR E hX i



TR FEFIEEIE vim < 8.2, H1#7@<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-2022-
0572 -c ":qa!"tNEREHH "signal: segmentation fault (core dumped)"BlAALIH
CVE-2022-0685:

IRIAEA : vim 8.2.4418ZHIMAFRALZ SRR, ZeRiETvimPERBY eERMEEHREE.
IR FFIEIE vim < 8.2.4418, #1Tdp<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2022-0685 -c ":qa!"tNR Bk "signal: segmentation fault (core dumped)"B/aBIN
CVE-2022-0729:

ImAfEA . Vim PFEEHKERER, ZREIET 6 src/regexp_bt.c R RIFAFRIHIT
BHmE, XEETETZBRASHEEYX G, IUTFFaMMRAZEIFN: Vim 8.2.4440 ZHihR
$O

IR FFSEIEvim<8.2.4440, #178<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2022-0729 -c ":qa!"anR Bk H "signal: segmentation fault (core dumped)"B/9BIh
CVE-2022-1771:

ImIAfEA . Vim 8.2.4975 ZRIRAFAEREIRA, &R T feFAE TR Xt e
@0

SRR FBRNESILE: vim < 8.2.4975, H#T@<: vim -u - NONE -e -s -S CVE-2022-1771 {IEREH
H"signal: segmentation fault (core dumped)"BI 95510

CVE-2022-2598:

IREIA: Vim 9.0.0100 ZBIMRAFELZ SRR, ZkEET AP BIARERENITAH.

SRR FFIEIE:vim<9.0.0100, $1478<: vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2022-2598 -c ":.qa!"tNRBHH "signal: segmentation fault (core dumped)"Bl9A%I0
CVE-2019-7304:

ImIAfEA : snapd 2.28%2 375ERMIGUEFRRT 7 ITfEERFEUNIXER T FHTIHIa 6 BTadit
ik, —AMIEE R LMER RGN EEFAPIF RS EE R,

JiaFIFBFOSEIE: Snapd < 2.37.1, Ubuntu_linux 14.04 LTS, Ubuntu_linux 16.04 LTS,
Ubuntu_linux 18.04 LTS, Ubuntu_linux 18.10, #178<: python3 CVE-2019-7304.pyfa4h
J9"Success! You can now " su“BIAELH

CVE-2019-18634:

TRIEA : 7£ 1.8.26 ZHIAY Sudo F, FNERTE /etc/sudoers ZA pwfeedback, FAFRILATEIFIR
sudo HEFMAETFHRINE TXiEEH. (pwfeedback 2 Linux Mint 0 elementary OS BYZAIA
RE, M, EARLFITSEMENERANRE, AERGEEERERANASFE. ) WEE
FEENERNEE—MFRFEBtgetpass.c FY getin(). NEZEFAPIFEREEERIFN,

TR FFNISIE: sudo < 1.8.26,#11T85< : python3 CVE-2019-18634.pyja{FisitH A interactive
mode“Rfi AwhoamiiR[E]grootB AL

CVE-2022-3602:
iR Openss| 3.0.xhRASTEX. S0NERBINBIFEFFEANFHRIMBAEEUHEF R R, o]
BESENFRIA, BEETREREBANTITERNITEN LR HhT.

SRR FBFNISIE openss| 3.0.0~openssl 3.0.6 #11T85<: python3 CVE-2022-3602.py -t
127.0.0.1:3000/5& &1 /9" Vulnerable“BI 9 pZIh

CVE-2023-0051:

TR GitHubfZEiEREVIim/VimTE9.0.1 1442 BIfEEE T HNE h X H

SRR FIFNISILE: vim < 9.0.1144, 3147854 : vim -u - NONE -i - NONE -n -X -Z -e -m -s -S CVE-
2023-0051 -c ":qa!" aNEREHIH "be killed"BR9AIN



e (CVE-2023-0288:
TRiEA . GitHubEEEEVIMm/vim7E9.0.11 82iR AT EHEbuffenz iR,

TRERAFRNBEIE:vim < 9.0.1182,#1#785<: vim -u - NONE -i - NONE -n -X -Z - -m -s -S CVE-
2023-0288.dat -c ":qa!" aNRBHIH "signal: segmentation fault (core dumped)"BARLEH
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= STIERERINERIENESTE.
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 RINHEREN, WRAIEERE (BEMM. BIA. SRHE) BEmIEN
vi=
» RWENYY, RSB REEREFERGE,
o #REPythonillistii4s:
= YRE read_yaml BRE, LIEEERYAMLECE SUAHAITHEE,
" 45 initialize_yaml_data BR&{, SCHIWIIAMEERSUARITNRE,
" RS write_yaml R, SCIEIGEERSAYAMLIHITIRE,
" %5 print_pro_info BR&Y, SCILMLHFTENINBERAITIRE,
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"CheckTime": "2024-05-30 10:15:37",
"Hostname": "nuc-vmwarevirtualplatform",
"ScanType": "BaseLine",
i "ScanProject": [
m I d m. m 2 l m
. o r
. LA A = a2 o] /s e 1 4
"SiteInfo Name": "fufrj& {7 LAVE L2178,
"Result": "No result",
"JudgeResult": "No judge result",
—
"Belong": "20K-=Z 14",
"Advice": "No advice"
B } r
= {
m Id" - m 2 4 m
. o r
. N -7 - s A
"SiteInfo Name": "fufriX& &ML E FEHEOE
- r
"Result": "No result",
"JudgeResult": "No judge result",
—
"Belong": "20K-= 14",
"Advice": "No advice"
B } r
= {
'"Id'": '72_5"'
"SiteInfo Name": "fu it GAr EDSL1&K
- r
"Result": "No result",
"JudgeResult": "No judge result",
—
"Belong": "2lK= 14",
"Advice": "No advice"
B } r
=1
"CheckTime": "2024-05-30 10:15:53", thie O w
"Hostname": "nuc-vmwarevirtualplatform", - = v
@ "ScanProject": [
E {
"Advice": "\u957f\u671f\ude0d\udfee\u6539\ubbc6\u7801\udfla\u589e\u52a0\usbc6\u7801\u66b4\u9732\u98ce\ud6e9\
"Belong": "2\u8d26\u53f7\u53e3\udeed",
nrgr: vy qm,
"JudgeResult": "TRUE",
"Result": "90",
"SiteInfo Name": "\u68c0\u67e5\u662f\u5426\udee5\u8bbe\u7fée\u53e3\udeed\u751f\usb58\u5468\u671£"
r I
= {
"Advice": "\uSbc6\u7801\u590d\u6742\ubeab\udfc7\udfde\udfla\u589e\u52a0\usbc6\u7801\u88ab\u7206\u7834\u98ce\
"Belong": "2\u8d26\u53f7\u53e3\udeed",
nrgn: mp 4m,
"JudgeResult": "FAIL",
"Result": "null",
"SiteInfo Name": "\u68c0\u67e5\u8bbe\u5907\u5bc6\u7801\u590d\u6742\ubea6\u7b56\u7565"
r I
=] {
"Advice": "\u7531\ude8e\u7a7a\u53e3\udeed\udfla\u8bad\u653b\u51£fb\u8005\ude0d\u9700\u8981\us53e3\udeecd\udfdb\
"Belong": "2\u8d26\u53f7\u53e3\udeed",
nrgn: mp sm,
"JudgeResult": "TRUE",
"Result": "null",
"SiteInfo Name": "\u68c0\u67e5\u662f\u5426\u5b58\u5728\u7a7a\u53e3\udeed\u8d26\u6237"
r I

iR AR

e kernelPocilifticsR


af://n543

"CheckTime": "2024-05-30 10:11:00"
"Hostname": "nuc-vmwarevirtualplatform"

E {
E "CVE-2022-2639": {
"CheckResult": O,

"solution": "https://support.huaweicloud.com/intl/zh-cn/bulletin-cce/CVE-2022-2639.html"

= {

g "CVE-2021-4204": {

"CheckResult": 0O,

"solution": "https://access.redhat.com/security/cve/cve=2021-4204"

= {

E "CVE-2021-22555": {
"CheckResult": O,
"solution": "https:

E {
E "CVE-2022-0847": {
"CheckResult": O,

"solution": "https://kernel.org/"

"CheckTime": "2024-05-30 10:11:09"

"Hostname": "nuc-vmwarevirtualplatform"

] "CVE-2022-2588": {
"CheckResult": 0,
"solution": "https:

1 "CVE-2022-0847": {
"CheckResult": 0,

"solution": "https://kernel.org/"

1 "CVE-2021-22555": {
"CheckResult": 0,

"solution": "https://github.com/google/security-research/security/advisories/GHSA-xxx5-8mvg-3528"

] "CVE-2022-1679": {
"CheckResult": 0,

El11 WiZmEitgs
systemPoclificR

"

"CheckTime™: "2024-05-30 10:11:36"
[ }I
E| {
"Hostname": "nuc-vmwarevirtualplatform"

[ }I
= {
g "KVE-2022-0206": {

"CheckResult": 0,

"solution™: "https://kylinos.cn/support/loophole/patch/1874.html"
= }
i }I
= {
g "KVE-2022-0207": {

"CheckResult": 0,

"solution™: "https://kylinos.cn/support/loophole/patch/1329.html"
r }
2 }I
= {
g "KVE-2022-0210": {

"CheckResult": 0,

"solution™: "https://kylinos.cn/support/loophole/patch/1329.html"
i }
[ }I
E {
g "KVE-2022-0231": {

"CheckResult": 0O,

"solution™: "https://kylinos.cn/support/loophole/patch/1331.html"




It

"CheckTime": "2024-05-30 10:12:04"

"Hostname": "nuc-vmwarevirtualplatform"
IF
3 {
3 "KVE-2022-0206": {
"CheckResult": 0,

"solution": "https://kylinos.cn/support/loophole/patch/1874.html"

3 "CVE-2023-0054": {
"CheckResult": 0O,
"solution": "https://github.com/vim/vim/commit/3ac1d97a1d9353490493d30088256360435£7731"

El "KVE-2022-0231": {

"CheckResult": 0O,
"solution": "https://kylinos.cn/support/loophole/patch/1331 . html"
}
},
El {
Bl "CVE-2022-0714": {
"CheckResult": 0,

"solution": "https://kylinos.cn/support/loophole/patch/1027.html"
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BE.
3. MEREBNRSBENEIN. X TEHRTEEL, SCAPREEL, HRTEELMEMBME
W ZeEEHENNE, RIEERNORE, —RIIRERE.
4 NRERS: SESMFEENBE— M FEEENETE. B27—EW ERFRRE, RFEEE
BRI LAEEER,
5. HREMNFFETE: RRGITESERAZNTERR. SERRERNIEREMTAKERER
IRFNESE), BEHERERMIEER. EshellFIINEERE, LMHBTZIGN, FESHEELZR
6. IRIRIRR: N T B~ EiRkERR. ME—IE#HITSRIES.
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4. 35 T F5iDjango il H FFEA L SR, XSFTURLCon A 1 BEEREY 1 i, scBiDjangoi H i Hhttp
B SERR T A HdE (5 5 -
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