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= QML FluentUl -MIT license
®  Stack Overflow
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fEdeepint#FRGH, ETFseccompFrE—NMER. HAILURIERF UG ENSHIRNZIE F BRI aZE R
FHIEFERNR BRI T,
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BEBBIRIBEIERIMINIRY B 12/ B SRR RS E B TS,

BEB SRS B IR/ BRI R AR TR, BIERFEARENGSSHEORTVEFNRAS
#, RIERFRIEENRFEAHTIIT,

B S RIER R\ R ARG R,
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0 e R E AT B2 R A TR RSB TAT R,

QSN B/ A EMRHENR SRR TR, BARREARELUEEEENIRTEFNRS
2%, RIERFPIGEESRFERHTIIT,

M e SIRIE B P I AN E BT N R SR PRI,
F=BE=E

2024.3.9 B, FHIAlTiEseccomp3Xid,

2024.3.11 FgfREdemo, {FERseccomp-unotifyt&z(,

2024.3.31 demomE7hk, BEBREARBEENLAF, HHAPEZRESEY, BLHABIREIE. FiREIR
seccompfIIHEERIR, REHAptraceSseccompEEANEN., FHAREptraceX Y, wEHHIdemo,

2024.4.28 demofm55epk, EASLI T 2EPEDAAT, IGRRSHIGUIFEAISENIEAZ BIEFERAARE,
RESH— I BImESR.

2024.5.6 REFAETFqmIBIFFRIEZE FluentUl For QML, FRAFIEFHERER D IRIBLUSERIFER,; Sl
HRE, EXERAE, NRERBEEEN (E—RERERETERRE, ERFPMELEH 2], Rtk
ERRTERCERGEREAEHRANE) SUMFRREN (FrEFENRFSERSRIIH, BRAILUER
EERRANE)  FHRSRIRRE TEES.

2024.5.10 iE5EEE, HEMUREM, FMEE—L/\RIEWERE. WEEMEANIIEE.

2024.5.16 VEEESTEE, FAFAIIBEMN REEFEREFRERAPSEN IR RS ; HREHERIibE
J9{#EFEHHLD_PRELOADIRREININEAIZ HnNSEElibhookhere.so, 1F4k: D TIIEERBANSK, FRIEXFEME;
FLSHFRNZS MNHEHTIEN, HITRERATEIREZNSENRBER, WA E. IMBEARTHK.

2024.5.25 i N%gSignal-delivery-stopF1Group-stop A {ZAI R, FFIAMIBREIX BIDFI— L0, 4
FES R \bug,
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2024.5.27 & fnRelease v1.0hRA, ERIVERFEbug, ZbugSHABENRFTERIEREabort foreverfI, &HBA
[RRAEERFAEDIEBERIEEHN. wEFHEEHbug, HEREMVIIMA,

2024.5.28 k& faRelease v1.1hRZA,

2024.531 EEFENER T, EaHUTREEANEEIENEERSH AT EseccompEHAHIEFES
SHEMEF BRI,

IREMTER

2024.6.25 AN T scriptfll, AFALIARFERFZERS—RbashillZA, @id¥ifipid. 7X1MS8. 73MES|
REN2EE, BN ZRFERBMTAVEE. (FR: AN: JH7E)

2024.7.11 ¥ TRISIEISIEINRE, HILUEHEMIRE ERARER (F<E)
2024.7.30 OISR EHERILIER 278 7 AR SCREFNIE

TR

SHEGIAEE

*ERSA S SRR ERHIE, RN ISR APIDI IS & TR A,
video: E#2
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1. BEBBARIEEEAIRNIXS B/ B SR EN R SR RH TR

BlseccompRI LASCENRVEAINRE, MNEIFILIEssE#HTiork, 1TSS EREFZIFHES, BHFHER
1Texecl¥, REMEFSIRZFHE, XNIEPITIBRRAFSMEEER, ZEit, XA TZER.

2. B EIHNT B IR/ B EaIRHEN R SR TIIIR, BARFEAREIREHEN
BEFINASSE, RIERFISENRFSEBHTIIT

seccompfAHE—LPRE, FIaN—EILigesiNE, WARREITHIAEBEE; ER—XIETH, SILARENRINET
BIREN, (BFEMBRIBIHINES, XHEERIV A ER ISR RIZ TR T Rz T s =R AL R SRR,
FRSIESAIANINLABRE, E7RH T seccompRIFHAIANE, A THRRREMEANIEM, linuxiZfEs OMRA5|
N7 seccomp-unotify#flFl, #USITIEFFR Ntarget, BZHBHAE targetf T ABIFERFR Asupervisor, 1ZATLH
AL fEtarget N R SR A EGEZEtarget, FHERFEBIZAMAHFUTRYRENEE R EsupervisorsISFIMT, =
Itt, BPSCITiZB#R. (https://man7.org/linux/man-pages/man2/seccomp_unotify.2.html)

seccomptB AT LA BRI RAARE S liptraceS{t, BftracerBEkiZHF, HAILUARAERAOIER.
3. BEB RN HIARIE I P I\ RS N R SR FRES

R 53 PR,
(WERNZRSENRAERARES, ERZRAER, FHESUBBEEHTIRGERER, KEHIT.
QFEREFETIRPOERNZ, IWEFIT, BARGRRHIT, AERSEFEBIIT.
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(DBYSCIANRAE R EAseccompfIER T, EMSHREEEresp SR HERFAREIRIA, EMAFENEE
5 /proc/[pidl/mem, WNR{FEFEseccomp+ptrace, EiZF{EMptracetRHtAIThEER AT LATSRIEER., Rt Z=EE]
VAbC S e ER AR,

(2)BYSEHANRAE R EfseccompfIER T, IRERERESIEFNIBER. FFRA950, (B26EMptracerTLL
Ex & R PRI R SRS 5178/ AFLATT I TIEE.

ISE
BE seccomp seccomp + ptrace
{EE 2> EZ
e 2o Z
BE B (3¢
REE = (3¢

—FHAR(EFI T seccomp, {E4HIBBENAATS, iseccomp+ptraceiial, BUSTERLURMTRIERERAT

seccomp+ptracefJ5 .,
—NMEE: A AR RERAptrace? RiEptraced SHAILURARFTEA.

FERRERARR, ptracefEIREPTRACE_SYSCALLIE, S F—"MIERSERBIVT G/ ERITEFEHE,
MEEEMENRSARER. MREESERTLSSHAseccompidiBiE Ao AT EERNAESBR, BH
ptraceRbIERIRAY, WO PIZSHARSZ AR ETHRAIREL.

JRIEN A
PTRACE

ptrace2linux F— PN ANERSRAER, TLBEeRENEMEE. SRET—FEEL—NEFE (Tracer) A
PAERFEH B — NHIERIIT (Tracee) , HEEFE N TraceeNFEF IS 7. SEERTILIMT=IER
R A A RIRER.

ptraceRIREIEIVFIE (SRIR R FhSE

ptraceBJLAKE S AR traceme(attachEHSLE S Bin#fERTtraceme/SiH TIEBER, BT RE—F)Flseize®
o, EFseizetRMIINZEI BARARENASEILERAE, REAMATINRENSEHNASEIE, Hseizetd
R THYapitbiR A, —FiaERattachi®s, (BEkERN LARREAseizetEI(. ptracefil REVEESEHBTR
S, AImBESEEMAZ T PTRACE_EVENT_SECCOMPHSyscall_stops#aff, XdF-clone, fork, viork=&%R
FA, &FE#EPTRACE_EVENT_CLONE/FORK/VFORKEFZRIIER, LM, JUMEERIIRFNT.
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PTRACE_EVENT_CLONE/FORK/VFORK

Syscall_stop
PTRACE_EVENT SECCDM/ Syscall_stop
/ f’ﬁfﬁﬁfﬁ

A |

HAT A
_ l||
% seccomp’k: Jfiptrace 1 FA G0 H

2L IR r SR EGH EEFEIPID

L J

Hrh, Syscall-stopsBHPTRACE_SYSCALLftA , traceeftAFSHHERIZIESCSFEREE T ESRABARANA, &
HARGRREFERNSEREEZESREAREO,

X3Fclone, fork, viork="MEAEFFRAIR VAR, EIRE T PTRACE_O_TRACECLONE/TRACEFORK/TRACEVFORK
&, SENERRRIRIHfLAPTRACE_EVENT_CLONE/FORK/VFORKEE, WIRRFERCSENIT, HER
HiE, LUMEtracera] LERENFHFZRIPID, NIBIEHFHIFHEWR ZZIEEHBtraceriBER, XEERIHIRTLA
BhlktraceeRYFiAFER IR tracerizHl.,

RHEEEERAHER, TERNRERwatpdREIRK, MERRIZESHIER MKEIZEFITHT,
RS SHENE TEBIEILHENHRELMER T, SRHERXEEF, SELEENENESHES
&%),

S ARSI

waitpid BREHIE NI T :

pid_t waitpid(pid_t pid, int * Nullable wstatus, int options);
{SEFRRTAN:

tracerf@fwaitpid/a, B NMSEUHNZRELFEIWREEIEXEE. BE—ERFBHAIREE ptrace3HH
FRIRHAITT RSB R S EERIZEA),

SECCOMP

seccomp2LinuxAZRHE—MZ2HE, BTERPSNARFMTRSERIE TSRS, HFEER
ETHRGERSAITRIIRS, URNRGEEASHNRE. S— I NAEFEER, B LAMERseccomp
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MERINE—NMTIEes, ZITIESERE 7 RIFEIHTHNRAER. ENRRFITREEAR, seccomp
SRR IERRRIR N4 T PLECA AL,

seccompf =F&Ez(:

strict

RsviFread write exit rt_sigreturnlUFHRFEA, =RPITROERRERHESHRI.
bpf

TR TRHRRIRSMNFINEEI Rz, FJLUESER SRR RS RAMERE,
unotify

fEbpfEINRIEM £, FERBMNIREInotify, BIRMGRFSERRSHIITIIRENZASZ—MNHELIE, RAE
SERYRIEIE.

linux FEOE (%) 2

linux FRYLLTIEESLR "RER HIE, TR EBRtask structfILEIEFRR. tiptraceflseccompXHHIEFNLFZN
TAXRHZEHERN. BZEZEHSEHTexec(HEER), clone—TR(F=EFHE) MAMEIEITRIFE X FnAiE
Ao,

B ZE R TS

B4R, controller, watcher=/ER52EAK.
Bl

REEAFPRE, BRER, EIAPERES.
controller

AlimfwatcherfBRIHTR, TasitIBwatcher ZRANSEMEALRIRAIESE. IMEMNISY. fEmwatcherffT
%, TEERESETHIEE,

watcher

BEESEMERRE, BinEFISirEtE, B2 contollerfUiESRE T—H2(E. BT EEREHNEGE
INSHIBHE, (ERSEIER.

subcontroller
iR IR ER, ERIEIEN L, BT socketiESZFIEEAZIMES,

RETIERECE
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SER HEATHEA

ENFIEE

*TEtracersZHptracefiseizetZ M INEtraceeZ f5, tracerr] LU{FEFPRACE_INTERRUPTER A EE{Ftracee, [RAT
FLURIEREIEEH Bitracee TEERAITIERES. LB StraceeFERTIEERPSHBER. &RAEMIS
i, MEEZYMEtraceeRABERFIZE—NnBR, FHBREIBAFPSHITRIZITRE, BHtracerf@kFHFF
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proc :
HlprtacefEirip libhookhere.so
AT A AR A
PR AE A& I 1 25
1SS e T
RIP —> orig codel EHHT&E%HE&} RIP—>
orig code2
libhookhere.so libhookhere.so
FprtacelB i &7 5%,
Rt RGO HE R,
HAE Mz A B AT WA
GEEE L N =
KREuifl . wE > RP—> syscall HUT syscall
int 3 int 3
RIP —
proc
fid A W R, MRS
i R
RIP— orig codel
i% orig code2
A
17
REERZES]

— cMakeLists.txt----- IE
— Fluentul----- Bl

— LICENSE

— README.md

L— src----- NELE!
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{5 AR

NS /MRS

XFFEENE: x86_64

FFAIREE: deepinV23, Qt 6.6.2
1R -

BUIRIEZR QML FluentUl by zhuzichu
libseccomp
pstree(KEBDlinuxXRITARELZERS)
SNEEEFMATNEE, BIAIRE Abash
U EIE S

TEFTEIFAReleaselfRAFHRE, EApplmagenl#iT3¢{4Flibhookhere.soflifER—HER.1Z1TApplmageBia]
HM; NEETHIELIET, BNESHREEFuentulBtE, STamRIERNASSEEP—Sis T
TFHE, libhookherefSRXAHERISERA, BITmFENsoFAIAER (RE—SHSE, ATHEMRE
AINENIES

WHEMA

e
1A D

= seccomp-jail H £ - O x

Search 0 Trace

| (R Trace
mkdir X mkdir test X Remote

Rules

= id nr syscall argl arg2 arg3 argd args argb Options
&= Process Tree & Inject i . 4 < < & 4 4 -

® Logs

& About

B3 Settings

FRMm
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Trace
mkdir X mkdir test X Stop Remote
pid nr syscall argl arg2 arg3 argd args argb Options
1 53410 g3 MMl 1T g 0 % s e Selectanaction

FREESER. FERFRER

N gmsE
Select rule Load rule Create rule Save Save As
nr Mame AT status Change to
1 0 __NR_read Allow forever allow o
2 1 _ NR_write Allow forever allow o
3 2 __NR_open Allow allow o
4 3 __NR_close Allow forever allow o
5 4 __ NR_stat Allow allow o
6 5 __NR_fstat Allow allow o

<Preaols 2 3 4 5 6 = 10 Next

ELCREEUE. DnEk. 120, RIS

EAT
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mkdir(53410)

Pid: 53410 X

syscall number and argc

nr

argl:

argd:

argl arg2: arg2 arg3: arg3

argd arg5: args argb: argb

FIRE E75 B REMERHIE/ZEN, THRMESITRABERNED

BE

Logs

Log

Sun May 26 17:22:48 2024 pid: 141357 nr: 137(_NR_statfs) arg1: 140623164965488 arg2: 140732695598
0480 arg3: 140623165002196 arg4: 140623165106120 arg5: 0 argh: 12 action: pass according to rules...

Sun May 26 17:22:48 2024 pid: 141357 nr: 137(_NR_statfs) arg1: 140623164965495 arg2: 14073269598
0480 arg3: 18446744073709551264 arg4: 140623165106120 arg5: 0 arg6: 12 action: pass according t...

Sun May 26 17:22:48 2024 pid: 141357 nr: 318(_NR_getrandom) arg1: 140623164789912 arg2: 8 arg3:
1 arg4: 140623165106120 arg5: 0 argb: 12 action: pass according to rules returnval: 8

Sun May 26 17:22:48 2024 pid: 141357 nr: 12(_NR_brk) arg1: 0 arg2: 140623164763264 arg3: 0 arg4: 4
arg5: 135168 arg6: 1 action: pass according to rules returnval: 94221040357376

Sun May 26 17:22:48 2024 pid: 141357 nr: 12(__NR_brk) arg1: 94221040492544 arg2: 140623164763264
arg3: 140623164793656 arg4: 4 arg5: 135168 argb: 1 action: pass according to rules returnval: 94221...

Sun May 26 17:22:48 2024 pid: 141357 nr: 257(_NR_openat) arg1: 4294967196 arg2: 140623164965460
arg3: 524288 arg4: 0 arg5: 8 arg6: 1 action: pass according to rules returnval: 3

Sun May 26 17:22:48 2024 pid: 141357 nr: 262(__NR_newfstatat) arg1: 3 arg2: 140623164509075 arg3: 1
40732695980160 arg4: 4096 arg5: 128 arg6: 1 action: pass according to rules returnval: 0

Sun May 26 17:22:48 2024 pid: 141357 nr: 21(__NR_access) arg1: 140623164965528 arg2: 0 arg3: 23003

2024-07-31
Options

Delete
Delete
Delete
Delete
Delete
Delete
Delete

oo, |

[y

HWHREERES, SEEFEIMAIFNELA.
{ERFAE
fRiEHNY

NRERLKBEMNY, RdECreate rule AJLUSERE—FFIZAN I — D BOARRSIE,

NS AR —jsonX i, FHESRGERNREMT. MUENORNFL AR,

T T

— PN ERFFEAIIR—Nson Array, WBIANITER, arr[0]~arrBIDBIANOMNES, HARbase644miE(RTEE /D
), HOMNE, BRAHNREIEFEAZS).
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pNm} L
KimiE4E(Abort forever)
BEZRAFER, BEBRHRENIRIE TR ERULFEAN
KIZFEIF(Allow forever)

RFZEFER, BEBRHENIRIE TR ERULFEAN

RE LEMFKRAMNEER A TRSIETHER, KAMUAETRAFS EG LN ERHENRSER
BEFETUATY, AREEENRFER. LU TRRE L ERERE TR aSliR.

iBH(Notify)

BizR S ERAXMAAFLE, BRAULUBEREREESAIFLRFSERATLUISZTAIARY, LISBRIER
HRRSERS B,

FtiF(Allow)
FVFZRFER, BEBRHENRIZ TR LA SIS,
}E48(Abort)

BEZRFER, BERmHENIRIZ THET ARSI,

BN S, mibloadINEAIN, LERTRILIEEFESIN, AJLURRGERAREHRINAN. BirER
EiTigd, WETLEILFEESHIN, RIS,

BIAs (Script)

AERIERF BE X AbashEIAFIRTHI TR AANotify, AllowEiAbort, ERGZERRRGE, SEAEREBR
HiEpid, "B, NNMES BRSO IFEEZE: PID. SJ_ARG1-SJ_ARG6. SJ_DARG1-SJ_DARG6

oh, EMUTERIAEER, (%S IR KA1 FEI6AEERE, SRENEMFEILEREEEE, MRE
KRIEIME T T AEE)

BRI N B PR H AR M SERRMAZ A THIIRE

# 0: @Y 1: 164 2: @A
exit [0~2]

TER—MIF, BAFMzRSERSE—MSHES123, ERURSGAFLE, SNERET.
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<« seccomp-jail H 2 - DO X
Search o R u le [
(R Trace
Select rule Load rule Create rule Save Save As
Rules
nr - - Change to
& Process Tree & Inject 26 75 YAl Updateentryrule [RSEEULE Nl Upda
Custom rule
© Logs
21 76 Edit your bash script here Al Updateentryrule JEEEN Ell Upda
% if [ $5J_ARG1 -eq 123 ]; then | ‘
* ~ ate e \ s a
7 exit 2 Update entry rule [GIEETT Upda
else
29 78 exit @l Update entryrule JEGEENN bl Upda
fi
30 79 W Update entry rule default W
31 80 W Update entry rule default e
32 8 Al Update entryrule JEEENE ~
33 82 Al Updateentryrule JEEEN N
34 83 Cancel Rl Update entryrule [SIEETTH b
35 84 __NR_rmdir Allow forever|Default allow W Update entry rule default W
36 85 __NR_creat Allow forever|Default allow W Update entry rule default W
& About
3 Settings <Previous 1 34506 [E 10 Next>

AR REFSIRESSEEFRIEFRE, BREHAEEHIERL FEE— 1 HO. )

b o m

EKiA (Default)

AinfEiREE.

Wi(Change)

ERHRERIEEE.

iB(Notify)

RErElRng, ILAPEERESENREE. (REEEREarg1at, BEXBELt, EREM=THER)
=

WEFFRAIES3E (mkdin RFTERRTHN, SN : BmkdirRER, FUTHIAFRIESR A ChRE(TIFhE
), HmkdirfE AR, EEGREWES -233.

"83": [
5,
E)
1,
-233
1,
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miEBIFEFIEENSE
EEREHMNEFERRZ (ENBR/AATRE/mSUmkdir, 1s5%) 188G, AmfTraceBla]FHA i B

P, AL REStopsgHlfELE BirERIEIT.
imteisE

FEImiEEA _EiEfTseccomp-jail-net-coreHEE B IR AR :

$ ./seccomp-jail-net-core 2333

EAMEN, mhRemotelZZNITIZE, A

ip:port path

RURSTUREIE T LB ERER, [BEHR(FER.
BNRFREA

BRNotifyfIISh, BRI EE, EEATRARE T NotiyfINNRFERAK ENFRAEREERES
SRFPLE, BRETIT.

RFEEAAQO

HiEpid, RFEAS/A, SHFERSEREREL. WENNAER, THESRINAISE (RFEASHM
NEE) . BREIRPIRERE—IMTEHE, BRZAGERNHELCTEERE. JEETaEaM:

i

TR S A

548

BEPTIZR SR

SR

RFHUTIZR SRR, FEzRREABMFEtET,
BRI

BEITZRSRER, FEzRRERBMEES,
EEHAES
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BH—MEM, AUEOFTLBRSERERNANSEE L, BEEEENTRKIVEE. (WU EES
A, 5% E75 I NERAI—FskE 2 R SE )

FEERALO

Higpid, RFEEAS/A, REEFHEERETEREL, ATSRFERAOHITXE, RFEEARESNRS
AN _EXIT", REHES R fEarg14t, E8ix=uBIRMEROREE, BEf=(r8-1, SRR, BXREEX. &
R TEIA R

&R

RIFFRIREHERMEERIEH T arg =) FHIREHZIE T

RS

R RN ANREIE.

ENITREFRR

EEPUTHRE LSS EREFMERRIHEN. _/b FAOKEBRIINS, FILETF— M HENPERIHEZANE

NEIR, EEIRHFRARFTERSHANSHE, KexecuteBIAIFUTIZRFEM. FFREAS DR
2 (HISLRNEAZS NGRS, BEALELZNAER, JRHRIRZIMIER, +oRHEE)

=g =B
WRESETREEARE, FRRFKAMNNRGERN, BRFHN. REENFEHINARFSEERINENMT

NRGERBHSELET, JleEaNceanBiisBakcopyERIZFBIINA. BEAETEEENE, #*
25, RRBEASTIERS, /N128, RER9EE, REE.

FEEIN
1. Xclone, fork, Viork=MNEFREBME, BMIBIMNIIZBallow foreveri&ffEseccomp-jail FMBERttA 16!
EAVFHE,

2. BRI ER (deepinV23 x86_64 PIIZARZA 6.1.32), TEV@Mclone(). fork(). vfork(Rf, seccompLiGE
#FAcloneRFEEA, {Bptracen] LIGH=MARRERFR. S5, iU GEEERforkkF#H
2, BNEEVR)EclonefNforkPIEZMNIEEBFTHF. clonefRNIEZIMSCFREY1T/, forkfINIREBEARET
allow forevergkabort foreverBla], MARARHIAZNAR, BERAELERMN, EE=FFEFAE—

W Ei=E.

3. MR RITIEF B EEANERANGL, BEZin+iEiTseccomp-jail, S IRIEEFENE, BIEl{FEA
ZEEBEOHTIERANEGY (SiniRSiERoiREtTmNEY) | BEEasERINREAY R E
FRERINEILE.

4 NRAFEREZRFEARENE, (3AEEBAORNIR AT Moreverfilll, EAREFAENIXF MM
U270

=TI
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Test1: mkdir test
5B :

IHEEE— N2 fotestiIAE,

Hm :
RARAE N ARRE &iF
mkdir notify BIF
Hifty allow forever
U
H £ - 0O X
Trace
mkdir X mkdir test X Stop
pid nr syscall argl arg2 arg3 argd arg5 argb Options
_NR_mk 1407257 1396406 9415591 .
1 11072 83 dir 584854, 511 0 566476 511 6209664 Select an action v
PTfEER,
Detail - X

5498687339275445000(test)
B375935897724B02000{ORTERM=t)
8245928668403430000(ruecolor)
5431505650740184000()
4993734732483149000(=:0)
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aliEEMore INBEHFMER, KBHE M SHFMIIEENNFRKAEUE, JLURMERE T34k
=R

EASEEEIRNSIE S AF/AE, LEESE -SRI PR AENTFH.

Logs
Log Options
1 Mon May 27 19:59:05 2024 pid: 11072 nr: 83(__NR_mkdir) arg1: 140725758485415 arg2: 511 arg3: 0 arg4: 139640659 Delete
642624 arg5: 511 arg6: 94155916209664 action: pass by user returnval: 0 o

EEATFILARSER, REESAETIUAIITSRICR.

i18n test default.json seccomp-jail

LR INAERL T test )44,
Test2: mkdir test1

Famy -

FREERE AFEE &

mkdir notify Ei=Hic)

Hity allow forever

ioiEg:

Bi[ETest1
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Logs

Log

Mon May 27 20:09:58 2024 pid: 20378 nr: 83(_NR_mkdir) arg1: 140733288973222 arg2: 511 arg3: 0 arg4: 1405109149
39136 arg5: 511 arg6: 94598181916160 action: abort by user

o

2024-07-31
- O X
Options

Delete

EEFRIETZRSERR, #EREREATUKIILRICR.

test default.json seccomp-jail

IRBERtest 134K,

Test3: MRHANSBZZAN

188 :

FE—ERFREERAgetpid ) AT T FRFBEEMN, WERKHTA.

BfFiEFEERL:

int main()

{
while(1)
{
getpid();
sleep(1l);
}
}
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Hm :
RBAAE #u FAFRE &ix
getpid allow -> abort -> notify  FEIFFHZRNIFLAY
Hith allow forever

giz:

¥ getpidBIRINIZ Hallow/S IBEIFER.

Logs
Log Options

1 Tue May 28 15:34:57 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 1 arg2: 140732659932872 arg3: 1407326 Delete
59932888 arg4: 139816003264952 arg5: 0 arg6: 139816005278432 action: pass according to rules ret... Py

5 Tue May 28 15:34:58 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 Delete
arg5: 0 argb: 139816005278432 action: pass according to rules returnval: 4296 Py

3 Tue May 28 15:34:59 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 Delete
arg5: 0 argh: 139816005278432 action: pass according to rules returnval: 4296 d

4 Tue May 28 15:35:00 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 Delete
arg5: 0 argb: 139816005278432 action: pass according to rules returnval: 4296 Py

BEHE, KRIRREEEEIgetpid RAREA.

Logs

Log Options

=)

32 Delete A

arg5: 0 arg6: 139816005278432 action: pass acc_ording to rules returnval: 4296

Tue May 28 15:35:29 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528

33 arg5: 0 arg6: 139816005278432 action: pass according to rules returnval: 4296

Delete

Tue May 28 15:35:30 2024 pid: 4296 nr: 39(__MNR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528

. arg5: 0 argh: 139816005278432 action: pass according to rules returnval: 4296

Delete

Tue May 28 15:35:31 2024 pid: 4296 nr: 39(__MNR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528

35 arg5: 0 argb: 139816005278432 action: pass according to rules returnval: 4296 Delete

Tue May 28 15:35:32 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 argd: 140732659932528

36 arg5: 0 argb: 139816005278432 action: abort according to rules

Delete

Tue May 28 15:35:33 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528

3 arg5: 0 argb: 139816005278432 action: abort according to rules

Delete

BB fabortis, AMAEFLIEIHEEZZEFEA.
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H £ - 0O X
Trace
/home/user/playground/Test3 X Args Stop
pid nr syscall arg1 arg2 arg3 arg4 args arg6 Options
__NR_get 1407326 1398160 .
1 429 39 pid 0 0 0 599325, 0 052784... Select an action
N . N - )
EEFHIN Anotifyfs, RFREREEEEREFSHAFLE,
Logs
Log Options
12J01UUUIL S O4DL daLuul . duui L ateuruan IIJ L ruies L
67 Tue May 28 15:36:03 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete
139816005278432 action: abort according to rules oy
68 Tue May 28 15:36:04 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete
139816005278432 action: abort according to rules Py
69 Tue May 28 15:36:05 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete
139816005278432 action: abort according to rules il
20 Tue May 28 15:37:09 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete
139816005278432 action: pass by user and add rule returnval: 4296 opy
?1 Tue May 28 15:37:10 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 arg6: Delete Copy
139816005278432 action: pass according to rules returnval: 4296 °P)
7 Tue May 28 15:37:11 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete -
139816005278432 action: pass according to rules returnval: 4296 oy
73 Tue May 28 15:37:12 2024 pid: 4296 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140732659932528 arg5: 0 argé: Delete
139816005278432 action: pass according to rules returnval: 4296 il

EEATFFRIEINEG, RAaBEXFFRBEshETiZER.
Testd: BRRRERS

152088 :

BEMTest3FEFAIE Rgetpid agetuid,
BiriEFEERS:

[&]Test3
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Fm -
RpEARE N RAPEE &iE
getpid notify R ENESABRE A e MRS (102)
Hith allow forever
igiz:
Logs
Log Options

rgd: 139780486017464 arg5: 0 arg6: 139780488030944 action: pass by user returnval: 25634

FIERET/UR, EFIEHETE.

Tue May 28 16:08:31 2024 pid: 25634 nr: 39(_NR_getpid) arg1: 1 arg2: 140731515089112 arg3: 140731515089128 a

Tue May 28 16:08:50 2024 pid: 25634 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140731515088768 arg5: 0 arg
6: 139780488030944 action: pass by user returnval: 25634

Delete Copy

Delete Copy

Trace
/home/user/playground/Test3 Args Stop
pid nr syscall arg1 arg2 arg3 arg4d args argb Options
1| 25634  hoz x ;:R—';Et 0 0 :gg:g;s ézggggf_ Selectanaction v

EEFRENERFERS, B508102, FERFZER.

Logs

Log

rgd: 139780486017464 arg5: 0 argb: 139780488030944 action: pass by user returnval: 25634

g6: 139780488030944 action: pass by user returnval: 0

MEHERE, KNI getpidEREIgetuidiEA.

Tue May 28 16:08:31 2024 pid: 25634 nr: 39(__NR_getpid) arg1: 1 arg2: 140731515089112 arg3: 140731515089128 a

Tue May 28 16:08:50 2024 pid: 25634 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140731515088768 arg5: 0 arg
6: 139780488030944 action: pass by user returnval: 25634

Tue May 28 16:11:44 2024 pid: 25634 nr: 102(_NR_getuid) arg1: 0 arg2: 0 arg3: 0 arg4: 140731515088768 arg5: 0 ar

Options

Delete Copy

Delete Copy

Delete Copy

FERIMEER T rootAAF, HUREHENO, SEFMERREEHATEroottiR. EXINASAPEREERAIE

TNo

Test5: ZHIEFRRFE1
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5B :
RO AR MR, QBEEFEA N Tgetuid, FHIEFLEAHITgetpid.,

BfFEFEERL:

int main()

{
pid t pid = fork();
if(pid == @)//child
{
while(1)
{
getpid();
sleep(1l);
}
}
else
{
while(1)
{
getuid();
sleep(1l);
}
}
}
Fm -
EZHREAAE B BPRigE &
getpid notify =
getuid notify =
clone allow WEEEm
fork allow WiFEEI
vfork allow WiFEE
Hith allow forever
UK
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o= = U x
Trace
fhome/user/playground/Test5 Args Stop
pid nr syscall argl arg2 arg3 argd arg5s argb Options
50915 102 —NRget 0 0 o el Selectanaction
50921 39 E;:R—QEt 0 0 0 ;ggiﬁ:i_ 0 ;g?:igi_ Selectan action v

[BahiErr, RIMIEREE T X FHESBNRSER

Logs

Log

Tue May 28 16:48:53 2024 pid: 50915 nr: 56{__NR_clone) arg1: 18874385 arg2: 0 arg3: 0 arg4: 1396851651650
72 arg5: 0 argb: 139685167258336 action: pass according to rules returnval: 50921

Tue May 28 16:49:22 2024 pid: 50915 nr: 102{__NR_getuid) arg1: 0 arg2: 0 arg3: 0 arg4: 139685165273848 arg
5: 0 argb: 139685167258336 action: pass by user returnval: 0

Tue May 28 16:49:26 2024 pid: 50921 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 139685165244856 arg5
: 0 argh: 139685165164352 action: abort by user

Tue May 28 16:49:30 2024 pid: 50921 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140725288676960 arg5
: 0 argb: 139685165164352 action: pass by user returnval: 50921

Tue May 28 16:49:33 2024 pid: 50921 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 140725288676960 arg5
: 0 argb: 139685165164352 action: abort by user

Tue May 28 16:49:36 2024 pid: 50915 nr: 102{__NR_getuid) arg1: 0 arg2: 0 arg3: 0 arg4: 140725288676960 arg
5: 0 arg6: 139685167258336 action: pass by user returnval: 0

Options
Delete
Delete
Delete
Delete
Delete
Delete

IR/ ARSHENRGERRE, E5AE, LIRS HIETNIER.

Test6: ZIHIEFERR2

1R

FHIEBEETFHIE, WRETER

BtRiEREEFD:

int main()

{
int pid = fork();
if(pid == @)
{

int pidl = fork();
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if(pidl == 0)

{
getpid();
while(1)sleep(1);
}
else
{
int pid2 = fork();
if(pid2
{
getpid();
while(1)sleep(1);
}
else
{
getpid();
while(1)sleep(1);
}
}
¥
else
{
int pid3 = fork();
if(pid3 ==
{
getpid();
while(1)sleep(1);
}
else
{
getpid();
while(1)sleep(1);
}
}
return 0;
}
Fm -
RAEME | RFRE &
getpid allow
clone allow )”u]I%‘%Iﬁ
fork allow m&%‘%@
vfork allow WUII%E$IJ?1

clock_nanosleep

abort forever

WERIEANE>

Hith

allow forever

26/32

2024-07-31



README.md 2024-07-31

Trace

Test6(76920) 1 Test6(76922) 1 Tests (76925)
| L Tests(76929)
L Test6(76927)

[BahErr, SJLABRIHEREN.

Logs
Log Options

1 Tue May 28 17:31:48 2024 pid: 76920 nr: 56(__NR_clone) arg1: 18874385 arg2: 0 arg3: 0 arg4: 14023594 Delete
9767184 arg5: 0 argb: 140235951860448 action: pass according to rules returnval: 76922 ol

5 Tue May 28 17:31:48 2024 pid: 76922 nr: 56(__NR_clone) arg1: 18874385 arg2: 0 arg3: 0 arg4: 14023594 Delete
9767184 arg5: 0 argb: 140235949766464 action: pass according to rules returnval: 76925 ol

3 Tue May 28 17:31:48 2024 pid: 76920 nr: 56(__NR_clone) arg1: 18874385 arg2: 0 arg3: 0 arg4: 14023594 Delete
9767184 arg5: 0 argb: 140235951860448 action: pass according to rules returnval: 76927 ol

4 Tue May 28 17:31:48 2024 pid: 76925 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 14023594984696 Delete
8 arg5: 0 argb: 140235949766464 action: pass according to rules returnval: 76925 ol

5 Tue May 28 17:31:48 2024 pid: 76920 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 14023594984696 Delete
8 arg5: 0 argb: 140235951860448 action: pass according to rules returnval: 76920 Py

6 Tue May 28 17:31:48 2024 pid: 76927 nr: 39(__NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 14023594984696 Delete
8 arg5: 0 argb: 140235949766464 action: pass according to rules returnval: 76927 oy

. Tue May 28 17:31:48 2024 pid: 76922 nr: 56(__NR_clone) arg1: 18874385 arg2: 0 arg3: 0 arg4: 14023594 Delete
9767184 arg5: 0 arg6: 140235949766464 action: pass according to rules returnval: 76529 oy

g TueMay 28 17:31:48 2024 pid: 76929 nr: 39(_NR_getpid) arg1: 0 arg2: 0 arg3: 0 arg4: 14023594984696 - |

EHSHREIUERIERER 7 S MHENRFERA,
Test7: ERIHITRGRANIN

1R

EEFEFEITERPSH, BA—TREER
BiRiEREEFN:

int main()

{
int a;
while(1)
{

a = la;
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}
}
Famy -
EZHREAAE B BPFRigE &
getpid allow
Hith allow forever
igiz:

Logs

Log Options

[EshiERE, HATHEIR, RETHEURSER.

Trace

Test7(11942)

Pid: 11942 x -+

syscall number and argc

39 x 0 v Clear

argl: argl arg2: arg2 arg3: arg3

argd: argd arg5: arg5 argb: argb

EEHUTHRERANI, RirexecutefUTIZRSER.
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Logs
Log Options

Tue May 28 18:24:57 2024 pid: 11942 nr: 39{__NR_getpid) arg1: 1 arg2: 140735645245752 arg3: 140735 Delete
645245768 arg4: 139662602524760 arg5: 0 argb: 139662602541792 action: pass according to rules re... Py

HEESHE, KIHRT getpiddYER.

Logs
Log Options

1 Tue May 28 18:24:57 2024 pid: 11942 nr: 39(__NR_getpid) arg1: 1 arg2: 140735645245752 arg3: 140735 Delete
645245768 arg4d: 139662602524760 arg5: 0 argb: 139662602541792 action: pass according to rules re... Py

5 Tue May 28 18:27:20 2024 pid: 11942 nr: 39(__NR_getpid) arg1: 1 arg2: 140735645245752 arg3: 140735 Delete
645245768 arg4d: 139662602524760 arg5: 0 argb: 139662602541792 action: pass according to rules re... Py

3 Tue May 28 18:27:21 2024 pid: 11942 nr: 39(__NR_getpid) arg1: 1 arg2: 140735645245752 arg3: 140735 Delete
645245768 arg4: 139662602524760 arg5: 0 arg6: 139662602541792 action: pass according to rules re... il

4 Tue May 28 18:27:23 2024 pid: 11942 nr: 39(__NR_getpid) arg1: 1 arg2: 140735645245752 arg3: 140735 Delete
645245768 arg4: 139662602524760 arg5: 0 arg6: 139662602541792 action: pass according to rules re... il

ZiRmdexecute, KPAASHEHNESMgetpidlER, RPEFHRITRFRERE, ERKRET LTX, BEFD
EFHEIANIERIETT.

Test8: EN R R FIREIEN
i5AR:
BEgetpd RAERANRENE, FEFIZTRIEREIZ TRETARBEAZIAIX

BiRrEFEERNE:

int main()

{
int pid = getpid();
if(pid == -23333)
{
printf("How can you get here?!");
return 0;
}
printf("Hello World!");
return 0;
}
<
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RiZMAE O HOMN  BRIRE Hix
getpid allow notify ERENERI -23333

Hith allow forever  default

igiz:

REFMNF ez MERFR, AIREEESERE LR,

<« seccomp-jail O °
Search fo Trace
| @ Trace
.[test8 X Args Stop
Rules S
i 4
E Proces Troehjoct pid nr syscall argl arg2 arg3 arg arg5 argb Op
1 3201 39 —NR_ge 3201 -1 -1 -1 -1 -1 Select an

®© Logs tpid(EX...

BREUBIESN -23333 LUHERHANIEEZTHART SR N\RINE D)

Do nothing

Change to dgrrent val

MR, KREHEIA T AKELEFEANfR (—EEHEERRERMR, WRG 45 )
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S ./seccomp-jail
:orm
: pop other
: pop this
rorm
: push other
: push this T_Home_QMLTYPE_163(0x5b35f47e0120)

ERROR: ld.so: object './libhookhere.so' from LD_PRELOAD cannot be preloaded (can

not open shared object file): ignored.

39

"3g"

"3g"

QJsonValue(double, ©) QJsonValue(string, "") QJsonValue(double, 2) QJsonValue(st
ring, "")

deal later1

t has caught an exception thrown from an event handler. T
hrowing

exceptions from an event handler is not supported in Qt.

You must not let any exception whatsoever propagate through Qt code.

gml: del row

FRgEFEEIRRR
seccompHITHEERR !

SESRYAT &I T seccomplunotifydlLil, 1ZHLEI AT LAEseccomp=E RN R AR A E HALHEME, HE

EATork, execHHERIERY, seccompRUHIERR S MZB L HITATE, BEESlibseccompiRfiiIZ Rt

BElapi, BEB+HHEEIMEARAENSEREINEE. MLAERSVIMNRERR, ERAT BseccomplIs
=, HigEEAptrace. BEBEFAIEFAIM, HFseccompRERFZERNOEESHE, FrLATCAER

NRAERNREE, BEAELEESITERERSEERA LA AseccompiEfliptraceZ44, B ptrace

BiR. RIETHEERIRERY, EIT8EE TRMERptrace, HEHL THRIBEE.

ANMERptracet@FitiE

fERERAptraceZBl, ATIREURENE, WEERAIAZERNASTERSARLOEEHE, RigiEptrace
RS, HEHELERNAZEL, 8 CHINRERTIHFS— N REFEAF EAXLRL. SRE—LERE
ROREIREIER TF (MRS F=RAE) AR5 IEEFER. RERRE, ERAERIEHEZARISH
IR FEE CRINZRRPIRASII. BREEXDMLRETE, BEERItET, SFE. AEIERREN
UES, FETEIRENRER, DFREER. WASHAERRKRESHIINTS (RE) FFRE
MERNRZE.

31/32



README.md 2024-07-31

BaigzHa)@

BivEFERYE, AlinAENERREMET.

INEB D IRERIR N iats AP R IRABERR.

WRFHEFRIX forkigHizZlsleep A SESEIIAAEI FHIZRFHIE.
BYE{ERmL IR EMER

FEMEAFTE WAPBA T AFERER. mEENEINERER) .

R FRIOEE

[BahFt izt JAL LR

\ = > = ==

=

1

QBCLTERN., ATLUARSEE oI —RIASCI B E AN QA MFIU RSEMBIpid. S8AYE. #5I
FREHUEIIESS)RIEERTHVRIE

ORI 32HF

OIRENH, REBEE—LSE; XTHUE, BTFmNEEXER

mES A=
SETRFIIEER
ptrace

seccomp

waitpid

libseccomp -LGPL-2.1 license

FseccomptRt TEZ A, ANEMEEMapi. TIETGEAEPaul MooreftEHIEERE, ZIXMIOEESFRAVEE
i,

QML FluentUIl -MIT license
BEFQMLECHR, EHESEM, TheEa KA HEE,
Stack Overflow

VPSR )afE LEHRE T ER

32/32


https://man7.org/linux/man-pages/man2/ptrace.2.html
https://man7.org/linux/man-pages/man2/seccomp.2.html
https://man7.org/linux/man-pages/man2/waitpid.2.html
https://github.com/seccomp/libseccomp
https://github.com/zhuzichu520/FluentUI
https://stackoverflow.com/

