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EHTFk8s operatongitciliEidk8sERF FRIFIER
RECE

FAE AR KE XenoWYC121

1. BUEEHS

AN B ERINRIER S IRockyLinux9, EANFEEREKSsERE, ZEVFE=8FEMIN, —&
{Eamaster, FE{ESInode, EWIRBERAFLEIEEER,

1.1 K8S&E

1.1.1 ERWURERRRE
B

1.1.2 ENBEE
FERLUTRSEEENE:
hostnamectl set-hostname ${NodeName}

=8FHB PRI/ : master. nodel. node2

1.1.3 EN LS ECE
1.1.3.1 IPithtEC BB

FEHBnmtuidfz $3TFFNetworkManagerftui S TER M, BCEESIPHBLL
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| Edit Connection |

Profile name
Device

ETHERNET <Show>
802.1X SECURITY <Show>

= IPvit CONFIGURATION <Hide>
Addresses <Remove>

Gateway
DNS servers [N <Remove>
<Remove>

Search domains

Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

[ 1 Require IPvl addressing for this connection

= IPv6 CONFIGURATION <Automatic> <Show=>

R T T T .

master IP: 192.168.116.100
node1 IP: 192.168.116.101
node2 IP: 192.168.116.102

FERIATGRSERMEIRS, FEREXHER.

systemctl restart NetworkManager

1.1.3.2 XFPH XIS
(ERL TS XA

systemctl disable firewalld --now

1.1.4 KXAselinux5swap

-h //EEREG KA
swapoff -a //&m KA
-i 's/.xswap.*/#&/' /etc/fstab //KAKH
-h
getenforce
/etc/selinux/config
setenforce 0
-i 's/"SELINUX=enforcing$/SELINUX=permissive/' /etc/selinux/config
/etc/selinux/config
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1.1.5 & docker5containerd

1.24 OhRAFFIE, k8s{EfHcontainerd{X&EdockerfEAEMAREET |22,

# https://docs.docker.com/engine/install/centos/

sudo yum remove docker docker-client docker-client-latest docker—common
docker-

latest docker-latest-logrotate docker-logrotate docker-engine

sudo yum install -y yum-utils device-mapper-persistent-data lvm2

sudo yum-config-manager ——add-repo
https://download.docker.com/linux/centos/docker-ce.repo

# yum --showduplicates list docker-ce

sudo yum install -y docker—ce docker-ce-cli containerd.io docker-compose-
plugin

sudo yum install -y containerd

# Jizh docker I, £)33) containerd

# sudo systemctl status containerd.service

sudo systemctl stop containerd.service

# WHEcontainerd MIERINAL B O

sudo cp /etc/containerd/config.toml /etc/containerd/config.toml.bak

sudo containerd config default > $HOME/config.toml

sudo cp $HOME/config.toml /etc/containerd/config.toml

# Xfcontainerd #:Jif11X E cgroupiinieE

sudo sed -i "s#registry.k8s.io/pausetiregistry.aliyuncs.com/k8sxio/pause#g"
/etc/containerd/config.toml

# https://kubernetes.io/zh-cn/docs/setup/production—-environment/container-
runtimes/#containerd-systemd

# fiff /etc/containerd/config.toml ] disabled_plugins WAL cri

sudo sed -i "s#SystemdCgroup = false#SystemdCgroup = true#g"
/etc/containerd/config.toml

# containerd ZW&IEIIERIALE

# [plugins."io.containerd.grpc.vl.cri".registry.configs]

#
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.168.0.12:8001".t1
s]

# insecure_skip_verify = true

sudo systemctl enable ——now containerd.service

sudo systemctl start docker.service

sudo systemctl enable docker.service

sudo systemctl enable docker.socket

sudo systemctl list-unit-files | grep docker

sudo mkdir -p /etc/docker

# Xfdocker#ificgroupit &

cat<<EOF | sudo tee /etc/docker/daemon.json

i

"registry-mirrors": ["https://mirror.aliyuncs.com"],
"exec-opts": ["native.cgroupdriver=systemd"]

}
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EOF

systemctl daemon-reload
systemctl restart
info
systemctl status docker.service
systemctl status containerd.service

1.1.6 KINk8s B

<<EOF | /etc/yum.repos.d/kubernetes.repo

[kubernetes]
name=Kubernetes
baseurl=https://mirrors.aliyun.com/kubernetes/yum/repos/kubernetes-el7-
x86_6u/

e I E A
enabled=1

# REKE gpg &4
gpgcheck=0
# REMTE gpg &4
repo_gpgcheck=0
gpgkey=https://mirrors.aliyun.com/kubernetes/yum/doc/yum-Kkey.gpg
https://mirrors.aliyun.com/Kubernetes/yum/doc/rpm-package-key.gpg
EOF

I%: EFRETESEEN, BREHRRSEUIIESER. EEFRERER, XHBSEMN
iﬁ{%lEE'JE:EEFE

1.1.7 BRSHRE

<<EOF | /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-iptables = 1
net.bridge.bridge-nf-call-ip6tables = 1 //XPkikbM&iEsEiptables (AR AT LIA
wWHE)

net.ipvd.ip_forward = 1 //;&% VKA W28 E: R 808 A R 3 5 — A W 242 1
EOF

sysctl —--system

1.1.8 T3%1.26.2hR 4
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yum -y kubelet-1.26.2-0 kubeadm-1.26.2-0 kubectl-1.26.2-0 —-
disableexcludes=kubernetes —--nogpgcheck
systemctl daemon-reload

systemctl restart kubelet

systemctl kubelet

LA EABEEEnodefimasterflZR2EPET—IR, THEENE(EMasterSNodeiSFEER

Master L 1T

kubeadm init --image-repository=registry.aliyuncs.com/google_containers
-p $HOME/.kube
-i /etc/kubernetes/admin.conf $HOME/.kube/config
$(id -u):$(id -g) $HOME/.kube/config

kubectl cluster-info

WNRinits, BEKubeletfiz{TAE

journalctl -xefu kubelet

Node E#11T

¥¥NodeTI I\ EIK8sEERE+

kubeadm 192.168.116.100:6443 ——token f9lvrz.59mykzssqwévijh32 \
-—discovery—-token—-ca-cert-hash
sha256:4e23156e2f71c5d+52dfd2b9b198cce5db27cuU770756U468U4ea74986836900107

LtEAtnodeifEnot ready , pod tBIRBIEREIEIT, FTEfLmasterBcE ML

Master N4EGLE
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TR&kcalico.yaml

https://projectcalico.docs.tigera.io/archive/v3.25/manifests/calico.yaml

T#kRJcalico.yamlFTGAERE(FEHT, &L
{SEFAvim¥JFFcalico.yaml

— name: CLUSTER_TYPE
value: "Kk8s,bgp"

— name: IP_AUTODETECTION_METHOD
value: "interface=M-E4Z "

1&1T kubectl apply —f calico.yaml 7%, FEFMNEEET
k8stEEE AL

1.2 operator-sdk
1.2.1 operator-sdki&@f}

operator-sdk 2—MRERILI Operator W TEE, BJHRIEAERL k8s B CRD, Controller,
Webhook, FAFRBELINSEBHE, —AREIEZE Operator fitfZal T :

IR TIEER, #RHInE

Bl API, EFRFER

Bl52 Controller, 5z MNMEELE(Reconcile)
Bl Webhook, ST, Bk

SEE

KRIEISEEFF

1.2.2 T&operator-sdk
KB E MR MRV S TR

1.2.21188FEEEE

export ARCH=$(case $(uname -m) in x86_64) echo -n amdéld ;; aarchéu4) echo -n
arm64 ;; *) echo -n $Cuname -m) ;; esac)
export 0S=$(Cuname | awk '{print tolower($0)}')
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1.2.2.2 FEMRESRBITRITEF

export OPERATOR_SDK_DL_URL=https://github.com/operator-framework/operator-
sdk/releases/download/v1.35.0
curl -LO ${OPERATOR_SDK_DL_URL}/operator-sdk_${0S}_${ARCH}

BERIHUTIERR N usr/binB§R T, FIEFHITIER.

1.2.3 ¥J4a{kk8s operatorliiB

operator-sdk init --domain=mydomain.com --repo=github.com/myusername/my-
operator

XESSCIE—NRA ny-operator KWINE, HEIRETBIE nydomain.com, IBEM
BEERE,
BITXEGSE, SBFEMERMKE.,

1.2.4 EIEEAPI

operator-sdk create api ——group=apps —--version=vlalphal --kind=mykind —-

resource —--controller

XML SBIE—D APIEA apps , WRAJS vialphal , FIRRE mykind BY CRD, F
BeA NSRS,

Zit, BHBERTIFT.

2. X CRD

¥TFF api/vialphal/mykind_types.go M, ETXZRENE (Spec) FRZE (Status)

MyKind struct
go IBSEMIR, ENTCROFABNEHFRSER, NHEAREN T TEY:

type MyKind struct {
metavl.TypeMeta  ‘json:",inline"®
metavl.ObjectMeta ‘json:"metadata,omitempty"®
Spec  MyKindSpec  ‘json:"spec,omitempty"’
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Status MyKindStatus ‘json:"status,omitempty"®

XLRMREMCRDIIR/NAE, FAILIRIIFENLE, (BEEAEMR DREME.

2.1 MyKindSpec struct
mykind5f Spec/BMHERIKEY, (RIFERAFILIERIRIFENE, HYAMLEJsonE E,

type MyKindSpec struct {
Workers []Worker ‘json:"Workers"'

Http Http ‘json:"Http"®

2.1.1 Worker struct

BirEdl, REEBIRENETR. ControlleriSETRTR, SREEIENAIER, SBIRENR
|P3tAIE,

type Worker struct {
Name ‘json:"Name"®

}

2.1.2 Http struct
FAFHaiEHtpiEK, REFEEHIERNERSSH,

type Http struct {

Port ‘json:"Port"®

Api ‘json:"Api"’®

Method ‘json:"Method""
TargetType ‘json:"TargetType"®

n\

Parameters []Parameter ‘json:"Parameters

2.1.2.1 Parameter struct

HitpIEKPRISEFIZREE, LIRENILZN.
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type Parameter struct {
Key ‘json:"Key"'
Value ‘json:"Value"®

2.2 MyKindStatus struct
T RFLAISEORSES, HAFEE. MControllerfiZ=iHlr, APTTAENR.

type MyKindStatus struct {
State ‘json:"State"’

Msg ‘json:"Msg""®
State [l FRZ_ L —FKIEKAIHFUTER, MsglRFHUTRBRIRARE.

3. {55 Controller
3.1 ControllerEE#IE

B RN o _ PIMFEAREALR U AR
sl £ AT BT T BEIERENT S i
=
BEERES FERER
BHAIES e #‘Jﬁgﬁ

IR IR

2 wI

3.2 func Reconcile

ControllerBYFEALURNARE, JBERECFESREEHNAT, #ISERLLGE. 3.1 hiEAR
FERER R ERISER,
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3.3 func parseNodes

A AT RENTSpechIWorkersFRRAVBREN, FREIZSNETANFMER (K5I2IPit
k)

S8

Workers Workers [Imygroupvlalphal.Worker : {FfEMTEIFFENFIIER
ctx context.Context : controllerfJ ETX{ER

REWE:

map[stringlmyUtils.HostInfo : {REEEZMEMAENSERNMap

error . %tati%{ﬁ%

3.4 func updateStatus
ok ATFEFERIOPUTESRIAT, SUCCESSHERROR,
SE

status string: IEKHITER

msg error: {HIRIFIE

ctx context.Context : controllerfJ E ISR

instance *mygroupvlalphal.MyKind : FHR{ERIEEHINISIEET

REWE:

3.5 func handleHttpRequest
MR EFTETEENERENAREHTTPIER, KSR EEIHRE.
SE

request mygroupvlalphal.Http: FAFBENIEK
workers map[stringlmyUtils.HostInfo: B¥R=EAH1

REWE:

map[stringJlerror: httpsgi=lg N map
error : FREBAITIEIRRME]

3.6 func getRequest
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mik: fErequestHEERLGetiEkFARIX

[y

W
IS

request mygroupvlalphal.Http : FHPBEENXIEXK
addr string : BHrFEIHELE

REWE:
error B KEIEN HEGEE

3.7 func postRequest
R $HrequesttBEERPostizkFH &iX
S5

request mygroupvilalphal.Http : FHPBEENXIEXK
addr string : BFRENMBLUE

REHE:

error JEREGIBM HIBEE

3.8 func parametersCheck
MR BETEURAROXBEFIOE, BEGSEN
S8
parameters [Imygroupvlalphal.Parameter : S¥FIFR
REHE:

error: {HIREE, JNEHIELSEHEHRME],

3.9 func getNodeL.ist
AR FRECYATEERFSEREN, LWorkersFER ASAHITI T,
S

ctx context.Context :controller L FX/(ER

R[ENE:
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map[stringlmyUtils.HostInfo : fRMFBEZMFHENEERIMap

error : {HIREE

4. SCIwebRH
4.1 RN

FR Kubernetes SEREERETIZEAF . H Kubernetes EIRMYIRE MW EFIEERAE,.
Kubernetes REEBEAFPERH— N SERLXNRSEIUA TR —HITEEN:

REDRFPNEER (EP)
Z5{) Keystone & Google Accounts IXZEFHPEIERZE (OIDC. webhook)
BERAFBFIERSIRNYG (SSHE)

BETI, Kubernetes HABERARAREERAFPKENNS. ZEAFNERLAET
AP BARRINEIER S, RELEET AP ERRRNIEERAF, Kubernetes {3AIAJ08E0%
A RERINE P MSZN A R EBN AR EESSMIAERNAER,

5iltARE, IREWSE Kubernetes API FrEEBIARF. Bl1EEElFeENZ=x=E, =&
FH API fRSZ28EmN8I5E, SE@T AP AREE. IREBWSS5—HLL Secret (RIFAVERIE
X, XLEERESHIESE] Pod 1, NMSIFERFRNANHATESE Kubernetes API,

AP EXRNIEE SR EEAFEXEK, HESERSWKSHEXER, THEFRMEERIEK.
XEWREEHAINIE NATRER AP RS AERIEKRISEVRBISMDIAE, BUSHR
FEBRF. XBAUHETLEERE TG SN kubectl mSHHRIEAR, BRIUETRE
89 kubelet B4, IXBTLAZVERIAPIRIIMNERHEE.

Kubernetes API Serverd] LARIRYERRZMEMIANIEGE, HFREBEESEDERARMGE:

HXIIRS K SERIRS K S SHEIALE
XSRS HHITIALERTSE

SEHPEATSMBMINEERE, F— ISR EIAERIE RS BRI
ERE. APl IRSEHHNMRIESDIARRATZEI TN

k8sTRMt ¥ SHAFIAIESTY ((FBIA: (k8sFHFIAIESER) ) . EaweblRSHFE
Z{TFPODH, ERIRSKSHNEALEAEITLUURE—ERNREM. weblRSS5RREk8sK
IEERIPS BT RS I SRFRItokeni TAAFIAIL.

4.2 FIF{EI
4.2.1 PRRE
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Kubernetes X3 API IEKHISSATE API fRS528RH1T. AP| [RGB ESIRIEME R GEIEIFK
B,
AJEEIR S EINERIRSS, RiEiFaiEsiziEK.

AP IEKRIFTE B2 ER W UBIS AR EI A BEdreE, #EiAe: BUATRR MERIHE.,
SRGEE T E M EMNRRET, Kubernetes SIRIMFEREMER, AR AIERIERILE
BEEiEK, NMZELREIZRE, AEASSEMENERIDE. WRAIEERISERRE

B (ZERARRLELREK) |, WERZEK. SUNERIGRERE API [RS8
IBKFLAHTTP 403 (ZELE) RESHATIRAL,

4.2.2 EiFiaK
NTHERIR AP| inmBYIEKE0E, Kubernetes SBRESFREFIRY HTTP #ial, FHEEiziEK

REE
ATERENBRREFRES:
HTTPlia  iskiia

POST create

GET . HEAD  get (fXd#MER) . list (&S, EESBNWEAE) . watch (BTEERINERNERES)

PUT update
PATCH patch
DELETE delete (§13d2MZFiE) . deletecollection (5 31&ES)

i5KafiaS Hitp aNARIBRGTRE, K8S REMYPRAEERIEREE, M Restful R3Z#F Hitp 73
ik, BERHTRIR,

4.2.3 1R,
BEBILRY (kBSFAFTAESSSAY)

ZERNNRELEST e, REEFERBACHIUHTIREHE,

4.3 BIZAPFHER

4.3.1 eiEIRSS WS

B2 service account BRI, BJLAER kubectl a5, tBATLARREE yaml 3214, X6
1Y
service account AEEXWIMCE, I AEEFEHGRS:
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kubectl create sa userl

4.3.2 tliEfAE

EtHEERMeIESN, tMERH S, BIELATRSEIE operator-adnin 8, FRF
Y3F operator FKiEAYget,list,watch,create,update,patch,delete 1R :

kubectl create role operator-admin -
verb=get,list,watch,create,update,patch,delete -resource=operator

4.3.3 fBYIE

BELATHSE pod-adnin S userl IRBKSELE, SCHAFEIL.

kubectl create rolebinding user-rolebinding —-role=operator-admin -
serviceaccount=default:userl

4.3.4 token(secret)2ERE

B WIE Kk8s IR IIF 1.24, UIFFEIUMILE, 1.24.0 FFZGEIEREKSALENE
HE Secret ZEXTHFFCIE,

EERyamIZERXI R B Atoken, yamIzENXINT:

vl
: Secret

. user-secret
: default

: "userl"
: kubernetes.io/service-account-token

ERU TSR EE LAY secret:

Kubectl get secret user-secret -o jsonpath='{.data}'

4.4 RESTful API i
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BT EEKSSEHAPINEY, KSSEFRESBRZENAPI—IR:

/api/vl/namespaces/{namespace}/{resource}/{name}

K8ssE=F %R (Moperator) AIAPI—RZ/Y:

/apis/{domain}/{version}/namespaces/{namespace}/{resource}/{name}
BT LA EAPHERBBRAVER FHaT LATSaXIk8s NERRIRAYERE.

BAMENTRANEAITESR, FETERERRSEEER, BEIXBENBTUAH
KR T —EERBANT X (K8S RESTful API /) 5 (K8S Restful APIR[EMAZSED )
.

4.5 Web=Cill
4.5.1 BimsEH

webBlim{E FABootstrap5HEZESLHL, REEEAS :
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B M =

i nginx il lua @ python [l qt il javascript il os il FR M RS @ JVEE @ cmake

FBRE&
LG ]

a

Ut Lnuc @ ngine M lua M python M qt M javascript i os i BRI i MOER i OEE i cmake

~ S
= Bitin= 3{7&%} E,%\

& REgE =8 _—
Api Junset/proxy
Method GET
Parameters ]
TargetType Node
TargetNodes Il
Status SUCCESS
Status Msg null
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w © 0O [ Enhanced x  + o X

< C A O 1 dexhtml I IS PR

XA . RERFSER M =8 HEAFGL @ %S o+ M rustEX @ Unux i nginx il lua il python il qt i javascri Mo @ER W@ WEFE M EE M cmake > i e

© admin ~
@ RAHEE

~ [=m oy
e tecm REFERCRE
2 RERE
BNBEEOEIbL:
IR
BEE R B

All v

w © 0O [ Enhanced Dashboard o X

< C A O 121 a %

. e REaEses 4% c++ M ustEX @ Unox il ngink @ lua @ python i qt [ javascr WO mEA i NEE @ FE M cmake > | e

© admin ~
@ RHER

= Bes 'f‘%fiiﬁ%

& REgE
ik

BEE AP RRR:

All v

4.5.2 [5imsScil
Sk FaflaskiESESCIl, MVCERNAS, EMEBIIAEEA, Sl TEkbh:

4.5.2.1 model
{8 sqlalcheny SEMl T XIRARMEY, FEFME T userAPsLA, {EAERIVEIL.

5.2.2 service

4,
T ERsEHlwebRSSRRATMISSTHRE, B 5o Sk8sHIRRE.
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4.5.2.3 controller
REREKGEXK. BARAEERENAYservicedb BT K, IREIREIIEER,

4.5.2.4 config
RTFEwebIRSZHRIVECEER, tLUNgiEtt, #IERFECE. sessionZiR%E.
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