E-TF k8s operator ®ITLILEIT k8s EFF TR BRIERSKELE

M FREERSFE XenowYC121 BA

1. BMEFEIA

Aes Linux B1ER G (BIRABRE OS) BABRSBITMEITHEESR linux B1ERS, B4
58 worker TS A9 host OS B, TJIMH k8s ERMB[HBHRGHITEE, LIA[FAE OS
HgE—EE. I TIRS A% OS REMIERHNIEN—8HE, 58 OSBEASES ssh,
EBRELIRMEAN AR TRNMEENT SR LR ERTEN, FrIEEEBIT k8s R
BT REI& worker 55 E . k8s operator i k8s IR —FH BALE, TTINBEX &R
FBEMEHREE ., FrUER T k8s operator Wit H LM —FE T EAREE, SSURIT k8s &£
Z—TRECEE worker T3 22 FAIINEE.

2. BMEHEX

EAXB#R:

® {#FH k8s iy operator #1%, &1t crd F controller FAEXAHRAHZAHBEAR

® SERY crd & controller FEXAHHRIBIF L

® SUIECE XHMmLEBIT k8s LEFAY master TR G— TR EIEKRFAY worker T £
17, Ebfnsem worker F5 5 host OS | docker B EE. RELEE

n4Im:

o &M WITAEMVHIRG L HSEANE B

® master DRIMVEE: XTE master RIS AERE, XX master TR TARE
&, FHAKXH master T 2F worker TR, TAABMNEE

3. MBFANEA

3.1 K8S f&4r

Kubernetes (f&#R k8s) =& Google 7 2014 £ 6 AFFEN— 1M EAREHEER S, #H Go
BEAKR, ATEEZFEF S NI LANBH[MUMRA, Kubernetes B BirE 1L BB R =5
RN AE R I BEE% Kubernetes 1t 7 RFIBE. MBEEE. RFEM. ¥ E%HEE. &
7, HPE—EENR., BhRABENEENENBE. ¥ RURSTNAREFARMN
TE., EXF—RIARTE, B3 Docker &,

K8S FyHFm.:

o HFRMNARFHFE BTEIIMUTE. VENEEASRUXARER,

o RETFMUEMITY RINAIKRET. BEMGBHAHE UTMSTRM. 34 HE



FdRE,

o CSrEAZGIHENARFAAEIGNEG, AUNELANNBEFABER. T BENS
o] M EK;

o FEiIFAFRREEXHEXNARFIEERS, HFRRASRIEXLEREBNHT
BEMEERE .

Kubernetes Architecture

3.2 K8S Ny Aip=

® WRFSELMSFITEEN SRSV ITHEE—NBMARRN, HAESESTE,;

® ZFEENMA: Docker+K8S Tl FESLM mIAE THRRM M M. SBERN. 1Y
FIN8E;

® FFRIFBFREM: Gi—H Docker BIRIEE M IHINE, K8S AT HHAEARE,

o IFFEREIWE (CICD): MERMMIEZZEE LT TE.

® (lI: Continous Integration, CD: Continous Deployment

3.3 Docker 5 K8S Lb#s

i Docker Kubernetes

B &9 BFIefzEarA | BTEERENY BARLNARFNASREETE
BEFHNARLTS

= g, TEMEzTE | BEHEENGHRXESS
AR

Mgt | REEECUEFFG- | ABED AN TETRMNE REEHW
BR &2 5244




RN | BELETRANEA | BRELEBEZ I TRNANE, ERNAERF
BF

ez BRI ERAEYIRE | RESREHIIE, flExmT R. BREEMN

nEHE

& ATFHEARRERN | BTEXEFRBIRZSH YAML 53 JSON BL&
Dockerfile XA

X 2% ARRBRBEANKN | RUESEMEINE, FIORSZINAESE
REE

F 3% LEREEAH EF HTEZNRMEME, FI L ERIE

BE TAETHELE N A | EEBEHNASURARFNBESY R

—& 1k oYM FEAS SR | BFES docker EEFEREARRIBITH
T R&EMFER

ER%= RN BERFS | BES AN BN KEE RN BEF
FEINE

3.4 K8S operator

3.4.1 K8S operator f&j 1t

Kubernetes Operator £F Kubernetes HIREMIZHIBBSME, EHFEHEEXER
(Custom Resource, CR) kFZx~MEEN AR, BREIL B EXEH 8§ (Custom Controller)
kB BERBRESFHFHITERRE.

:> custom

modify
resources

watches change events

djust stat
Operator
kubernetes

LA FERBEXRIER, operator I PUEITEI B A EEN, HREFRNRERERSSAF
fge, BEBEEXHRS K8S AYRE.

3.4.2 K8S operator T {EJRIE

Operator B T{ERIET MBEE AU TIL NP B



£y

2)

3)

EXBEXHIR (CRD): Operator EERBEEX —MHAEZMBAENTE, XLEFEFER
x 7 EEENNAREFIRSHEENIRTS.

KU BEXEHRR 2H8E Operator ML, MREEEENTER SHRFRSEK
ERUR, EHHESRERRENGFPRSTERSKIBE, BERNA3RS ST EH
AIIRZS.

BaitiRE2E EHETSREBYAEENVESZE, MR, &0 REFRE
XEFBEUFTTREBEALNART, RET BTN

3.4.3 K8S operator Bt

1)

2)

3)

BLEIE: Operator JINBNHTRAHE. B, EMMREEEREE, B
T AT HERFRIERA

REER: Operator REEBHEETIENNA, BIREEFEHRMNERE, UBEEK
5. BaEEy RE.

STY R B RINFE Operator, AT PURIAY & Kubernetes SERFAYETERE
IREZXRBNNASRS.

4. IHHE&IT

41 %/\\\lﬂﬁrﬁ_ﬁ

Master 5 worker F5 = Z [B)f# A HTTP #MiB15, H K8S operator controller A% Fif & 1%
1EK, worker T RIEfT HTTP lRE B A TIERIEKR. REEKREGEM. THRIREMNKRINIE

Ko
nodel E# Master 41 node2 4l
K8S At Scheduler K8S At
[ kubelet ] [ kubelet ]
Controllers
[ kube-proxy ] —_— [ kube-proxy ]
Operator
[ PODS K Controller 9 [ PODS
L eted )
HTTP fR%538 € K4 HTTP BR328




AP
YAMLZE X

4.2 BEX BT

BEXARBTEUTFR:

Spec: 1R T REMIMBRE—FEREMEENEFIL. HEE Kubernetes &
TR, DIURMN RN, ARBIRMZTREAHERTS, MEXTHRHA—LR
KER.
B Workers: RETABENT R (RX5 Master 5 Node) .
B Http: RRTIEKRNTTE SHEHE, worker AR EFEKRE, SHITHENRK
HIHR1E,
> TargetType: Http FERFAMNFHRFER, RERT TRBEENDREKDE,
] M2 Master 13 9] ;& Node,

Status: 171 7 RIBEHEIAVIRZS, B Operator 437, AT RBERT TX#®EE,
FEEMHIREER, AFRBTHRERENITER.

4.3 Operator Controller %11

Controller & k8s operator A UWLHI, = IEATFT N RIRAVER, FHIEL A, Controller
HEAILIEASAXEEBERER, XEFERRTEBRITRE

=EEM = _ FEFE R EAR — - FIBRIAER
EERS = RRAf B AR e EFRRRTIR i

£

EHER

MHAIER [pa%)

LR RIS

8 =8

NF AR YAML, BASEH K8S HIMTREENE, MREHE, AESEEE R,
Controller & 5t Worker FERH M EVIESFH AU BARTVAVRE, EERINEL,
MARFHITEELIE, EEREVESL, IMAFREZBSF, Z/5 Controller ¥ H M5 K&
EM, M TFTSESHTENEE M ESSEN MFREATI P ENEIZER, FiEK
My, REHHNTEER.

MEEBEREN

FUBFPRARL
K&



4.4 B2 FSEABLE

7 Operator Controller 1 HTTP AR 552834 BUSCEL 7 XM IE K 5SS EAVIENIILES, ITECAYRHE
FEIFEEL Lnux SEADSSHRTS. BEXHEABANTELLIE, BEaSEA.

45 BF R EE

B E X #IRHY Spec Http. TargetType FE, EX T AFKIFER TRAENEKE (Master. Node
H#F Al), RENEERNENT SHIENZIEK.

4.6 Operator ThEE: = docker &G EE

HEBEXFRFIEE docker HIRECEMIEK, Controller RKIER TR AR N FFEHKMHND
RESHTTP RS, RENERMT RSB docker R,

4.7 Operator ThEE: P AREEE

EHEXREFIESRERLENIER, Controller S IBEBRTREENTEEZMHNTRM
HTTP fR&5=8, ZENERMTRREAREER.

4.8 FINTHEE: web RE

5 web SEEAA k8s api server #REAY RESTful 0, TR ERPTEINRE, REE RITFH
TEAKRK ., FEEE KBSRESTul #AOXH. AFIAME. AREEXAR.

49 FSNTHEESLTN: RESTful EOIEA

BITEE k8s BT API XH, K8S B AREBERERIRA APl —fh:
/api/vl/namespaces/{namespace}/{resource}/{name}

K8s £=77%E (40 operator) B9 APl —#&A:
/apis/{domain}/{version}/namespaces/{namespace}/{resource}/{name}

B E AP RSB PRAYER Tt ] I FE Alxt k8s MIEB A IRAVIR1E .

410 FINIHRESCIN: k8s A FIAIE

K8s WERHE MMKEMAF, —MEEBEAF, 7—MERSKS. TBERAFAHEENH
SN RS ETE, BERANSATAA, AFPFME (10 Keystone = Google 1K), EEB
AP RIZWI RO, TxEiE AP BERANAREERETRRNLEBA.

WX, service account = H Kubernetes APl BIRMMK S, EMEHBER T 4 EH



namespace, FFH APlserver BaIOIE, FE®T APl FEAFENEIE. Service account %
BT —ERIUE, F#E Secret, XLFIFEN#IERE pod F, MNTIRIF pod 5
kubernetes APl z [B]AYEH .

APl & RGP E R LE A serivee account b, SEBEANBRIERNTS, XEkEER
NEBS SN NERE, TieMELEu BB kubectl MAEBFZEIT S EH kubelet,
FREEEmMNR A, #AIEEE APl Server X B iERIFEITENEIAE, HEEANELZH
o

411 FSNTHRESLIL: ks B A

K8s 12T ZFhAH NI EE ILE RBAC 5 ABAC, ®I1THACE RBAC B RIZFHEND
BRE, AR AR TR R REEIE (B (K8Sweb X R EIE S5 FH FAIAIEY)



	基于k8s operator设计实现通过k8s集群下发操作系统配置
	1. 题目描述
	2. 题目要求
	3. 项目技术介绍
	3.1 K8S简介
	3.2 K8S应用场景
	3.3 Docker与K8S比较
	3.4 K8S operator
	3.4.1 K8S operator简介
	3.4.2 K8S operator 工作原理
	3.4.3 K8S operator的优势


	4. 项目设计
	4.1 节点间通信方式
	4.2 自定义资源设计
	4.3 Operator Controller 设计
	4.4 安全性：命令注入防止
	4.5 节点独立配置
	4.6 Operator功能：节点docker镜像配置
	4.7 Operator功能：节点代理配置
	4.8 额外功能：web界面
	4.9 额外功能实现：RESTful 接口调用
	4.10 额外功能实现：k8s用户认证
	4.11 额外功能实现：k8s用户授权


