ETFk8s operatoriitLINBITk8sEEF TRIZERALE 1

EHTFk8s operatongitciliEidk8sERF FRIFIER
RECE

FAE AR KE XenoWYC121

1. BUEEHS

AN B ERINRIER S IRockyLinux9, EANFEEREKSsERE, ZEVFE=8FEMIN, —&
{Eamaster, FE{ESInode, EWIRBERAFLEIEEER,

1.1 K8S&E

1.1.1 ERWURERRRE
B

1.1.2 ENBEE
FERLUTRSEEENE:
hostnamectl set-hostname ${NodeName}

=8FHB PRI/ : master. nodel. node2

1.1.3 EN LS ECE
1.1.3.1 IPithtEC BB

FEHBnmtuidfz $3TFFNetworkManagerftui S TER M, BCEESIPHBLL
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| Edit Connection |

Profile name
Device

ETHERNET <Show>
802.1X SECURITY <Show>

= IPvit CONFIGURATION <Hide>
Addresses <Remove>

Gateway
DNS servers [N <Remove>
<Remove>

Search domains

Routing (No custom routes) <Edit...>
[ 1 Never use this network for default route
[ 1 Ignore automatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

[ 1 Require IPvl addressing for this connection

= IPv6 CONFIGURATION <Automatic> <Show=>

R T T T .

master IP: 192.168.116.100
node1 IP: 192.168.116.101
node2 IP: 192.168.116.102

FERIATGRSERMEIRS, FEREXHER.

systemctl restart NetworkManager

1.1.3.2 XFPH XIS
(ERL TS XA

systemctl disable firewalld --now

1.1.4 KXAselinux5swap

-h //EEREG KA
swapoff -a //&m KA
-i 's/.xswap.*/#&/' /etc/fstab //KAKH
-h
getenforce
/etc/selinux/config
setenforce 0
-i 's/"SELINUX=enforcing$/SELINUX=permissive/' /etc/selinux/config
/etc/selinux/config
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1.1.5 & docker5containerd

1.24 OhRAFFIE, k8s{EfHcontainerd{X&EdockerfEAEMAREET |22,

# https://docs.docker.com/engine/install/centos/

sudo yum remove docker docker-client docker-client-latest docker—common
docker-

latest docker-latest-logrotate docker-logrotate docker-engine

sudo yum install -y yum-utils device-mapper-persistent-data lvm2

sudo yum-config-manager ——add-repo
https://download.docker.com/linux/centos/docker-ce.repo

# yum --showduplicates list docker-ce

sudo yum install -y docker—ce docker-ce-cli containerd.io docker-compose-
plugin

sudo yum install -y containerd

# Jizh docker I, £)33) containerd

# sudo systemctl status containerd.service

sudo systemctl stop containerd.service

# WHEcontainerd MIERINAL B O

sudo cp /etc/containerd/config.toml /etc/containerd/config.toml.bak

sudo containerd config default > $HOME/config.toml

sudo cp $HOME/config.toml /etc/containerd/config.toml

# Xfcontainerd #:Jif11X E cgroupiinieE

sudo sed -i "s#registry.k8s.io/pausetiregistry.aliyuncs.com/k8sxio/pause#g"
/etc/containerd/config.toml

# https://kubernetes.io/zh-cn/docs/setup/production—-environment/container-
runtimes/#containerd-systemd

# fiff /etc/containerd/config.toml ] disabled_plugins WAL cri

sudo sed -i "s#SystemdCgroup = false#SystemdCgroup = true#g"
/etc/containerd/config.toml

# containerd ZW&IEIIERIALE

# [plugins."io.containerd.grpc.vl.cri".registry.configs]

#
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.168.0.12:8001".t1
s]

# insecure_skip_verify = true

sudo systemctl enable ——now containerd.service

sudo systemctl start docker.service

sudo systemctl enable docker.service

sudo systemctl enable docker.socket

sudo systemctl list-unit-files | grep docker

sudo mkdir -p /etc/docker

# Xfdocker#ificgroupit &

cat<<EOF | sudo tee /etc/docker/daemon.json

i

"registry-mirrors": ["https://mirror.aliyuncs.com"],
"exec-opts": ["native.cgroupdriver=systemd"]

}
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EOF

systemctl daemon-reload
systemctl restart
info
systemctl status docker.service
systemctl status containerd.service

1.1.6 KINk8s B

<<EOF | /etc/yum.repos.d/kubernetes.repo

[kubernetes]
name=Kubernetes
baseurl=https://mirrors.aliyun.com/kubernetes/yum/repos/kubernetes-el7-
x86_6u/

e I E A
enabled=1

# REKE gpg &4
gpgcheck=0
# REMTE gpg &4
repo_gpgcheck=0
gpgkey=https://mirrors.aliyun.com/kubernetes/yum/doc/yum-Kkey.gpg
https://mirrors.aliyun.com/Kubernetes/yum/doc/rpm-package-key.gpg
EOF

I%: EFRETESEEN, BREHRRSEUIIESER. EEFRERER, XHBSEMN
iﬁ{%lEE'JE:EEFE

1.1.7 BRSHRE

<<EOF | /etc/sysctl.d/k8s.conf
net.bridge.bridge-nf-call-iptables = 1
net.bridge.bridge-nf-call-ip6tables = 1 //XPkikbM&iEsEiptables (AR AT LIA
wWHE)

net.ipvd.ip_forward = 1 //;&% VKA W28 E: R 808 A R 3 5 — A W 242 1
EOF

sysctl —--system

1.1.8 T3%1.26.2hR 4
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yum -y kubelet-1.26.2-0 kubeadm-1.26.2-0 kubectl-1.26.2-0 —-
disableexcludes=kubernetes —--nogpgcheck
systemctl daemon-reload

systemctl restart kubelet

systemctl kubelet

LA EABEEEnodefimasterflZR2EPET—IR, THEENE(EMasterSNodeiSFEER

Master L 1T

kubeadm init --image-repository=registry.aliyuncs.com/google_containers
-p $HOME/.kube
-i /etc/kubernetes/admin.conf $HOME/.kube/config
$(id -u):$(id -g) $HOME/.kube/config

kubectl cluster-info

WNRinits, BEKubeletfiz{TAE

journalctl -xefu kubelet

Node E#11T

¥¥NodeTI I\ EIK8sEERE+

kubeadm 192.168.116.100:6443 ——token f9lvrz.59mykzssqwévijh32 \
-—discovery—-token—-ca-cert-hash
sha256:4e23156e2f71c5d+52dfd2b9b198cce5db27cuU770756U468U4ea74986836900107

LtEAtnodeifEnot ready , pod tBIRBIEREIEIT, FTEfLmasterBcE ML

Master N4EGLE
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TR&kcalico.yaml

https://projectcalico.docs.tigera.io/archive/v3.25/manifests/calico.yaml

T#kRJcalico.yamlFTGAERE(FEHT, &L
{SEFAvim¥JFFcalico.yaml

— name: CLUSTER_TYPE
value: "Kk8s,bgp"

— name: IP_AUTODETECTION_METHOD
value: "interface=M-E4Z "

1&1T kubectl apply —f calico.yaml 7%, FEFMNEEET
k8stEEE AL

1.2 operator-sdk
1.2.1 operator-sdki&@f}

operator-sdk 2—MRERILI Operator W TEE, BJHRIEAERL k8s B CRD, Controller,
Webhook, FAFRBELINSEBHE, —AREIEZE Operator fitfZal T :

IR TIEER, #RHInE

Bl API, EFRFER

Bl52 Controller, 5z MNMEELE(Reconcile)
Bl Webhook, ST, Bk

SEE

KRIEISEEFF

1.2.2 T&operator-sdk
KB E MR MRV S TR

1.2.21188FEEEE

export ARCH=$(case $(uname -m) in x86_64) echo -n amdéld ;; aarchéu4) echo -n
arm64 ;; *) echo -n $Cuname -m) ;; esac)
export 0S=$(Cuname | awk '{print tolower($0)}')
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1.2.2.2 FEMRESRBITRITEF

export OPERATOR_SDK_DL_URL=https://github.com/operator-framework/operator-
sdk/releases/download/v1.35.0
curl -LO ${OPERATOR_SDK_DL_URL}/operator-sdk_${0S}_${ARCH}

BERIHUTIERR N usr/binB§R T, FIEFHITIER.

1.2.3 ¥J4a{kk8s operatorliiB

operator-sdk init --domain=mydomain.com --repo=github.com/myusername/my-
operator

XESSCIE—NRA ny-operator KWINE, HEIRETBIE nydomain.com, IBEM
BEERE,
BITXEGSE, SBFEMERMKE.,

1.2.4 EIEEAPI

operator-sdk create api ——group=apps —--version=vlalphal --kind=mykind —-

resource —--controller

XML SBIE—D APIEA apps , WRAJS vialphal , FIRRE mykind BY CRD, F
BeA NSRS,

Zit, BHBERTIFT.

2. X CRD

¥TFF api/vialphal/mykind_types.go M, ETXZRENE (Spec) FRZE (Status)

MyKind struct
go IBSEMIR, ENTCROFABNEHFRSER, NHEAREN T TEY:

type MyKind struct {
metavl.TypeMeta  ‘json:",inline"®
metavl.ObjectMeta ‘json:"metadata,omitempty"®
Spec  MyKindSpec  ‘json:"spec,omitempty"’

7122


af://h4-20
af://h3-21
af://h3-22
af://h1-23
af://h2-24

ETk8s operator&itSLIEITkSsERE T RIRERFEE 1
Status MyKindStatus ‘json:"status,omitempty"®

XLRMREMCRDIIR/NAE, FAILIRIIFENLE, (BEEAEMR DREME.

2.1 MyKindSpec struct
mykind5f Spec/BMHERIKEY, (RIFERAFILIERIRIFENE, HYAMLEJsonE E,

type MyKindSpec struct {
Workers []Worker ‘json:"Workers"'

Http Http ‘json:"Http"®

2.1.1 Worker struct

BirEdl, REEBIRENETR. ControlleriSETRTR, SREEIENAIER, SBIRENR
|P3tAIE,

type Worker struct {
Name ‘json:"Name"®

}

2.1.2 Http struct
FAFHaiEHtpiEK, REFEEHIERNERSSH,

type Http struct {

Port ‘json:"Port"®

Api ‘json:"Api"’®

Method ‘json:"Method""
TargetType ‘json:"TargetType"®

n\

Parameters []Parameter ‘json:"Parameters

2.1.2.1 Parameter struct

HitpIEKPRISEFIZREE, LIRENILZN.
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type Parameter struct {
Key ‘json:"Key"'
Value ‘json:"Value"®

2.2 MyKindStatus struct
AT RELHTRRIRISE, HAFEE, HMControllerfazsitr, AFAXIEH,

type MyKindStatus struct {
State ‘json:"State"’

Msg ‘json:"Msg""®
State [l FRZ_ L —FKIEKAIHFUTER, MsglRFHUTRBRIRARE.

3. {85 Controller

3.1 ControllerEE;RiE
FEMER s, FfiJxdControllerTheei{T71gi8, SEEHITRIESME—HELLBRARIX

T, MrER ARV TIAREIN FRIR:

v RERMIS _ RERE
FAFRRYAMLE X P S =t

#0

& PATEHIRE HIRIRTS L

#0

PATHIA IR

B 5cControlleri&# T2 S 2MIFRE (414 7 ControllerififT, BidfEControllerIEREEN LT
NABR BRI AT #IMT. SNERAMERSEG, SPITEIEERE.

INEREMIRELE, ControllerSRUAEEFIMTRT EIRANE, IHATATLIBITIEIISAY
StatustRaS, RENSHETLUANESEEZR, BLITHBLERLE.
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EEEREARHS AR, WalLUAREEFRSM, Wi RESRETIRE, i
BCERY N AR(ESSRDA],

3.2 tnftIE

ARSI BIEARSKS el Secret tEAe tIERBHE

BliEWebhRSS 28
Pod

78 —"Nodet FREINodefs 85

BTRES Bll&Service

BFAER

'.

VA EFrBRURFem/a b E— P ERAMNSRE, EItEl. XTeIZRNXERREAINME
A, WET4,

EIRUM BRI EE Birs 2 EZR EEPEMLASABRXRMKEIN, HEIIHEERT EZEWebiRSS
SR ASARRIKERTIERME, RESEART IS "Node LAY TIEIRSS RRRUBRIEIE.

3.3 i5IRIRE

HIRBIPREAF HIFRARSS K S fiRSecret il ek HpRMR BHE

MipRWebAR5 23
Pod

MIFR 2 28 TIERR

>

FRARER BiF%Service

i
]

VA EFrBRRMFeEEFE—PERAMNIRE, FItang, FERFRREES LHEYD
IRICIRIERIIPIRIE, MIBREIAENRERERITIRE.

3.4 SHFIRE
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HRIET & BT
ETIERRSS 28

RIREMEMN

HIREHLER

VA EFMBRIRFEREEFE—PERAMNSRE, EtEns, B TREENEER
e, MRBEITFRSERE, BRE TARENTREERBETIFRSSE, ZBEHTE
AR, MiEhttpiER, &ekESEBIrFHREITER.

4. SCIwebFRH
4.1 FHRIAE

Fr& Kubernetes S£8FEFEMSAF . B Kubernetes EIRRIIRSBIKSFOIEERF.
Kubernetes [REZBEAFPERH— N SERLXRSESIATARZ —HTEEN:

RESEMANEER (IEB)
Z5{) Keystone & Google Accounts IXZEFHP#IERZE (OIDC. webhook)
BEERAFBTIERSIRNYG (SSHE)

BETIE, Kubernetes HABESARARXEZEARKENNS. ZEAFNERLLET
APl BARFINZIERFF. RELEET AP ERRRFNEERAF, Kubernetes {37ATAJ98EME
ARSI P MSZN A R EPN AR EES SMIAERER,

EiltAE, IREMWSE Kubernetes API FrEEERIER. BiIH4IEZNFENEFTE, &
FH API fRS3e8E508I5E, sE @i AP ARSIE. IRBWES5—HLL Secret (RIFAVEIEIE
X, XEEIRSHIEEE Pod 1, MMFoiFERFAAYHTESE) Kubernetes API,

AP EXRNIEE SR EERAFEXEK, HESERSKSHEXER, THERMEERIEK.
XEWREEHAINIE NATRED AP RS ARIEKRITEV BT SMIAE, BUSHR
FERAR. XBAOHETLURERLFL EBA kubectl dp SRR EAR, BRILIRTRLE
89 kubelet B4, IXBTLAZVERIAPIRISMNERHTE.

Kubernetes API Serverd] LAEIRYBRRZMEMIANIEGEZ, HFREBEESEDFERARMGE:

HXIIRS K S ERIRSKS SHEIALE
XSRS HEHITIALERTSE

SEHPEATSNMBMINEERE, S ISR ESIAERIE RS BRI
ERE. APl RSB ARESHDINIRRANE TR,
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k8stRMit 7 SFAFIAESTN (FEISHE: (k8sAHFIANESER) ) . ElweblRSBHFE
Z{TTPODH, ERIRSKSHNEALEAEITLURE—ERNLZEME. weblRFS5RREk8sK
IEERIT R RS IS RFAtokeni TR FIAIL.

4.2 FFEIY

4.2.1 PURRETE

Kubernetes X API iEKAVSIIE API BRSZEEARMIT. API IRSBESIRIEFTE R HIEEK
B,
A REIRSZIAINERIRSS, AR FIFEIELEIZIEK.

AP iEKRIFTERRD E W UBIS M EIA BEdres, #aEidie: EUABR MERINE.,

HRAME T EMEMNRIRET, Kubernetes ISIZIMFEREMER,  WNREAISERUERILE
BERIER, NMZELREIZRE, FEASSHMERERDE. MRAEERSEKRRE
B (ZERARERLEBIEEER) , WEEZIEK, BUNBERHREIRE AP [RS5RE%H
IERFLAHTTP 403 (FR1E) AA&SHITIRAL,

4.2.2 FFERK
JITTRERIR AP| IR0, Kubemetes SBMIRTHEFIRY HTTP BE, HEMIZAR

REF
ATRIMERERES:
HTTPREE  iskiid

POST Create

GET . HEAD  get (fX3#-PER) . list (SIS, SESBHWERARE) . watch (BTEER NIRRT RES)

PUT update
PATCH patch
DELETE delete (Ft3d%-~FiR) . deletecollection (FES)

i5KaAS Hitp aNARIBRETRE, K8S RERNPRAEERIEREE, M Restful R32§F Hitp 73
%, BEHTHIR,

4.2.3 BRURL
BEBISIRY (k8sFIFTAESEARY)

ZERNNREESZ N, REEFERBACHIUHTIREE,
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4.3 BZAPFHEI

4.3.1 BB IRSHS

BlI%E service account BRI ST, BILAEA kubect! 45, tBRILARSER yaml 304, XEGUEE
89
service account NMEEXIMLE, AJLAEE(FERHGS:

kubectl create sa userl

4.3.2 SiEME

EERERMEES, AERGS. BELITHSEIE operator-adnin A8, FHEF
XJF operator FiFHIget,list,watch,create,update,patch,delete 1R :

kubectl create role operator-admin -
verb=get, list,watch,create,update,patch,delete —-resource=operator

4.3.3 ABYIE

BELA TSR pod-adnin &5 userl [RBWSHE, SLMAREN.

kubectl create rolebinding user-rolebinding —--role=operator-admin -
serviceaccount=default:userl

4.3.4 token(secret)&ERk

iEE: H0R k8s IRFIIF 1.24, WAFTEULZLRE, 1.24.0 BFTZ/GEVERSHKS AL EE
Bk Secret TFEXTHFANEYE.

sEyamIdpExd R I AYtoken, yamIEEXAIT:

vl
: Secret

. user-secret
. default

: "userl"
: kubernetes.io/service-account—token
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ERLI T < RIR] &EE LAY secret:

Kubectl get secret user-secret -o jsonpath='{.data}"'

4.4 RESTful APIiFH

BT EEKSSEAAPIN, K8SEANERIFRRIRRIAPI—RZA:

/api/vl/namespaces/{namespace}/{resource}/{name}

K8sE=75&R (Woperator) HIAPI—HZSS:

/apis/{domain}/{version}/namespaces/{namespace}/{resource}/{name}
BT LA EAPHEHRBBRAVES el LATS A XIk8s ERRIRAERE.
EANENTEONEAITER, FAEARREMNSEEER, BEURENE TN

HET—LEBEREANT X (K8S RESTful API £/3) 5 (K8S Restful APIR[EPRZHD )
=,

4.5 Web3EI
4.5.1 BHESCHL

webBlim{F FABootstrap5tEZEsLHl, FREEEAS :
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B M =

i nginx il lua @ python [l qt il javascript il os il FR M RS @ JVEE @ cmake

FBRE&
LG ]

a

Ut Lnuc @ ngine M lua M python M qt M javascript i os i BRI i MOER i OEE i cmake

~ S
= Bitin= 3{7&%} E,%\

& REgE =8 _—
Api Junset/proxy
Method GET
Parameters ]
TargetType Node
TargetNodes Il
Status SUCCESS
Status Msg null
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w © 0O [ Enhanced o R [u} X

< C A O 1 dexhtml I IS PR

| R . REEFRSERE W S22 EAMIL M5 @+  rustiBX  § Linux il nginx il lua il python il qt [l javascri Mo MER @ EE @ /EE @ cmake > . =

@ admin ~
@ RAHEE

> [===
REMGOE
2 RERE
BNBEEOEIbL:
IR
BEE R B

All v

w @ [ [j Enhanced Dashboard a X

< C a O 121 & Q-

. e REaEses 4% c++ M ustEX @ Unox il ngink @ lua @ python i qt [ javascr WO mEA i NEE @ FE M cmake > | e

© admin ~
@ RHER

= Bes 'f‘%fiiﬁ%

& REgE
ik

BEE AP RRR:

All v

4.5.2 [5imsScil
Sk FaflaskiESESCIl, MVCERNAS, EMEBIIAEEA, Sl TEkbh:

4.5.2.1 model
{8 sqlalcheny SEMl T XIRARMEY, FEFME T userAPsLA, {EAERIVEIL.

5.2.2 service

4,
T ERsEHlwebRSSRRATMISSTHRE, B 5o Sk8sHIRRE.
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4.5.2.3 controller
REREKGEXK. BARAEERENAYservicedb BT K, IREIREIIEER,

4.5.2.4 config
RTFEwebIRSZHRIVECEER, tLUNgiEtt, #IERFECE. sessionZiR%E.

5. SEI T{ERRSS 25

T VERRSS 2K IA(E R python flaskiEZRRE, ABIARENtpIRSES. EARINRE IR
controller XMIBCEIEHIERK, RRIEXINAEE, IREIECEIENGER, LHAT:

5.1 controller
REERGE K. REAAEERBRservicedb BiE K, IREIRERIEER,

5.3 Network Policy
fEFAK8SH EAINetwork Policy TR, PRAISMRRS TIEIRSS SATAIA,

Network Policy2—FfHFF1=HIPod Z [BILAK Pod S E it/ 4&im m < [BIE{SHIZRES. BT
FEXNFFEEWLEPod LIRS, WLEARE. Network Policyd TARHHISIATBEK
R, BEETIREIEREPod, FHIREATHIELNBERE.

FENTERRSS E3podig Enetwork policy, {FEREE#H Controller podifia), FMRIERIE,

6. SEIRHIFR R

BROSEAEESSHIRS BN F, MENLRSIEFRRAGEER NN, EEESHRN
Za, BTN TREIERY, BAFEIINCE. KRS TTPodiIERAB AT LAERIKSS
RUEENE, BEREAMAETTENSROSENL,

{EFdocker T B Sep It B =51L.

6.1 T{EARS=aR =L
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6.1.1 DockeriS{$ia5E

TRBRSSRRARGFTRIRH2A53IaETS, PR FEEMRE, BEARSERZRGET, BR
runKEF L 5 IF TR,

FROM hub.atomgit.com/amdéd/python:3.11.5-slim-bullseye

WORKDIR /usr/src/app

Ccopy . .

RUN pip install -i https://mirrors.ustc.edu.cn/pypi/web/simple pip -U && pip
config set global.index-url https://mirrors.ustc.edu.cn/pypi/web/simple &&

pip install flask

CMD [ "python", "./webserver.py" ]

6.1.2 PodZENX

TYERRSSREEEEBEEN R etcBRLNIXENENERENBR, ATLAFEXIPodE N HI T
IMEXRL, FEFEIK8SHRIHostPathilll, 1FENAY etcHFIEBEIPodRIZITHIERP. &

FIEnT

vl
: Pod

: "operator-pod"
: "default"

: "nodename"
= : "host-volume"
: I.'/etc"
- : "comm-server"
= : "host-volume"
: "/host/etc"

. "comm_server:vl"

- : 8000

6.2 WebfRSZ22822k
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AT RIERTBIENE, FEXNWeblRFSESAMUIBHIT —LIEN, FHEAILABITIMETEIREE]
k8s api server if5ja]Token5k8s api serveritiilt (k8s podHEIZSEE S IMET EAIF N #HKkSs
SEEIN—IPOMERR) -

6.2.1 DockeriS{$iaE

Dockerfile @XM :

FROM hub.atomgit.com/amdéd/python:3.11.5-slim-bullseye
WORKDIR /usr/src/app

copy . .

RUN pip install -i https://mirrors.ustc.edu.cn/pypi/web/simple pip -U && pip
config set global.index-url https://mirrors.ustc.edu.cn/pypi/web/simple &&
pip install flask && pip install flask_sqlalchemy && pip install requests

CMD [ "python", "./app.py" 1]

THEMRER, BREABEHRREGET, BRunXBEFLERFERKE,

6.2.2 PodiEX
FELREINETR, BEESEDIN, FiiwebRSSLURMEEREER. T

vl
: Pod

: web-server-pod
: operator-web-server
= . web—-server-container
: web_server:vl
= : K8S_TOKEN
: "token value...."
- : HOST_ADDRESS

: "address value...."

- : 5000

6.3 Controller 22t
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6.3.1 Docker{S{SaE

Dockerfile @XM :

FROM hub.atomgit.com/amdé64/golang:1.20 AS builder
ARG TARGETOS
ARG TARGETARCH

WORKDIR /workspace

COopPY .

RUN go env -w GOPROXY=https://goproxy.cn,direct
RUN go build -a -o manager cmd/main.go

ENTRYPOINT ["/workspace/manager"]

6.3.2 PodtBXENX
fRFPOdASHIEXIASL, Controllen A BB A MAHRFRIRATERIURA REEHIEAT.

BEEENEBELAPodRIIR SIS

vl
: ServiceAccount

: operator-admin-sa
: default

ERERSKER, LESEENNATIR, CIZEHABSEHRBYE:

: rbac.authorization.k8s.io/v1
: ClusterRole

: operator-admin

- Nt
["serviceaccounts"]
: ["create", "delete", "get", "list", "watch"]
- : "]
["secrets"]
["create", "delete", "get", "list", "watch"]
- : ["rbac.authorization.k8s.io"]
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resources: ["roles"]

verbs: ["create", "delete", "get", "list", "watch"]
- apiGroups: ["rbac.authorization.k8s.io"]

resources: ["rolebindings"]

verbs: ["create", "delete", "get", "list", "watch"]
- apiGroups: [""]

resources: ["pods"]

verbs: ["create", "delete", "get", "list", "watch"]
- apiGroups: [""]

resources: ["services"]

verbs: ["create", "delete", "get", "list", "watch"]
- apiGroups: [""]

resources: ["nodes"]

verbs: ["get", "list", "watch"]
- apiGroups: ["mygroup.my.domain"]
resources: ["mykinds","mykinds/status"]
verbs: ["get", "list", "create", "update", "delete", "patch"]

——— # IR
# fOghE
apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: operator-admin-binding
subjects:
- kind: ServiceAccount
name: operator-admin-sa
namespace: default
roleRef:
kind: ClusterRole
name: operator-admin
apiGroup: rbac.authorization.k8s.io

EEBFAE operator-admin BRTHIBOperator2sBY (mykind) BINBRLASL, iRFEBFIEIRIER
FrE & IRAIERASR.

Eepk EIARIERICIZELLRS, Controller PodZA 8EIEREIZTT, LA TEController PodfYEN :

apiVersion: vl

kind: Pod
metadata:
name: operator-controller-pod
labels:
app: operator-controller-pod
spec:

nodeName: master
serviceAccountName: operator-admin-sa
containers:
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= : operator-controller
: 192.168.116.100:5000/mycontroller:latest

K8STEIESZPodE X 2 &5 Bl controlleri&(%, lliEPodFHiE1T.

7. BAXNEECE

RTPXIERIECESSEI, W (RKIEEEMIA) .
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