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(T e
H Why should we enhance robustness ?

Our bodies have great availability. I have soft errors all the fime:
my memory fails once in a while, but I don't 'crash.” My whole body

doesn't shut down when I cuft a finger .

by Robert Morris
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1962 Marmer rocket fatal BUG:

A U.S. Navy programmer transcribed a handwritten formula into
icorrect computer code, causing a 1962 Mariner 1 rocket carrying a
space probe to veer off course shortly after takeoff and be destroyed by
mission control 293 seconds after takeoit, causing $18.5 million

economic damage.
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How software disabled ?
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Software Fault

Software Disabled
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code mutation based software defect
injection and defect manifestation

(error) injection

i

Lt

int main()

prnit+(
“hello,
world!

\n”);

Code mutation

()
1

return 0O,

int a = 1/f();

Error injection




Orthogonal Defect Classification—A
Concept for In-Process Measurements
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Method we used to simulate mutation

CODE MUTATION METHOD:
ODC (Orthogonal Defect Classification)

Description
delete the function call statement
delete the initialization part
delete the constant value assignment statement
delete the expression assignment statement
delete the if construct, and left the inside state-
ments
delete the if construct and the inside statements
delete the if construct, the inside statements, the
else construct, and left the statements in ¢lse
delete the && or ||, and one of the operator
delete the continuous stalements
modify the value assigned to a variable by xor with
OxFF (same as [3])
madify the vanable in the parameter of a function
call (different with [3]). by xor with OxFF
modify the arithmetic expression in a function pa-
rameter by deleting one of the operators (generate
faulty codes for each operator)

Operator
OMFC
OMVIV
OMVAV
OMVAE
OMIA

=

OMIFS
OMIEB

OMLC
OMLPA
OWVAV
OWPFV

OWAEP




e Method we used to inject error injection

1
h

a = funcl();

func2()

return at+l;

Automated
Injection

Software

Traditionally, error injection
is generally performed by
dynamically injecting near the
entry or exit of a fimction block.

However, since we have not
developed automated injection
software, we achieve a similar
effect by manually modifving the
code near the entry and exit
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ODC & ERROR INJECTION TEST REPORT
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{8 FAULT-TOLERANT DFA

\»/’

A Deterministic Finite Automata 1s defined as :

M=<23 0 0° F>
1. X - input alphabet
2. O - set of states

3. 0 - Stafe-transition function = | 0 ( q a , 2 a ) — q b
4. QY - initial state
5. F - final states
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21 Construction of FAULT-TOLERANT DFA

START

WC

5(q?, £a)=¢q?

e
|

Watch Dog
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Construction of Watch Dog

We can implement a decision maker using a triple modular
redundancy system. The state is judged to be correct if and only if the
outputs of all three decision makers are correct.

l GOOD DOG!

Decision maker 1 Decision maker 2 Decision maker 3
Output : 1 Output: 1 Ouitput: 1
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Construction of Watch Dog

We can implement a decision maker using a triple modular
redundancy system. The state is judged to be correct if and only if the
outputs of all three decision makers are correct.

¢ @6

Decision maker 1 Decision maker 2 Decision maker 3
Output : 1 Output: Ouitput: 1

Woof !

Watch Dog
l BARKING DOG!




L“* ' DOCTOR MODULE

When the doctor program detects

\H" the barking of a dog,
the backup proeram will be

activated at this time,
/‘" : and the problematic module will
be dvnamically replaced while the

S . -
program is running.
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,_LH“ Comparison with the former experiment

The former version

The robust version




LEEJ ) Result

1. Through the construction of the Deterministic Finite Automaton (DFA),

we have solved the problem of failures after loading caused by the incorrect
initialization of the Kernel.

2. Through backup, redundancy,

as well as the detection and state pushing by the warchdog program.
along with the diagnosis and state rollback by the docror program,
the design of the fault-tolerant computing mechanism has finally been achieved.

( vou can check the comparison analysis video)
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