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., ¥ EERelf,

HEFEH=MFEXR:

BT ERNATEENMN H(relocatable file), BISHE BinX4—EEIZRIHITXEMHEZBAR X4,

& T HATEI I 4T (executable file), AT REREFRFEIZMER, MNENAFRIT.
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SIRMRXME, BABREINIR FELF AR LN BB Ak

1, ELF3{§3k
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typedef struct

unsigned char e_ident[EI_NIDENT];

E1f64_Half
E1f64_Half
E1f64_word
E1f64_Addr
E1f64_off

E1f64_off

E1f64_word
E1f64_Half
E1f64_Half
E1f64_Half
E1f64_Half
E1f64_Half
E1f64_Half

e_type;
e_machine;
e_version;
e_entry;
e_phoff;
e_shofTt;
e_flags;
e_ehsize;
e_phentsize;
e_phnum;
e_shentsize;
e_shnum;
e_shstrndx;

M M

M ® M m

} E1f64_Ehdr;

Hre identfy16 M FTAMRE TELFX Y (TF+E+L+F) |
e_typeRIXHEE, 2RRARITE,

e_machineiitBA23E 5], 37%=n3864/l8%, 8FRIRMIPSHES.

e_entryZq HAZEFIRAVERNLE, BIRSEIEHIEZIUE,
e_phoff}gtiprogram header tableFIX{4{mF .

e_phentsize R"—""program headerRFIIAONKE (FTHART)
e _phnum#s Hprogram headerRFHINOEKE ., EMUY,

e_shoff, e_shentsize, e_shnum %3 5l&Rsection headerRIX 4 RTE, KPS T AONNFETSHRAMAONKE,
e_flagsta it 5 bR ESHE K HIFR T .

e_ehsizeff HELF XL IKE (FTHERT)
e_shstrndxZR/section BRI E, 15 7Esection headerRFHIZES],

2,Program header

B4 e E L =3 RIprogram header tablefi#id 7 R AT —TMEFMBENRVEHERFER . BInXHEFRN—TE (segment) EE—1EFE Z T sectior
Program header A AJHATX HMXAZBIMXHEEEX, NTFREFERRKEEAEN, SMEXIT, A/ usr/include/elf hFB] DA R SIH LG E X -

typedef struct

Elf64_word p_type;
El1f64_word p_flags;
El1f64_off p_offset;
E1f64_Addr
E1f64_Addr

p_vaddr;
p_paddr;
E1f64_Xword p_filesz;
Elf64_Xword p_memsz;
E1f64_Xword p_align;
E1f64_Phdr;

'3
O mMmmMmMmMmIMmMmImMm

M M mMIMm

Hrhp_typetfiAEp9EHE;

p_offsetéa B EIEX T X H X RIZE;
p_vaddrig iz EX FRTERY RE Hil bl ;
p_paddrig i ER A4 IR ;

p_fileszZ8 HIZERBOR/N, EF T RNETT, BIEENO;
p_memszZg HIZERFEARFERFTGRIA/N, BIEERNO;
p_filesze5p _memszRI{ERBES N EE,

Section Header

B#rX {4 rsection header table®] LAE ML A Msection, BE2—EIf64 ShdriEtgfy%isE, Sectionk RIZES|EXMHAN Tic, BLEZRS|ISE2REM, E
NEE(F X LN RS .

SectionB & B EFR TELFX 3k, F2RkR. sectionskRMFFAEER, mMHEB X Esectioni# /L4

Bin X4 Hr9E M section# RE—"sectionk IR, AIATFEAIER{E(Msectionfsection3kIi,

P sectionfE X HIE—RELIZ=(E],

SectionZ [B]~AJEE,

Bir X4 ABIEESI= 6, FFfheadersfllsectionsZBEBZBIMXHNE—1F T, XEIREMZTEEIRAE X,

Section header&HE N W T, BAIfE/usr/include/elf.hnARB] AR B ST SL 5 E N



typedef struct

El1f64_word sh_name:
El1f64_word sh_type;
E1f64_Xword sh_flags;
E1f64_Addr sh_addr:
E1f64_off sh_offset;
E1f64_Xword sh_size:
E1f64_word sh_1l1ink:
E1f64_word sh_info;:
E1f64_Xword sh_addralign;
E1f64_Xword sh_entsize:
B EIT64_Shdr;

M M

N U WD U WU
~ L oo
W rr )

-~ M ® ®® ® M
O OO 000 0O 0D

T -y f { f f { f
t . } | l. }

W rt M
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N
D - -

mw > |
(e

Hrish nameigtisectionlBF, EWEZEEESIHZIMsection header string tableFiI{RTS, FEE— 1 AnullEENFRSE,
sh_typeZZE5l,

sh_flagstgRiZsectionfE HFE TSRS I

sh_addrig & tbsectionfEIATZRIAFIRG A LI, NLEH FIaRIE el

sh_offsetéq HilthsectionE X 4RIV RETE . EEFERNEXAKER, FHLLAHER,

XK sectionSBREFMIZFIER, RAFH—LLITENsection, FEEEEMNEEFEM (Hsh_typeflsh infoigd) . TENE/L T EHAZEIAsection:”.]
A LIEEFAFENARNBHEE, SEFAREITHNAANXEAEVNGEAE, BXPsectionHAHXHF=(E, “.data.”f“.data1’Ex B & S HERTFRLL
&R, “rodata”fl“.rodata1”Ex ST FME PRI R IELIE, “shstrtab’Ex2HEE T sectionlIEF, Hsection A% HIsh_nameZE5[{ERIREN, “.strtab”Es
IS 3R(symbol table) ZBFHFfRF&E, “symtab’EREBNXNHFHNFSR, TEXEIINA. “text’EHEBEFTEFNANITES.

Symbol Table

BN SRESEMNIEEMNZEFFTSEXNS I HNMBEENER. FSRAOSMEXIWT, AIfE/usr/include/elf. hFRa] BAF R STHSK 451 E X -

typedef struct

El1f64_word st_name;
unsigned char st_info;
unsigned char st_other;

E1f64_Section st_shndx;
E1f64_Addr st_value;
E1f64_Xword st_size:
E1f64_Sym;

N UMWDY U W

Hefst_ nameBl S1ERINSRFRHR(strtab)FRIRS[, NIAIERFHESRA,

st_valuefs LS SHIE, FIBER—TEXNE. HiLF,

st_sizetlg LT SHRXNAFAND, LU—TEHEEHESNF TS,

st_infoflE T R SHXRBENMABERMYE, EEXTHSE—TEIER. RERA. sectonBEERXHFE; FHRIEBLEZFNSHISERERZlocal. globaliRZweak

—. ARxXbloir

M— e B Ahelloworldf2 % A1 :
#include <stdio.h>
int main()
{

printf("Hello World!\n");
return 0;

1. ELF3Zf4k

FATIEBSHELFXHL: readelf -h obj



[james_xie@james-desk myCode]$ readelf -h helloworld

ELF Header:
Magic: /f 45 4c 46 02 01 01 00 00 00 OO OO0 OO0 00 00 00
of FE ELF64
Data: 2's complement, little endian
version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: Ox1
Entry point address: 0x400440
Start of program headers: 64 (bytes into file)
Start of section headers: 6600 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9
Size of section headers: 64 (bytes)
Number of section headers: 30
Section header string table index: 27

NNBHN6AFT, RET/VEFIA0x40, FETH #FCABPHLEIRIOM0F T, BIANEHLERE D (FhXiEERFEER) -

[james_xie@james-desk myCode]$ hexdump -C helloworld
00000000 7f 45 4c 46 02 01 01 00 00 00 00 00 00 00
00000010 02 00 3e 00 01 00 00 OO0 40 04 40 00 00 00

00000020 40 00 00 OO0 OO OO0 OO OO <8 19 00 OO OO OO
00000030 00 OO0 OO0 OO0 40 00 38 00 09 00 40 00 1e, 600
00000040 06 00 00 OO0 O5 00 OO OO 40 00 OO0 OO0 00°'0O

b EEEMANEN, KERTEURSTFERINE:

e_ident : +73 1 FT, @B EIXTFEMELFX{4#TIRA, EREERATEID:
F—Hbo: SN FT, 7f 45 4c 46, IRPIASCIHB.ELF, RRXEB—TELFMR,
BB 8—1FT. 2RTE— 164K,

E=Fo: —1TFT. MIRTBMERTE.

BUERD : A—1TFT. MIREXMGFRRE,

e_type: FITFT, 0200 RT~E—TAIMITXH (ET_EXEC) .,
e_machine: FIFT, 3e 00X Eintel80386MIRZZE R LG4,
e_version: PU{NFEF, 01 00 00 00R T2 HAITRRA,

e_entry: /\'NFT5, 40 04 40 00 00 00 00 00X L FITEFRAO S,

e_phoff: /\/I"=FF7, 4000 00 00 00 00 00 00K /R 2/F kK AV{RIZithiL7E 00 00 00 00 00 00 00 404t (X ibitEEHT TS
Eelf3Z{fhellowrold3iit, ENF2F Rk Ehelloworld 3 0x404k, BIEIAIOX40FEKIZIEIf64 EhdrEtAE R, HK1EEH
X EHE)

e_shoff: /\'I"F77, c8 19 00 00 00 00 00 00K ExFKA{RmFB1thil7£00 00 00 00 00 00 19 c84t,
e_flags: PU4~FT5, 00 00 00 00K/ AR IESIFE RS #define EF_SH_UNKNOWN 0x0,
e_chsize: FPFET, 40 00K TelfSX{4LK/) 00 40 (6410FT) .

e_phentsize: FMET, 38 00X RERAIXMASIMERFLEANN0038 (563%, M EEMe_phofiXNFEAIAEE, |
sLE el LHIEHE) .

e_phnum: FTFT, 09 00RREEMEIEFLRITE 00 09 (BI9IPMERRXL, BTEFRLS6FT) .
e_chentsize: F1NFT, 40 00 RREELA/00 40 (64F77) , section header tableE"headerfiI X/,



e_shnum: @

/\ﬁ—|-l-l-

"+,

e_shstrndx: FTFT,

2,Program header

{FAT BE&EZ&Program header: readelf -| obj

[james xie@james-desk myCodel]$ readelf -1 helloworld

ELf file type is EXEC (Executable file)
Entry point 0x400440
There are 9 program headers, starting at offset 64

Program Hea

ders:

1e 00RRERRAOE301, BENERRB3I0ER,
1b 00 R RFHFBEERPNES|S, .shstrabERIIERRZFES|S900 1b, EN27,

Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

PHDR Ox000000EEOEEOEE40 OxOOEOEEEEEE400040 OxOOOEEOEEOE400040
Ox00OCEEEEEEEEE1fE OxOOEEEEEEEEEEELTE8 R E 8

INTERP Ox000000EEOEEO0238 OxOEEOEEOEEE400238 OxOOOEEOEEOE400238
Ox000000000000001c OxO0EEEEEEEEEEE0LIc R 1

[Requesting program interpreter: /1ib64/1d-1inux-x86-64.s0.2]

LOAD Ox00000CEEEEEEEEEE OxOEEEEEEEEE400000 OxCOEEEEEEOE400000
Ox00OCEEEEEEEEO71c OxO0O0EOEEEEEEO71c R E 200000

LOAD Ox0000000000000e10 OxOEEOOEEOEEE600e10 OxOOOEEOLEEOO600c10
Ox0000000000000224 OxO0O00COCEE000228 RW 200000

DYNAMIC Ox0000000000000e28 OxOOEOOEEOOEE600e28 OxOOOEEOOEOO600e28
Ox00000000000001dO OxOEEEEEEEEEEEE1dE RW 8

NOTE Ox0000000000000254 OxO0OO0EOOEE400254 OxOO00EOOCO0400254
Ox0000000000000044 OxO0O00COOEEC00044 R 4

GNU_EH_FRAME Ox0000000E00EEE5TO OxOEEEEEEEEE4005T0 OxCOOEEEEEOR4005F0
Ox000000EEOEEO0E34 OxO0EOEEOEEEEEE034 R 4

GNU_STACK Ox00000CEEEEEEEEEE OxOEEEEEEEEEEEEEEE OxCEEEEEEEEEEEEEEO
Ox000000CECEEOEEE0 OxOEEEEEEEEEEEEEEE RW 10

GNU_RELRO Ox0000000O00000e10 OxOOEOOEEOELEE600e10 OxOOOEEOLEEOO60010
Ox00000000000001 fO OxOEEOLEEEEEEEELFE R 1

Section to Segment mapping:
Segment Sections...

00

01 .interp

02 .interp .note.ABI-tag .note.gnu.build-id .gnu.hash .dynsym .dynstr .gnu.version .gnu.version_r .rela.dyn .rela.plt .init .plt .text .fini .rodata .eh_frame_hdr
03 .init_array .fini _array .jcr .dynamic .got .got.plt .data .bss

04 .dynamic

05 .note.ABI-tag .note.gnu.build-id

06 .eh_frame hdr

07

08 .init_array .fini_arrgy .jcr .dynamic .got

MEEFRIUENE, SN LENELFXEXNOMTENNALE, ZBMXEF—HREITE, ERfEitiEes, KNSHAN6FT9, MEM 7 EHE
0x1F8, 7Et7 ISR {RiZthi64F T F G EIRIOX1F8ZF 3, BlXProgram header5 2887 (FIEREERFEH)

XEHRNERERE T EE— e :
AIHITXER, —program headerifiR IR BFRA—PER (segment) , SegmentBE— & Z section, FEATAEANTXMNMIIFRHEI, F— Fsection5
segmentfYIRET K R :

SectionF1SegmentiI X B F1Ex &



Section to Segment mapping:
Segment Sections...
00
01
02
fh_frame

.interp
.interp .note.ABI-tag .note.gnu.build-id .gnu.hash .dynsym .dynstr .gnu.version .gnu.version_r .rela.dyn .rela.plt .init .plt .text .fini .rodata .eh_fra

.init_array .fini_array .jcr .dynamic .got .got.plt .data .bss
.dynamic

.note.ABI-tag .note.gnu.build-id

.eh_frame_hdr

.init_array .fini_array .jcr .dynamic .got

AN EEPRES R R FIA, NAEBRHNMUNEE textT, HIREEAINEE . data ™, MEHAEE T S section,
3, Section Header

FRHIEEEHERFRESR: readelf -S obj

[james_xie@james-desk myCode]$ readelf -S
There are 30 section headers, starting at

Section Headers:

[N
[
[

[
[
[
[
[
[
[
[

o
0]
1]

Name
Size

0000000000000000
.interp
000000000000001c
.note.ABI-tag
0000000000000020
.note.gnu.build-1
0000000000000024
.gnu.hash
000000000000001c
.dynsym
0000000000000060
.dynstr
000000000000003d
.gnu.version
0000000000000008
.gnu.version_r
0000000000000020
.rela.dyn
0000000000000018
.rela.plt
0000000000000048
1Nt
000000000000001a
plt

Type

EntSize

NULL
0000000000000000
PROGBITS
0000000000000000
NOTE
0000000000000000
NOTE
0000000000000000
GNU_HASH
0000000000000000
DYNSYM
0000000000000018
STRTAB
0000000000000000
VERSYM
0000000000000002
VERNEED
0000000000000000
RELA
0000000000000018
RELA
0000000000000018
PROGBITS
0000000000000000
PROGBITS

helloworld
offset 0x19c8:

Address
Flags Link
0000000000000000
0
0000000000400238
A 0
0000000000400254
A 0
0000000000400274
A 0
0000000000400298
A 5
00000000004002b8
A 6
0000000000400318
A 0
0000000000400356
A 5
0000000000400360
A 6
0000000000400380
A 5
0000000000400398
AT 5 1
00000000004003e0
AX 0
0D00000G004 00400

Info

0
0
0
0
0
1
0
0
1
0

2
0

Offset
Align
00000000
00008238
OOOO%ZS4
00003274
00003298
OOOOgaS
00003318
00003356
00008360
00003380
00008398
OOOOgBeO
4

00000400




[28]
[29]

0000000000000040
.text
0000000000000184
.Fini
0000000000000009
.rodata
000000000000001d
.eh_frame_hdr
0000000000000034
.eh_frame
00000000000000F4
.1nit_array
0000000000000008
.fini_array
0000000000000008
.Jjcr
0000000000000008
.dynamic
00000000000001d0
.got
0000000000000008
.got.plt
0000000000000030
.data
0000000000000004
.bss
0000000000000004
.comment
000000000000002d
.shstrtab

0000000000000108
.symtab
0000000000000618
.strtab
000000000000023c¢

0000000000000010
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
INIT_ARRAY
0000000000000000
FINI_ARRAY
0000000000000000
PROGBITS
0000000000000000
DYNAMIC
0000000000000010
PROGBITS
0000000000000008
PROGBITS
0000000000000008
PROGBITS
0000000000000000
NOBITS
0000000000000000
PROGBITS
0000000000000001
STRTAB

0000000000000000
SYMTAB
0000000000000018
STRTAB
0000000000000000

AX 0
0000000000400440
AX 0
00000000004005c4
AX 0
00000000004005d0
A 0
00000000004005f0
A 0
0000000000400628
A 0
0000000000600e10
W A O
0000000000600e18
WA O
0000000000600e20
WA O
0000000000600e28
W A 6
0000000000600 8
WA O
0000000000601000
WA O
0000000000601030
W A O
0000000000601034
WA O
0000000000000000
MS 0
0000000000000000

0
0000000000000000
29 -
0000000000000000
i . CO

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
5
0

EX {4k he shoffa] LA ZI EZ R {mF&#t11t00 00 00 00 00 00 19 c8, MIX Mttt XTI ERR .,
EEZRIKEHe ehentsize500 40 (64=FT) .
ERR T He shnumBJ£1/ 301,

16
00000440

16
000005c4
OOOOngO
OOOOgSfO
00003628
OOOOgelO
OOOOgelS
OOOOgeZO
OOOOgeZS
OOOngfS
OOOO%OOO
OOOO§O3O
0000i034
0000i034
0000%061

1
00001170

8
00001788

320421

XA ZsectionFMA——2EFHAAVFIHSR, Bid—Ttext sectionK#H 1T, LEIFRIINEE], textsectionZE5|F5913, FfIRIERRAIEIRRIZHIILA

0x19c8, BMERKENOx40, HEIEB 131 ER, FilAH{ltext sectionff2iathit i/1%20x19c8 + (0x40*0x0d) =0x1d08 , FHf1F@d
hexdump -C helloworld
7S IQTE T A IX P bl 2 AN Ztext section,
00001d00 10 00 00 00 00 00 00 00 EEECNECNECLECFNCRICCILENFN—— |
06 00 00 00 OO 00 00 OO0 40 04 40 00 00 00 00 OO |........ @.a@..... |

40 04 00 00 00 00 00 0O
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

84 01 00 00 00 00 00 00
10 00 00 00 00 00 00 00 |
9a 00 00 00 OX"00O 0000

sh_name: PU=F7, 94 00 00 00FRNI%ER R FRTE.shstrtab{wiZ=, i 1@D

readelf -x .shstrtab helloworld

K& T .shstrtabEx EE{RIZ = H0x944b 22 text :



[james:xie@james-desk

Hex dump of section

0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050
0x00000060
0x00000070
0x00000080
0x00000090
0x000000a0
0x000000b0
0x000000c0
0x000000d0
0x000000e0
0x000000f0
0x00000100

002e7379
002e7368
7270002e
002eb6ebf
2d696400
796e7379
6e752e76
76657273
64796e00
6697400
2e726164
65516864
2e696e69
6956172
6e616d69
706c7400
636f6d6d

myCode]$

6d746162
73747274
6e61T7465
74652e67/
2eb/6e75
6d002e64
65727369
696f6e5f
2e/72656¢

readelf -

'.shstrtab’':

002e7374
6162002e
2e414249
be/752e62
2e686173
796e7374
6f6e002e
72002e72
842e/06cC

2€746578 74P
61746100 2e65685f
72002e65 68516672
7456172 72617900
72617900 2e6a6372
63002e67 6f74002e
2646174 61002662
6567400

X .shstrtab helloworld

72746162
696e7465
2d746167
/75696c64
68002e64
72002e67
676e752e
656c612e
74002e69
696e6900
6672616d
616d6500
2e66696e
002e6479
676f742e
7373002e

..symtab..strtab
. .shstrtab..inte
rp..note.ABI-tag
. .hote.gnu.build
-id. .gnu.hash..d
ynsym. .dynstr..g
nu.version..gnu.
version_r..rela.

dyn..rela.plt..1
nit..text..fini.
.rodata. .eh_fram
e_hdr..eh_frame.
.init_array..fin
i_array..jcr..dy
namic..got..got.
plt..data..bss..

KTommentx ! AL YA

B EERH, RIZEAN0XM4MHLTE text, BRI LEHEEEE ERN,

sh_type: U7, 0100 00 00RAXTERIAEREFMEXMNER, EHERAMEXTEHZERFHTE, XERRPROGBITS,
sh_flags: /\""=F73, 06 00 00 00 00 00 00 00ZR/RallocFllexecute,

sh_addr: /\"MF¥3, 40 04 40 00 00 00 00 00K T~ EsectionTE ATFFHIRE it }90x400440,

sh_offset: /\"INF¥3, 40 04 00 00 00 00 00 00K I Esection5 X143k 2 [B1H{RF2 A0x0440,

sh_size: /\"=FT, 84 01 00 00 00 00 00 00K X4 EEsectiond FARIA/VI0x0184,

sh_link: FOD=93, 00 00 00 00XRTEHEIHEER,

sh_info: FUNF¥5, 00 00 00 00K EEHENESE,

sh_addralign: /\"]M%&T, 1000 00 00 00 00 00 O0RTRFTITKE,

sh_entsize: /\""=FT5, 00 00 00 00 00 00 00 00FKREEANO.,

A= 88 _FEAIsh_offsetfllsh_sizeFER @I hexdump@p £ R EE BInNX{4miZ0x4404b, KENOX0184MIAA

1
40
e8
00
02
10
00
89
ba
10
20
05
09
55
ff Of
40
of 1f
ff 41
a8 08
31 db

83
05
66
60
00
of 1f
60
3f 48
48 85
of 1f
55 48
01 f3
le b8 00
00 48 e5
73 ff ff ff 55
ff ff b8 00
00 00 00

f6 41 55 49
48 8d 2d a8
fd 03 48 83 ec

ed4 10
00
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